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Abstract

Traitor tracing is needed because some users in broadcast
encryption system may give out their decryption keys to
construct pirate decoders. Recently, Liu and Yuan de-
scribed a trace and revoke systems with short cipher-
texts. In this paper, we show that their scheme can-
not achieve traitor tracing, since any receiver can decide
whether the given ciphertext is well-formed or not so as
to decide whether the system is now in normal broadcast-
ing mode or in traitor tracing mode. Thus, any user can
construct decoders that will decrypt well-formed cipher-
texts (ciphertexts for normal broadcasting) and refuse the
badly-formed ciphertexts (ciphertexts for traitor tracing),
so that traitors cannot be identified. In such case, inno-
cent users will be framed. We provide an amendment to
their scheme and render it useful in traitor tracing against
both perfect and imperfect decoders.

Keywords: Broadcast Encryption, cryptanalysis, traitor
tracing

1 Introduction

Broadcast encryption provides a convenient method to
distribute digital content to subscribers over an insecure
broadcast channel so that only the qualified users can
recover the data. Broadcast encryption is quite useful
and enjoys many applications including Pay-TV systems,
distribution of copyrighted materials such as DVD.

Because some users (called traitors) may give out their
decryption keys to construct pirate decoders, the ability of
traitor tracing is needed for broadcast encryption system.
The first traitor tracing scheme against pirate decoders
was presented by Chor, Fiat and Naor in [4]. Since then,
many works have been presented, and among them some
works [3, 5, 7, 8, 9, 10] combine the tracing and revoking
abilities to make the broadcast encryption systems more
practical.

As we notice that, in the these trace and revoke

schemes, the ciphertext length is not short. It is either
linear to the number of revoked users [7, 8, 9, 11] or in
proportion to v/N [3, 5], where N is the total number of
users in the system.

Recently, Liu and Yuan [6] described a trace and re-
voke systems with short ciphertexts, by combining public
key broadcast encryption scheme [1] with collusion secure
codes based traitor tracing scheme [2]. However, their
scheme cannot achieve traitor tracing, since any receiver
can decide whether the given ciphertext is well-formed or
not so as to decide whether the system is now in nor-
mal broadcasting mode or in traitor tracing mode. Thus,
any user can construct decoders that will decrypt well-
formed ciphertexts (ciphertexts for normal broadcasting)
and refuse the badly-formed ciphertexts (ciphertexts for
traitor tracing), so that traitors cannot be identified.

1.1 Owur contributions

1) We show that their scheme cannot achieve traitor
tracing, by describing how a receiver can decide
whether a given ciphertext is well-formed or not so
as to decide whether the system is now in normal
broadcasting mode or in traitor tracing mode. We
also show that innocent users will be framed with
high probability.

2) We provide an amendment to Liu and Yuan’s scheme
and render it useful in traitor tracing against both
perfect and imperfect decoders.

1.2 Organization

The remainder of this paper is organized as follows. In
Section 2 we briefly review Liu and Yuan’s trace and re-
voke scheme. In Section 3 we show that any one can de-
cide whether the ciphertext is well-formed or not, so the
tracing algorithm does not work. We give out an amend-
ment to this flaw in Section 4. Section 5 concludes our

paper.
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2 Review of Liu and Yuan’s Trace
and Revoke Scheme

Firstly, we review Liu and Yuan’s trace and revoke
scheme [6] in brief. Their scheme is based on J-robust
collusion secure code denoted as two algorithms (G, T),
where G is the code generating algorithm and 7' is the
tracing algorithm. We refer our readers to [2] for the
detailed definition of collusion secure code and [6] for de-
tailed definition of protocol model for the trace and revoke
system.

Table 1: Partial list of symbols

Symbols Descriptions
6 the rate that the captured decoder
fails to decrypt well-formed
ciphertexts
A a security parameter used for the
system setup
G(") the code generating algorithm for
the d-robust collusion secure code
T() the tracing algorithm for the
d-robust collusion secure code
r a set of codeword generated by G(+)
tk the tracing key for I'
l the length of codeword
w® the codeword for user 4
w,(f) the bit value of position h in the
codeword w(?
bk the broadcast key of the system
skli, s, h] the secret key for user i on
codeword bit position h (with bit
value w;ll) = s)
sk; the set of secret keys for user i
D the captured pirate decoder
k& a temporary session key k is
Ey(bk,r) generated using random number r.
(co,c1,C2) L1 aset of ciphertext is generated for
E.(bk,S,r) receiver set S using random
number 7.

The four algorithms (Setup, Encrypt, Decrypt, Trace)
of Liu and Yuan’s trace and revoke scheme are described
as follows:

e Setup(n — 1, \)
Let € = 1/2*. The algorithm works as follows:

1) Generate a pair of code and tracing key by run-
ning

(T,tk) = G(n—1,¢).

Let T' = {w®,... w™} C {0,1}!, where [ is
the codeword length.

2) Let G be a bilinear group of prime order p. Pick
a random generator g € G and a random « €
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L. Compute g; = ¢* € G fori=1,...,n,n+
2,...,2n. Pick I random elements ~vi,...,y €
Z, and set v = ¢, ..., vy = g" € G. For
i=2,...,nand s =01 and h=1,...,1, set

(ai*em)

sk[i,s,h] = glt,, = v €G.

3) Define broadcast key as

bk%(

4) For i =2,...,n define secret key

9591y +-39nsGn+25 -+ -, 92n,
(a™) (™) :
U1, Uq ,...,vl,vl

sk; «— (w(i), skl[i, wgi)7 1],..., skli, wl(i), 7).

Table 2 shows an example of secret key.
5) Output tk, bk and (ska, ..., sky,).

Table 2: An example of secret keys: the keys in italics are
assigned to the user with codeword w(®

w® sk;
0 sk[i,0,1] skli, 1,1]
1 sk[i,0,2] skfi,1,2]
0 skfi,0,3] skli, 1,3]
0 skfi,0,1] skli, 1,1

o Encrypt(bk,S)
Pick a random r € Z,. For the receiver set S C
{2,...,n}, the algorithm works as follows:

1) Set k = e(g,9n+1)" € Gy (here the key space
is set as G1). The value e(g, gn+1) can be com-
puted as e(ga, gn—1). As shorthand, this process

is denoted as k <= Ey(bk,r).
2) Pick a random h € {1,...,1}. For s = 0,1 set

cs = (’U}(Zal ) . H gn+1,j)r S G,
JjeSs
co = g €G.

This process is denoted as (co,c1,c2) %il
E.(bk,S,r).
3) Define ciphertext ¢ « (h, co, c1, ¢2).

4) Output k and c.

e Decrypt(bk, i, sk;, S, ¢)
Let (h,co,c1,¢2) < c and s = w,(;) (1 €{2,...,n}).
Output
k= e(gi,cs)/e(skli,s, h]- H Gnt1—jtis C2)-
JES,jF#i
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e TraceP(tk,S) Repeat the following steps A% In !/ times:
Suppose the adversary A obtains a set of secret keys
oftusers T C {2,...,n} (SNT # ()) and uses them to (r0,71) i Zp, with (1o # 1)
build a pirate decoder D. Let C C {0,1} be the set R
of fingerprinting codewords that are corresponding to ko= Ey(bk,ro),
decryption keys held by A. (co,c2) <« Ec(bk,S,r0),
¢ «— E.(bk,S,r),
Definition 1. For a given broadcast key bk, the ¢ = (h,co,c1,02),
error-rate § of D is the probability that D fails to - D(cY).

decrypt well-formed ciphertexts:
Let py, be the fraction of times that k = l%;

Pp— R .
§ = Prl(k,c) — Encrypt(bk, S) : D(c) # kl. Repeat the following steps A% In L times:

R
— Tracing Perfect Decoders T Ly,
Assume that D is a perfect dec.oder, namel.y R By, (bk, 1),
6 = 0. For h = 1,...,1, experiment TRy is . (bk. S
defines as follows: (co,c1,¢2) = Ee(bk, S,r),
c = (h,CO,Cl,Cg),
k= D).
R R
(ro,m) = Zyp (ro # 71) Let gp, be the fraction of times that k = k.
k& Ey(bk,ro)
7 E(' bk? S? 3
(co,e2) = o o) Define wy, € {0,1,7} as:
C1 — Ec(bk7 57 Tl) . .
. 0 ifpp,>0 (A knows sk[i,0, h])
c = (h,co,c1, 02) wy, = 1 elseif g > % (A knows sk[z, 1, h])
A D(c"). 7’ otherwise (prp =0 and q, < %)
and let w* = wy...w; € {0,1,7}. A set of

traitors is output as T'(tk, w*).

If decoder D outputs k= k, wp is set to 0,

which means A knows sk[i, 0, h]. Else, w, is set g Distinguish Broadcasting Mode
to 1, which means A knows sk[i,1,h]. When . .

the tracing on h = 1,...,1 is completed, the from Traitor Tracing Mode

recovered codeword w* is set as o ) )
We show how to distinguish normal broadcasting ci-

phertexts (well-formed) from tracing ciphertexts (badly-
w* = wy ...y € {0, 1} formed or invalid).

In a traitor tracing algorithm, the tracing ability is ob-
tained by finding out the distinct decrypting ability of the
captured decoder. As for Liu and Yuan’s scheme [6], the
tracing algorithm is used to test whether the captured
decoder has ability to decrypt the ciphertext that is en-
crypted for tracing position h and codeword bit wy = 0
only. The following tracing logic is implied in their tracing
algorithm:

A set of traitor is output as T'(tk, w*).

— Tracing Imperfect Decoders

As for imperfect decoders with error-rate
less than some fixed §, a ¢’-robust finger-
printing code is needed [2] to ensure tracing o If all codewords in the decoder contain a w; = 0 in
sucessful, with tracing position h, the decoder will always output
k = k since it does not hold w;, = 1 and cannot
decide whether the ciphertext is well-formed or not.

e If all the codewords in the decoder contain a wp =1
in tracing position h, the decoder will output a k # k
with high probability.

Sh

For h = 1,...,l, experiment RobustTR; is e If the codewords in the decoder contain both wy, = 0
defines as follows: and wyp, = 1, no matter what the decoder outputs,
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the recovered codeword bit is always in the feasible
set of the codewords [2, 6] in the decoder.

However, if the decoder can always decide whether the
ciphertext is well-formed or not regardless of what code-
word bits it holds, the traitor tracing algorithm is broken.
Now we show that any one in Liu and Yuan’s scheme [6]
can check whether the ciphertext is well-formed or not, so
that any decoder can reject to decrypt the traitor tracing
ciphertexts. The process is described as follows:

1) On receiving a ciphertext ¢, the receiver parses it as
(h,co,c1,2);

2) For s = 0,1 checks whether the following equation
holds or not:

e(v,(lak '), c2) e(H In+1-j,C2)-
jes

e(cs,g) =

If any of the two equations does not hold, the ci-
phertext is invalid and the receiver decides that the
system is now running in traitor tracing mode. If
so, the receiver outputs a random key k. Else, the
system is now running in normal broadcasting mode,
and the receiver decrypts as usual.

The reason is that, in the tracing algorithm of Liu and
Yuan’s Scheme, ¢; uses a random number 71 that is dif-
ferent from the number r¢ used in cs. Thus, the tracing
ciphertext cannot pass the validity check.

Since any one can check whether the system is in
traitor tracing mode or not, the pirate decoder can be pro-
grammed to frame innocent users. If the decoder rejects
all invalid ciphertexts (returns random keys), no matter
the system is in the mode of tracing perfect decoders or
in the mode of tracing imperfect decoders, the tracer will
output a recovered codeword as w = 11...1. The users
with feasible codeword w = 11...1 are framed, if the
codeword w = 11...1 is not held by the decoder.

4 The Proposed Amendment

The goal of the amendment is to ensure that only the
colluding traitors whose codewords contain both wy, = 0
and wy, = 1 in tracing position h can decide whether the
system is in traitor tracing mode or not. In such case, the
tracing logic works fine.

Our idea is to generate two independent sets of cipher-
texts for wp = 0 and wy, = 1 of tracing position h re-
spectively, both encrypting a same temporary session key
in normal broadcasting mode while encrypting two dif-
ferent keys in traitor tracing mode. Such modification
prevents the colluding traitors from checking the valid-
ity of the ciphertexts, unless they hold decryption keys of
both wy, = 0 and wy, = 1 for tracing position h. After the
modification, as we notice that, if the codewords of the
colluding traitors all contain a same wy, = 0 (or a same
wp, = 1), they cannot detect the tracing mode and will
decrypt as usual. If the codewords in the decoder contain
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both wy, = 0 and wy, = 1, the decoder can detect the trac-
ing mode. However, no matter what the decoder outputs,
the recovered codeword bit is always in the feasible set of
the codewords in the decoder.

The modified algorithms of Emncrypt, Decrypt, and
Trace are described as follows (Setup algorithm remains
unchanged):

o Encrypt(bk,S)
Pick two random numbers ro, 71 € Zjp. The algorithm
works as follows:

1) Set ko = e(g,gn+1)", k1 = €(g,gn+1)™ € Gi.
e(g,gn+1) can be computed as e(ga, gn—1). Se-
lect a random temporary session key T'SK from

G;.
2) For S C{2,...,n}, pickarandomh € {1,...,1}
and set
co1 = (vn- H Int1—;3)"° € G,
jes
co2 = g°eG,
o3 = ko ® TSK € Gy,
cn = O T gns1-9)" €6,
jes
cip = g"eG,
C1,3 = ki@ TSK € Gj.

This process is denoted as (co,1,¢0.2,C0,3)

E.(bk, S, 10, TSK)
E.(bk, S, r1, TSK).

R
B
R
and (c11,c1,2,¢13)

3) Define ciphertext ¢ as ¢ « (h,co1, €02, Co3,

C1,1, C1,2, Cl,3)~

4) Output TSK and c.

e Decrypt(bk, i, sk;, S, ¢)
Let (h,co,1,¢0,2,C0,3,€1,1,€1,2,€1,3) < c and s = w;(f)
(i €{2,...,n}). Compute
ks = e(givcs,l)/e(Sk‘[sth} : H gn+1—j+iacs,2)-
JES,j#i

TSK = kg ® c, 3 is output as the temporary session
key.

o TraceP(tk,S)
Suppose the adversary 4 obtains a set of secret keys
oftusersT C {2,...,n} (SNT # 0) and uses them to
build a pirate decoder D. Let C' C {0,1} be the set
of fingerprinting codewords that are corresponding to
decryption keys held by A.

— Tracing Perfect Decoders
Assume that D is a perfect decoder, namely § =
0. For h = 1,...,1, experiment TRy, is defines
as follows:



International Journal of Network Security, Vol.14, No.5, PP.251-256, Sept. 2012 255

(ro, 1)

TSK

Kr
(co,1,¢0,2,¢0,3)

(c1,1,¢1,2,¢1,3)

*
C

TSK*

IERERERERE

Zyp (ro #71),

G,

G (TSK # Kr),
E.(bk,S,r0, TSK),
E.(bk,S,r1,Kr),
(h;co,1,¢0,2,C0,3, C1,1,

C1,2, 01,3),
D(c").

If decoder D outputs TSK* = T'SK, wy, is set
to 0, which means A knows skl[i, 0, h].
wy, is set to 1, which means A knows sk[i, 1, h].
When the tracing on h = 1,...,[ is completed,

the recovered codeword w* is set as

w* = w; ...w € {0,1}".

A set of traitor is output as T'(tk, w*).

— Tracing Imperfect Decoders

As for imperfect decoders with error-rate less
than some fixed §, a ¢’-robust fingerprinting
code is needed [2] to ensure tracing sucessful,

with

For h =1,..
fines as follows:

4]

-
1=

., 1, experiment RobustTRy, is de-

Else,

(ro,71)

TSK

Kr
(co,1,¢0,2,¢0,3)

(c1,1,¢1,2,¢1,3)

*
C

TSK*

TSK;

(ro, 1)

TSK
(co,1,¢0,2,¢0,3)
(c1,1,¢1,2,¢1,3)
.

C

TSK*

TSK.

IERERERE

Repeat the following steps A% Inl times:

Ly (ro # 71),

G,

G (T'SK # K&g),
E.(bk,S,ro, TSK),
E.(bk,S,r1,KRr),
(h,co,1,¢0,2,¢0,3,¢1,1,

€1,2,€1,3),

D(c").

Let pn, be the fraction of times that TSK™* =

Repeat the following steps A% 1n L times:

Ly (ro #r1),
G,

E.(bk,S,r0, TSK),
E.(bk,S,r1, TSK),
(h;co,1,¢0,2, 0,3, C1,1,

C1,2, 01,3)7
D(c").

Let gn be the fraction of times that TSK™ =

Define wy, € {0,1,7} as:

0 ifpp,>0 (A knows sk[z, 0, h])
1 elseif g > % (A knows sk[i, 1, h])

(pn =0 and ¢, < \%)

wp =
‘77 otherwise

and w* = wy ... w; € {0,1,7}!. A set of traitors
is output as T'(tk,w™*).

5 Conclusion

Recently, Liu and Yuan [6] proposed a trace and revoke
scheme with short ciphertexts. We show that their scheme
cannot achieve traitor tracing, because any one can decide
whether the system is in traitor tracing mode or in normal
broadcasting mode so as they can reject to decrypt the
traitor tracing ciphertexts. We outline the amendment
that renders their scheme useful. The modified algorithms
are described in details. The ciphertext is still of constant
length though three more elements are added.
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