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Abstract

With the explosion of networks and the huge amount of
data transmitted along, securing data content is becoming
more and more important. Data encryption is widely used
to ensure security in open networks such as the Internet.
With the fast development of cryptography research and
computer technology, the capabilities of cryptosystems
such as of RSA and Diffie-Hellman are inadequate due to
the requirement of large number of bits. The cryptosys-
tem based on Elliptic Curve Cryptography is becoming
the recent trend of public key cryptography. This paper
presents the implementation of Elliptic Curve Cryptogra-
phy by first transforming the message into an affine point
on the Elliptic Curve, over the finite prime field. In this
paper we illustrate the process of encryption/decryption
of a text message and image files in spatial domain by en-
hancing security using Comparative Linear Congruential
Generator for better random number generation. This
enables the breaking of cipher text almost impossible for
the brute force attack.
Keywords: Comparative linear congruential generator,
discrete logarithm, elliptic curve cryptography, nonce

1 Introduction

With the popularity of computers and Internet, real time
multimedia data is represented in digital forms to be
transmitted on Internet. Digitized data can be texts, im-
ages, audios/videos. It is important to send the digital
data securely. Cryptography is the science of converting
data in non understandable form for the unintended view-
ers for securely transmitting messages between a sender
and a receiver. The objective is to encrypt the message
in a way such that an eavesdropper would not be able
to read it. A cryptosystem is a system of algorithms for
encrypting and decrypting the messages for this purpose.

Randomness is a key ingredient for cryptography. Ran-
dom bits are necessary not only for generating crypto-
graphic keys, but are also often an integral part in the
steps of cryptographic algorithms. The cryptosystem re-
quires the generation of a new random number each time
a new message is encrypted. Pseudo random generator
plays a major role in a cryptographic algorithm for the
overall security.

The strength of a public key cryptosystem is directly
related to the type of the one-way function it uses and the
length of the cryptographic keys. With the computing
power and the theoretical knowledge available today, we
find that inverting a one-way function by which the scalar
multiplication has been done for the case of Elliptic Curve
Cryptography (ECC) is a practically intractable problem.
The major objective for public key cryptosystem is to
enhance the security based this intractable computability.

The use of Elliptic Curves (EC) in public key cryp-
tography was independently proposed by Koblitz and
Miller in 1985 [8] and since then, an enormous amount of
work has been done on elliptic curve cryptography. ECC
based security offers a similar level of security that can be
achieved with shorter keys than existing methods which
are based on the difficulties of solving discrete logarithms
over integers or integer factorizations.

Elliptic curve cryptography uses elliptic curves which
are not ellipses in which the variables and the coefficients
are all bound to elements of a finite field. In general
EC is represented by a set of points in two dimensional
Cartesian co-ordinate system. The transformation of the
original message is converted into set of points in EC by
which the encryption and decryption is achieved. The
state space complexity is very high so that the intruders
will not be able to interpret the encrypted message so
easily. Also we have introduced a novel random number
selection process based on Comparative Linear Congruen-
tial Generator (CLCG), which is secure and inexpensive
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method to generate nonce for the ECC. For both encryp-
tion and decryption the keys are represented over the EC
field, promising maximum security.

2 Related Works

In the literature, many authors have tried to exploit the
features of EC field to deploy for security applications.
We have outlined some of the highlights of the relevant
work in this section. Aydos et al. [1] has implemented
ECC on an 80 MHz, 32 bit RAM microprocessor over the
field GF (p) and demonstrated the results. We have im-
plemented the text based cryptosystem using ECC over
the field GF (p) which is presented in [17] along with the
results. Lauter has focused on the use of ECC for the
performance advantages in the wireless environment over
the traditional RSA cryptosystem [10]. Ray has discussed
the design of a generator, for producing the customized
ECC hardware meeting user-defined requirements auto-
matically in [3]. The importance of ECC is explained
by Cilardo et al. as a complex interdisciplinary research
field encompassing such fields as mathematics, computer
science and electrical engineering in [4]. A novel hard-
ware architecture for ECC over GF (p) was introduced by
McIvor et al. [14]. Chen presents a high performance EC
cryptographic process for general curves over GF (p) [2].
The standard specifications for public key cryptography
are defined in [16].

Stallings et al. [15] has presented a simple tutorial of
ECC concept which is very well documented and illus-
trated in his book. A brute-force attack on ECC imple-
mented on UC Berkley’s Tiny OS operating system for
wireless sensor networks is explained by Finnigin et al.
in [5]. The short period of the pseudorandom number
generators used by cryptosystem to generate private keys
was exploited. Moon [13] proposed an efficient and novel
approach of a scalar point multiplication method which is
an efficient version of the existing double and add by elim-
inating redundant recoding. This method was originated
from radix-4 Booths algorithm. Lee [11] presented three
algorithms to do scalar multiplication on EC defined over
higher characteristic finite fields such as Optimal Exten-
sion Field. Yongliang [12] demonstrated that the protocol
proposed by Aydos et al.’ could be subjected to man-in
the-middle attack from any attacker but not restricted
on the inside attacker. In-depth mathematical treatment
with a comprehensive coverage of EC field is given in [9].
Owing to these existing works on ECC and its popularity,
it is proposed to implement the nonce based crypto sys-
tem based on ECC for text and image based application.

3 Mathematical Background

The hardness of the Elliptic Curve Discrete Logarithm
Problem (ECDLP) enables ECC operates on groups of
points over EC for security. While sub-exponential algo-
rithms are suitable for solving the integer factorization

problem, only exponential algorithms are known for the
ECDLP. Hence ECC is able to achieve the same level of
security with smaller key sizes and higher computational
efficiency.

3.1 Elliptic Curves

An elliptic curve takes the general form as:

E : y2 = x3 + ax + b, (1)

where x, y are co-ordinates of GF (p), and a, b are integer
modulo p, satisfying

4a3 + 27b2 6= 0(modp). (2)

Here “p” is modular prime integer which makes the EC
of finite field. An elliptic curve E over GF (p) consist of
the points (x, y) defined by Equations (1) and (2), along
with an additional point called O (point at infinity) in
EC. These points are said to be affine points.

3.2 Elliptic Curve Arithmetic

Point addition and point doubling are the basic EC op-
erations. ECC primitives [16] require scalar point mul-
tiplication. Let P is a point with the co-ordinates x, y
on an EC, and one needs to compute kP , where k is a
positive integer. This scalar multiplication can be done
by a series of doubling and addition of P . For example,
given k = 13, entails the following sequence of operations,
by which the efficiency of the scalar multiplication of the
points is improved (See Table 1).

Let us start with P (xP , yP ). To determine 2P , P is
doubled. This should be an affine point on EC. Use the
following equation, which is a tangent to the curve at
point P .

S = b(3x2
P + a)/2yP c mod p.

Then R = 2P that has affine coordinates (XR, YR) given
by:

XR = (S2 − 2XP ) mod p

YR = (S(XP −XR)− YP ) mod p.

In order to determine 3P , we use addition of points P
and 2P , treating 2P = Q. Here P has coordinates (xP ,
yP ). Q = 2P has coordinates (xQ, yQ). Now the slope is:

S = b(YQ − YP )/(XQ −XP )c mod p

P + Q = −R

XR = (S2 −XP −XQ) mod p

YR = (S(XP −XR)− YP ) mod p.

Therefore we apply doubling and addition depending
on a sequence of operations determined for “k”. Every
point (xR, yR) evaluated by doubling or addition is an
affine point (points on the Elliptic Curve).



International Journal of Network Security, Vol.14, No.4, PP.236-242, July 2012 238

Table 1: An example (given k = 13)

P 2P 3P 6P 12P 13P
Doubling Addition Doubling Doubling Addition

4 Pseudo Random Number Gen-
eration

4.1 Linear Congruential Generator

The recurrence relation xi+1 = axi + b mod m, where
a, b and m are known and x0 is secret defines a Linear
Congruential Generator (LCG). If the length of the se-
quence generated by LCG is m then it is said to be full
period. Also the LCG is said to have a fixed point (this
implies that there exists i such that xi+1 = xi ) when
(1− a)−1 mod m exists. When this occurs the maximum
period of the sequence is m − 1, if the fixed point is not
used as an initial condition. The maximum period occurs
when the following conditions are satisfied.

1) b and m are relatively prime.

2) (a− 1) is divisible by every prime factor of m.

3) (a− 1) is divisible by 4 if 4 divides m.

Shamir and Hastad [6] have argued that LCG is an
insecure method. It is possible to recover the seed x0 if at
least 1/3 of the leading bits of three consecutive numbers
in the sequence are known.

4.2 Coupled Linear Congruential Gener-
ator

Coupled or Comparative LCG (CLCG) [7] is defined as
follows:

xi+1 = axi + b mod m

yi+1 = cyi + d mod m

zi+1 =
{

1, if xi+1 > yi+1;
0, otherwise.

Example 4.1 Let a = 5, b = 5, c = 3, d = 2, and m = 8.
Both sequences, xi and yi have a period of 8 and are hence
full period. If the initial condition (or the seed) is (x0, y0)
= (3, 6), then the sequences are,

{xi} = (4, 1, 2, 7, 0, 5, 6, 3)
{yi} = (4, 6, 4, 6, 4, 6, 4, 6).

The bit sequence zi therefore is

{zi} = (0, 0, 0, 1, 0, 0, 1, 0).

Assume that a, b, c, d, m are known and the seed (x0,
y0) is secret. Let us analyze the way of guessing the initial
condition or seed (x0, y0) of coupled LCGs given the bit

sequence zi. The numbers (xi, yi) are taken to be positive
integers between 0 and (m − 1) for the computation of
zi+1. This makes the computation of xi+1 and yi+1, from
zi+1 very difficult. It is easy to see that the kth output
of an LCG xi+1 = axi + b mod m, is given as:

xk = akx0 + b

k−1∑

i=0

ai mod m.

This implies that if the kth output of the coupled LCGs
is zk, then the following inequality holds based on whether
zk is 1 or 0.

akx0 + b

k−1∑

i=0

ai mod m > ckxo + d

k−1∑

i=0

ci mod m

if zk = 1

akx0 + b

k−1∑

i=0

ai mod m ≤ ckxo + d

k−1∑

i=0

ci mod m

if zk = 0. (3)

The number of inequalities that can be set as above
can be the maximum number of bits that are known from
the zk. For example if u bits of the output zk are known,
then only u number of inequalities can be set up as Ek,
1 ≤ k ≤ u, where Ek is an inequality of the form described
above.

4.3 Advantage of the CLCG problem

Solving of the CLCG problem is difficult since it requires
solving inequalities of the form specified by Equation (3).
If the inequalities are converted into equalities then lat-
tice like methods can be used to obtain the solutions. The
main difficulty in solving with inequalities is the fact that
there is no ordering over integers modulo m. This is be-
cause x mod m can be both less than and greater than
another integer y. The reason for this is the fact that y
and y −m are congruent.

Another difficulty with an inequality of the form given
in Equation (3) is the fact that it cannot be manipulated.
This implies that this inequality cannot be converted to
the following form:

ax + b− cy − d mod m > 0 mod m.

Even if is converted it would lead to incorrect solu-
tions for (x, y). Also lattice methods for solving modular
equalities lead to exponential complexity with respect to
the size of the problem (log m is the input size).

In the following section, we demonstrate how the
CLCG system can be extended to enhance the security
of the elliptic curve cryptosystem further.
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5 ECC and CLCG

To do operations with EC points in order to encrypt and
decrypt the points are to be generated first. The algo-
rithm ‘genPoints’ describes the process of generating the
points for the given parameters ‘a’, ‘b’, and ‘p’. Also the
algorithm ‘ECC’ describes the process of encryption and
decryption on EC field. Here, the nonce in the elliptic
curve cryptosystem is generated using a CLCG.

Algorithm 1 Algorithm genPoints (a, b, p)
1: {
2: x = 0;
3: While(x < p)
4: y2 = (x3 + ax + b) mod p;
5: if (y2 is a perfect square in GF (p))
6: output(x, sqrt(y)) (x, −sqrt(y));
7: x = x + 1;
8: }

Algorithm 2 Algorithm ECC
1: {
2: //Key Distribution
3: //Let UA and UB be legitimate users
4: UA = {PA, nA} //Key pair for UA

5: UB = {PB , nB} //Key pair for UB

6: //Send the Public key of UB to UA

7: Send(PB , UA);
8: //Send the Public key of UA to UB

9: Send (PA, UB);
10:

11: //Encryption at A
12: Pm1 = aPm

13: //a: Ascii value of text
14: //Pm: random point on EC
15: PB = nB ×G
16: //G is the base point of EC
17: //nB is the private key
18: CipherText={kG, Pm1 + k × PB}
19: //k is nonce generated by CLCG
20:

21: //Decryption at B
22: Let kG be the first point and Pm1 + k×PB be the

second point
23: nBkG = nB× first point;
24: Calculate Pm1 = Pm1 + kPB − nBkG;
25: Calculate the Pm value from Pm1 using discrete

logarithm
26: }

6 Implementation of The Pro-
posed Algorithm

For demonstration purposes typical Elliptic Curve is rep-
resented by:

y2 mod 37 = x3 + x + 1 mod 37,

where a = 1, b = 1 and p = 37. The generated points on
the curve can be found as shown in Table 2.

Table 2: Set of sample points on EC

(0, 1) (0, 36) (21, 25) (21, 12)
(1, 15) (1, 22) (24, 14) (24, 23)
(2, 14) (2, 23) (25, 0) (25, 0)
(6, 36) (6, 1) (26, 18) (26, 19)
(6, 36) (6, 1) (26, 18) (26, 19)
(8, 15) (8, 22) (27, 8) (27, 29)
(9, 31) (9, 6) (28, 15) (28, 22)
(10, 7) (10, 30) (29, 31) (29, 6)
(11, 14) (11, 23) (30, 24) (30, 13)
(13, 18) (13, 19) (31, 36) (31, 1)
(14, 24) (14, 13) (33, 9) (33, 28)
(17, 11) (17, 26) (35, 18) (35, 19)
(19, 16) (19, 21) (36, 6) (36, 31)

The base point G is selected as (0, 1). Base point
implies that it has the smallest (x, y) co-ordinates which
satisfy the EC. Pm is another affine point, which is picked
out of a series of affine points evaluated for the given EC.
We could have retained G itself for Pm. However for
the purpose of individual identity, we choose Pm to be
different from G. Let Pm = (1, 15). Varying values of
Pm can be chosen as part of an exercise to work with
ECC process on the given EC.

In the ECC method, we generate a nonce, i.e a random
integer k (k < p), which needs to be kept secret. Then
kG is evaluated, by a series of additions and doublings, as
discussed above. Let us call the source as A and destina-
tion as B. Let the private key of the host B be nB . The
values of k and nB are generated by random a number
generator that is CLCG to give credibility.

Let a = 5, b = 4, c = 3, d = 1, and m = 8. Both
sequences, xi and yi have a period of 8 and are hence full
period. If the initial condition (or the seed) is (x0, y0) =
(1, 0), then the sequences are:

{xi} = (1, 1, 1, 1, 1, 1, 1, 1)
{yi} = (1, 4, 5, 0, 1, 4, 5, 0).

The bit sequence zi therefore is

{zi} = (0, 0, 0, 1, 0, 0, 0, 1).

The decimal equivalent values are nB = 17. Similarly the
value k is generated as k = 13. The public key of user B
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is evaluated by

PB = nBG.

Suppose A wants to encrypt and transmit a character
to B, it does the following. Assume that host A wants to
transmit the character ‘]’. Then the ASCII value of the
character ‘]’ is 35. Therefore,

PB = nBG = 17(0, 1) = (21, 12)
Pm1 = 35(1, 15) = (2, 14).

The computed coordinate (Pm1) should fit into the EC.
This conversion is done for two reasons. First the ASCII
key representation of the text message is mapped into a
(x, y) co-ordinate of the EC. Second it will be completely
hidden from the hacker. These steps are introduced to
add some level of complexity even before the message is
encrypted according to ECC.

Next the generated random number using CLCG k and
the public key PB are multiplied, which is carried out a
series of doubling and additions, depending on the value of
k. Efficient procedure can be adapted for optimal number
of doublings and additions.

kPB = 13(21, 12) = (21, 12)
Pm1 + kPB = (2, 14) + (21, 12) = (30, 24)

kG = 13(0, 1) = (0, 1).

The encrypted message is derived by adding Pm1 with
kPB , that is, Pm1 + kPB . This yields a set of (x2, y2)
coordinates. Then kG is included as the first element (x1,
y1) of the encrypted version. Hence the entire encrypted
version for purposes of storing or transmission consists of
two sets of coordinates as follows:

Cm = (kG, pm1 + kPb)
kG = x1, y1

pm1 + kPB = x2, y2.

Encrypted version of the message is: (0, 1), (30, 24),
where x1 = 0, y1 = 1, x2 = 30, y2 = 24. Thus the
modified plaintext has been encrypted by application of
the ECC method. The selection of random i.e. the secret
number dictates the complexity of encryption algorithm
for breaking. We have introduced a novel random number
selection process based on CLCG, which is not a part of
any of the existing work on ECC.

Recall that kG is represented by (x1, y1) and Pm1+
kPB is represented by (x2, y2). In order to pull out Pm1

from Pm1 + kPB , B applies his/her secret key nB and
multiplies kG so that, nBkG = kPB . Subtract this from
Pm1+kPB , to get Pm1 that is, Pm1 = Pm1+kPB−nBkG.

nBkG = 17(0, 1) = (21, 12)
pm1 = (30, 24)− (21, 12) = (2, 14).

This subtraction is nothing but another ECC proce-
dure involving doubling and addition with difference hav-
ing its y co-ordinate preceded by a minus sign. Hence

the determination of the new values of xR, yR follows the
same procedure. This will yield Pm1. Now apply discrete
logarithm concept to get the ASCII value of “]”.

] (1, 15) = (2, 14). Since the ASCII value of ] is 35,
we retrieve the character ‘]’.

7 Image Encryption

In the previous sections we have demonstrated the gen-
eration of EC points, encryption of a character and de-
cryption of the same with an aid of simple example. We
selected a random which is lesser than a small prime num-
ber. Now, the ECC based text encryption is extended to
an image encryption in spatial domain. Here we apply
the encryption algorithm in the pixel values of an image
directly. NIST standard has listed a collection of rec-
ommended elliptic curves, with the private key lengths
and underlying fields. It specifies how to represent field
elements and provides for random generated curves and
selected curves.

The website www.secg.org provides the complete prop-
erties of the recommended Elliptic Curve domain param-
eters over Fp. We have used the parameter as specified
in secp256r1 in the standard. Here pseudo random curve
256-bit Elliptic Curve over Fp is chosen for image encryp-
tion.

The various EC parameters are p, a, b, S, gx, gy, and
n which are implemented as Big Integer since they are all
256 bits wide and are detailed as follows:

p: prime number

a, b: Elliptic Curve parameters

S: Seed used to generate the parameter

gx, gy: Coordinates of the base points

n: the order of base point

The software implementation of the elliptic curve cryp-
tosystem is done using Java. Figure 1 shows the result of
encryption and decryption for the image by using ECC
technique with the parameters specified in secp256r1 and
are tabulated in Table 3 as Bird2.jpg.

(a) Image before encryp-
tion

(b) Image after decryp-
tion

Figure 1: Bird2.jpg

The Table 3 illustrates the original image size and ex-
ecution time i.e., both encryption time and decryption
time taken for various image files using ECC in addition
to the example shown in Figure 1.
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Table 3: Encryption and decryption time of various im-
ages

Image File Image Size (ro- Enc. Time Dec. Time
name ws cols, colors) (ms) (ms)

Building1.jpg 779×118×3 7078 4125

Building2.jpg 132×93×3 7078 4156

Bird1.jpg 274×373×3 38750 22656

Bird2.jpg 390×545×3 64171 37907

Figure 2: The graphical representation of encryption and
decryption time (millisecond) vs. the data size (bytes)

Figure 2 illustrates the actual encryption and decryp-
tion time of various images. X-axis shows the size of
the image in bytes and Y-axis shows the time taken in
milliseconds. The decryption time is lesser than the en-
cryption time due to the high computational complexity
involved in the encryption process.

8 Security Analysis

Recent computing power is capable breaking encryption
schemes in a real time if the system is not designed to look
into these issues. Hence a good encryption scheme should
keep away from the possible attacks. The attacks are
varying in nature such as statistical attack, brute force at-
tack and so on. Hence analysis of encryption schemes such
as statistical analysis, key space analysis ensures right de-
velopment of the security system.

8.1 Key Space Analysis

The key space that is being used for encryption must be
large enough to prevent the brute force attackers to in-
trude. For the proposed encryption algorithm, key space
analysis is carried out as follows.

• Key Space
In our example we have generated the keys as per
specification given in secp256r1. It has 2256 differ-
ent combinations of secret key. Hence for this image

encryption this large key space (using 256 bits) is
sufficient which is immune to all kinds of brute force
attacks.

• Key Sensitivity Test
Even a change in a single bit of key will make a com-
pletely different encrypted text/image for the intrud-
ers to guess the key. This makes the encryption pro-
cedure sensitive enough to the secret key.

8.2 Statistical Analysis

Statistical analysis generally depends on the measure of
the randomness of the cipher media. Also it works on
the relative frequency of the occurred cipher text. Since
we have used a novel random number generator based on
CLCG the strength of the proposed encrypted system is
high compared to the existing methods.

9 Discussions & Conclusion

In this paper, a Nonce based Elliptic Curve Cryptosystem
is proposed. The encryption and decryption of the text
with simple example is demonstrated. Also the work is
extended to the image applications. For the text applica-
tions, each character in the message is represented by its
ASCII value. Each of these ASCII value is transformed
into an affine point on the EC, by using a starting point
called Pm. Transformation of the plaintext ASCII value
by using an affine point and introducing the modified ran-
dom number generator are the contributions of our work.
The purpose of this transformation is twofold. The ASCII
value representation of the character is converted into a
set of co-ordinates to fit the EC. This introduces non-
linearity in the character thereby completely disguising
its identity. This converted character of the message is
encrypted by the ECC technique. The decryption of the
encrypted message is itself quite a difficult task, unless
the knowledge about the private key ‘nB ’, the secret in-
teger ‘k’ and the affine point Pm1 is known. It is shown
that CLCGs are good candidates for nonce generation in
the elliptic curve cryptosystem in terms of both security
and computational efficiency thereby the drawbacks of the
single LCG are removed. Therefore, the task of breaking
CLCGs is computationally infeasible for very large value
of ‘m’.

Hence Elliptic curve based cryptosystem exhibits its
power and is suitable for the next generation public key
cryptosystem. The literature elucidates the fact that
ECC offers same level of security for a smaller key size
compared to RSA, thereby reducing processing overhead.
ECC based cryptosystem offers benefits such as higher
strength per bit leading to faster computation, reduced
power consumption and less storage requirements. These
features enable the implementation of security system in
smart cards, mobile phone and any other tiny devices.

From Table 3, it can be observed that the encryp-
tion and decryption time realization is high, in real time
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applications such as multimedia data. Hence strategies
must be adopted to lower the execution time or paral-
lel/distributed computing environment can be used to en-
hance the computing power.
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