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Abstract

This paper analyzes application of Selective Encryption
with Automatic Variable Key (AVK) for text based doc-
uments in Koyama Public Key Cryptosystem (PKC). In
this paper, a new robust and simple PKC based singular
cubic curve cryptosystem over the ring Zn, using selec-
tive encryption with Automatic Variable Key (AVK), is
proposed. In the proposed algorithm, selected parts of
text document are encrypted/decrypted using any pub-
lic key cryptosystem e.g. RSA algorithm based singular
cubic curve with AVK approach. The key is configured
every time as Automatic Variable Key. Rest of the plain
text after selection is either left as it is and can be en-
crypted/decrypted using a simple DES (Data Encryption
Standard) approach. The balance of computational over-
head is projected through the technique of selective en-
cryption with AVK, which increases the speed of encryp-
tion/decryption and level of security as well. This paper
illustrates how the selective encryption with AVK method
increases security, robustness and speed of encryption in
Koyama scheme. The enhanced algorithm suitably pro-
vides for authorization, authentication and confidential-
ity. The result obtained indicates increase in speed using
selective encryption over the conventional technique. It
can be established that the selective encryption has an
edge over the existing techniques as far as time complex-
ity is concerned.

Keywords: Automatic variable key (AVK), Koyama pub-

lic key cryptosystem (PKC), public key cryptosystem
(PKC), selective encryption, singular cubic curve

1 Introduction
Singular cubic curve [15, 21] is a mathematical derivation

that can be applied to a cryptosystem for generation and
utilization of key. This technique was first time used to

construct for public key cryptosystem by Koyama [15].
He considered singular cubic curve over the finite field Fp
and the ring Zn. Here n is the product of two distinct
odd primes greater than 3.
A congruence equation of the form:
y? + azy = 2 + bz? mod p, (1)
where a, b € Z, may produce a number of solution. The
set of all solutions (z,y) € F,F, to Equation (1), is called
the solution space of the given singular cubic curve. This
paper uses faster RSA-type schemes based on curve,

y* + azxy = 2°(modn),

and uses the concept of isomorphic mapping [15] that
can be applied to a cryptosystem. By use of isomor-
phic mapping, x and y coordinate of a 2logn bit long
plain text/cipher text are transferred to a log n bit long
shadow plain text/cipher text.

Interesting results are the outcome of this research
such as decryption speed of this scheme is about 2.0
times faster than that of the RSA scheme for a k-bit long
message if Lloknj is even, but encryption speed becomes
slower than that of RSA. For increasing the speed of en-
cryption, Selective Encryption [3] technique can be used
(Figure 1). Selective encryption is a technique which uses
subset of bit stream rather than entire bit stream. It pro-
vides a number of advantages in communication process.
In the selective encryption, only a random (r) of whole
message/plain text is encrypted. Its advantages are:

e It reduces processing time and time complexity
(thereby increases speed of encryption).

e It provides a comprehensive system functionality to
be applicable in high level security application do-
main.
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Figure 1: Selective RSA based singular cubic curve

Let the selected text R = [r;], where i = bit posi-
tion row wise, j = bit position column wise. Here i =
1,2,...,nand j = 1,2,...,m with ¢ and j >= 1, where
n and m is linked with the block size and key size re-
spectively (n # m). The number of blocks that can be
obtained from [r;;], will depend on the family of encryp-
tion algorithm. The encryption technique may prevent
a key size going beyond a threshold value and such con-
ditional implication can be obtained by right choice of
m. If m = |[r;;]|, then it is one time pad in effect. Rest
of the text = M — [r;;] is the remaining text after se-
lection. Message M can be presented in matrix format
M = [m;j;]. R = [ri;] is a matrix, so M — [r;;] is a valid
matrix. Therefore, matrix manipulation can be applied
for any cryptographic exploitation.

Selective encryption may not be effective when selected
subset is small [5]. If the selected part is less than the
block size, then it gives ample chance to attacks due to
brute force and cryptanalysis. AVK methodology, where
secret data will vary from session to session is likely to
provide required robustness by design. Challenge of any
cryptosystem is to make the key unbreakable whereas at-
tacker tries to break the key either by brute force attack
or by differential/linear cryptanalysis. Vernum proposed
that the key would be impossible to break if the key is
made time variant [5]. The time variant key can be im-
plemented by changing key from session to session which
can increase time and space complexity to a considerable
extent. Data Encryption Standard (DES) [13] is a well
known symmetric cipher having a fixed block size and
matching key size. The family of algorithm is well known
and therefore, the attacker is having an edge while dealing
with a well known cryptosystem. DES is chosen here as an
vehicle of AVK to prove the robustness of the algorithm
with any standard cipher technology. DES has been used
in proposed algorithm for non-selected parts of message
M through 56 bit key normal encryption/decryption pro-
cess of DES. The proposed AVK technique is illustrated
by considering the basic design elements in the Table-1
below for a single session between sender and receiver.
The key is made variable with data; every time data is
exchanged between the two, a new key is generated. The
new key is used subsequently for further sessions of com-
munication.

Though 56 bit key DES has been cracked by brute force
attack, proving itself insecure in normal circumstances, in
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the proposed algorithm with AVK, the 56 bit key DES is
able to provide ample robustness as key is data dependent
making it robust as per Vernum principle [6]. The security
of the proposed system will not be compromised under
any circumstances while using DES with AVK.

Let, ky = Initial secret data, of the same bit size as the
size of the key.

k; = k;—1 & D;foralli > 0

Where, D; = Data exchanged in session.

The security models differ according to the applica-
tion domain. The network security model [20] is a seven
layer model that divides the job of security of network
infrastructure into seven discrete layers. The model hap-
pens to be generic one and can be applied to all secu-
rity implementation and devices. The model tackles the
different types of attacks over networked communication
and provides short term and long term mitigation tech-
niques. The other security models, like Adobe AIR Se-
curity model [14], security model of Visual Studio.NET
2003 [23] are more or less customization of this model.

The security model chosen here is Bell-La Pandula [2].
The star Property of the model gets satisfied (Table 1)
while the other properties like simple property and tran-
quility property are satisfactorily achieved in Koyama
Scheme using RSA. Other security models [14, 23] are
application specific and therefore, are not chosen here for
modeling the proposed algorithm.

2 Related Work

Koyama [15] has constructed three different Public Key
Cryptosystem (PKC) [7, 8, 11, 17, 19, 22] analogous to
RSA which are based on singular cubic curve. In these
schemes, two plain texts (my, m,) are used to form a point
M = (mg, my) located on the singular cubic curve over
Zy, and the cipher text is a point C' = e® M located on the
same curve. Based on this basic construction of the cryp-
tosystem, following three RSA type schemes using singu-
lar cubic curve over Z,, were proposed by Koyama [15].

2.1 Public Key Cryptosystem Scheme I

This cryptosystem is based on the singular cubic
curve [18] of the form,

Cn(0,0) : y* = 2 + ba*(modn)

where n = pq is the product of two distinct large odd
primes greater than 3. The encryption key e is chosen
such that (e, N) = 1 where N =lem (p—1,p+1,q —
1,q+ 1). The decryption key d is chosen such that ed =
1 mod N. The public key is the pair (n, e) and the private
key is d,p and q. To encrypt a plain text pair M =

(mf—m3)
(M, my) the sender first computes b = —%>—*>(modn)
and then the cipher text is computed as C' = (cz,¢y) =
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Table 1: Elucidation of application of simple AVK in cryptology, source [3]

166

Session | Sender sends Receiver recovers | Receiver sends | Sender receives | Remarks
his/her private key his/her private key
private key from sender private key from receiver
to receiver to sender
Secret key 101 A secret key 111 For next slot sender
say 5 (101) say 7 (111) will use 111 as key

and receiver 101 as key
for transmitting data

Sender sends
first (random 3)
data 011 @ 111
=100

Receiver gets
original data
011 @ 111
@111 =011

Receiver sends
first (random
data 9) as 1001
40101 = 1100

Sender gets
back original
data as 10016
0101 @ 0101

= 1001

Sender will create
new key 0111 @ 1001
For next slot receiver
will create new key
101 ¢ 011

Sender sends
new data 4 (100)

Receiver recovers
original data as

Receiver sends
next data 8

Sender receives
original data

Sender computes new
key 011 & 100

as 0100 & 0111 0100 ® 0111 (1000) 10006» 1000 @ 0101 Receiver computes key
®1001 ©1001 @ 0111 0101 @ 0011 @®0011 @ 0101 1001 @ 1000 for
@1001 = 0100 @0011 = 1000 transmitting next data
e® M on the singular cubic curve C},(0,b). The complete Filo splifting Key Generation $| Encryption |:>
cipher text (C,b). It is obtained by computation and used

by the sender. The receiver, who knows the decryption
key d, can get the plain text (mgs, m,) by computing
d(cg, ¢y) = (my, my) over the singular cubic curve C,, (0,
b)as in the case of any other cryptosystem.

2.2 Public Key Cryptosystem Scheme II

This cryptosystem is based on the singular cubic curve of
the form,

Cn(a,0) : y* + axy = 23 (modn)

where n = pq is the product of two distinct large odd
primes greater than 3. The encryption key e is chosen
such that (e,N)=1 where N = lem(p — 1, ¢ — 1). The
decryption key d is chosen such that ed = 1 mod N. The
public key is the pair (n, e) and the private key is d, p
and ¢. To encrypt a plain text pair M = (m,,m,) the

3 2

%(modn) and then the
cipher text is computed as C' = e M on the singular cubic
curve Cy,(a, 0). The complete cipher text is (C, a). The
receiver, who knows the decryption key d, can get back the
plain text (mg, my) by computing d(cz, ¢,)=( my, my)
over the singular cubic curve Cy,(a, 0). The computational
method differs from the earlier one is a significant way.

sender first computes a =

2.3 Public Key Cryptosystem Scheme III

This cryptosystem is based on the singular cubic curve of
the form,

Cula, B) : (y — ax)(y — Br) = 2°(modn)

File Merging

I:d Automatic Variable Key m

Figure 2: Basic operation flow of selective encryp-
tion/decryption using AVK

where n = pq is the product of two distinct large odd
primes greater than 3 [16]. The encryption key e is
chosen such that (e, N) = 1 where N = lem(p — 1,
q — 1). The decryption key d is chosen such that ed =
1 mod N. The public key is the pair (n, e) and the pri-
vate key is d, p and ¢q. To encrypt a plain text pair
M = (mg, my) the sender first choose a randomly and
3 2

computes ﬁ:%(mod@. The cipher text
is computed as C = e M on the singular cubic curve C,
(o, B). The complete cipher text is obtained as (C, «, ().
The receiver knows the decryption key d can get the plain
text back (mg, my) by computing d(c;, ¢,)=(my, my)
over the singular cubic curve Cy,(«, 3).

However, all three schemes are equivalent to each other
in term of robustness, speed and complexity [10].

3 Proposed Scheme of Public Key
Cryptosystem

The proposed scheme is based on Selective Encryp-
tion with time variant key (AVK). To construct such
a scheme, random part of plain text is chosen for en-
cryption/decryption; then applying AVK in this selective
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Selective encryption
using singular cubic
g curve RSA

AVK Applying
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e Apply DES Encryption
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R
Data is seen - Sel'ected < . Apply_AVK )
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using singular cubic curve
RSA
M-R | Apply DES decryption

Figure 3: Block diagram of implementation of proposed
PKC

text the desired result is achieved. The key has been
automated by design, to get changed in every session.
The scheme proposed is a generalization of the Koyama
scheme. The paper contributes towards the robustness by
applying Automated Time Variant key [3]. The basic op-
erations used in the proposed PKC are of file spiliting, key
generation from a randomly chosen seed value, encryp-
tion of the selected part by the key generated, transform
to a new key using AVK, encrypted communication using
AVK, decrypted at receiver’s end and merging of the file
part. The proposed PKC can be implemented by taking
into consideration the algorithmic requirement through
programming. The following block diagram presents an
overview of the method of implementation (Figure 3).

3.1 Proposed Generalization of Koyama
Scheme-II Using AVK with Applica-
tion of Selective Encryption

The algorithm demands the implementation of the steps
of key generation, encryption and decryption. The steps
can be elaborated as follows:

Select a part [r;;] from M.

Step 1: Key Generation.

1) Select large prime number p, ¢
2) n=pxgq.

3) N=lem(p—1,9—1).

4) Select integer e.

If (gcd(e, N) == 1) where, 1 < e < N then generate
public key n, e.

Calculate: d, and d,. Using,
dp, =e¢ ' mod (p— 1)
d, = et mod (¢ — 1).
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The secret key (p, q, dp, dg) is generated.

Key generation process allows the sender and receiver
to use the key for further communication.

Step 2: Encryption. Plain text (m;, m,) and public

key (e, n).
3
c = (m—;)6 mod n
y
3 2
mi —m
a = z %) mod n.
MMMy

Sender sends (¢, a) to the receiver.

Step 3: Decryption. The shadow cipher text (¢, a)
with secret key (p, ¢, dp, dg) is received by receiver.

Cp, = cmodp
is known. Therefore,
m, = cgp mod p
can be calculated. Again,
C;, = cmodg
is known, therefore
mg = cgq mod ¢

can be calculated.

Receiver computes, (mzp,

ing,

my,) and (mg,, my,) us-
a mod p
a mod q.

Using isomorphic mapping, following can be obtained

2

am
p'tp
= ———mod
My, (mp—l)Qm P
3
am
p''pP
m, = —————— mod
Yp (my, —1)3 p
2
asm,
q''"q
m, = —————— mod
“a (mq_1)2 1
3
a:m
My, = ¢ 1 mod q.

* o (mg—1)°
Finally we obtain,

(ma:p’myp) € Cp(am 0)
(M, , My, ) € Cplap,0)

ap = a mod p

aq = a mod q.

By application of Chinese Remainder Theorem [12]
on following equations:

(Mmg,,my,) €

Cyp(ay,0)

(mg,,my,) € Cylag,0).



International Journal of Network Security, Vol.14, No.3, PP. 164-172, May 2012

We get, (mg, my) € (a, 0).

Encryption has been applied on selected part of the
text message M only and therefore named as selec-
tive encryption technique. Decryption has been ap-
plied on selected part using the similar algorithm by
the receiver. Finally, the full text document can be
constructed by merging the decrypted selected part
of M, namely [r;;] with the remaining part of the
message M. Thus

[rig] + (M — [riz]) = M

can be obtained.

4 Experimental Set up of Pro-
posed Algorithm

Experimental setup consists of a desktop Pentium IV 3.20
GHz CPU. Performance data is collected or stored on
such node. In the proposed methodology, the RSA based
singular cubic curve has been applied on selected part of
M and DES [13] is applied on that rest of M. The total
file size has been restricted between 256 bits to 2048 bits.
Selected part of the file can be any of 64, 128, 256 bits
for text data, where [r;;] consists of a single row only
(or ¢ = 1 in this case). The block size of selected parts
is being fixed in order to match the standard key size or
any multiple of it of the DES algorithm. The modification
of the algorithm required in case of broken block, is thus
avoided in this experimental stage. Several parameters
for building performance matrices are collected for:

e Encryption
e CPU time

e CPU clock cycles and battery power usage related
data.

The encryption time is considered as the time period
that an encryption algorithm takes to produce a cipher
text from original plain text. RSA based singular cubic
curve encryption time has been added with DES based
singular cubic curve [11] encryption for analysis with
known number of bits; it indicates the speed of encryp-
tion. Encryption time is used to calculate the throughput
of an encryption algorithm. The throughput of an en-
cryption scheme is calculated as total plain text in bytes
encrypted divided by the encryption time.

Speed of encryption
= Plain text (in bytes)/Encryption time.

The CPU clock cycle is a standard measure. This met-
ric identifies the energy consumption of the CPU when
operation is performed in the encryption process. CPU
may consume some amount of energy per cycle indicative
of the overhead.

The following tasks have been accomplished as the part
of the experimental analysis:
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e A comparison is conducted between the results of
the selected plain text and whole plain text. Se-
lected part is encrypted/decrypted using singular cu-
bic curve and rest of the part is encrypted/decrypted
using DES algorithm.

e A study is performed on different size of text data.
Each algorithm is further tested for power consump-
tion.

5 Experimental Analysis

Result of the selective encryption for different file size
obtained is shown in Table 2. Following may be noted:

e Speed advantage is obtained for selective encryption,
in all the cases.

e The speed advantage increases with higher plain text
size of original message. It is due to having more
encryption free bytes in the plain text.

e The speed advantage increases with less byte selected
for encryption, for obvious reason. This result is a
natural outcome. It is significantly improved in these
cases compared to other conventional systems.

5.1 Analysis on Selective Encryption

The choice of R = [r;;] governs the outcome in a signif-
icant way. As R increases, the security level increases.
The ultimate security will be achieved when R = M or as
other words the whole text is selected under present en-
cryption scheme. Robustness dictates higher speed. Time
complexity may be comparable. As level of security de-
pends upon the choice of R, the choice of R varies from
message to message and from application to application.
Any message or application is having some keywords that
are chosen for selective encryption scheme and rest of the
data do not require same level of protection. In general,
any block of the plain text that contains a keyword is se-
lected for encryption. The distribution of the keywords
may be in whole of the message. Their frequency of oc-
currence in the message and in the blocks of the message
(blocks are fragmented parts of message made for encryp-
tion) will be the main selection criteria for building R.
Proposed algorithm can be applied for selected data. Se-
lected data can be encrypted using the proposed scheme.

Comparison over the speed of encryption is performed
between selective part R and whole part M with increase
of size of R (bits) in respect of time consumption. From
Table 2, it is clear that if we increase the size of R combin-
ing selected part of M, then speed of encryption decreases
to a certain extent.

The computational overhead has been checked for a
minimum without any compromise on robustness. DES
with AVK is robust yet having lesser computational over-
head. Even a 56 bit key DES is able to provide robustness
equivalent to Vernum Code. The file size considered are
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Table 2: Results of implementation of proposed algorithm
koyama based selective encryption

S.No. | File | Selected Time in Time in
Size Bits seconds for seconds
in selective required for
Bits encryption | full encryption
1. 256 64 .004
128 .004 .004
256 .004
2. 512 64 .004
128 .004 .005
256 .005
512 .005
3. 1024 64 .004
128 .005
256 .005 .005
512 .005
4. 2048 64 .005
128 .005
256 .005 .011
512 .006

different (Table 2) and not restricted as long as it satisfies
the properties of Koyama Schemes. The speed advantage
is obvious from the result presented in Section 7.

6 Simulation Results

The simulation designed had a set of choices. There are
cryptography testing tools, benchmark programs for ci-
pher suite like openSSL, SSL DiggerTM etc [1, 27] and
for analysis of security protocols like SSL Smart [25] etc.
A number of the existing tools provide for a fixed set of
cipher suites by initiation of SSL Socket connection with
one cipher suite at a time. The approach is riddled with
false positives and often does not provide a clear picture
about the efficiency of the protocol [25]. In view of the
above study, it was decided to go for the traditional sim-
ulation by programming in C language where the param-
eters of choice can be studied. The results obtained are
presented below graphically.

Simulation results are presented graphically in Figure 4
and Figure 5. In Figure 4 data of different text sizes (bits)
of R and M with respect to processing time (seconds) is
presented.

In Figure 5 selected data of different text sizes (bits)
of R and M with respect to processing time (seconds) is
presented. The validation of such simulation result may
be taken up during an elaborate study to claim results
with authenticity. Validation of simulation is out of scope
at present. Two possible approaches are suggested:

e Formal method validation approach.
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Size(bits) vs Time(sec)

Figure 4: Whole Plaintext, size (bits) of data vs. time
consumption (seconds) X-axis: Size of data (bits) Y-axis:
Time consumption (seconds)

Figure 5: Selected Plaintext, size (bits) of data vs. time
consumption (seconds) X-axis: Size of data (bits) Y-axis:
Time consumption (seconds).

e Validation of the results obtained by running the
same algorithm with different block size, key size and
aggregation of the result obtained may be compared
with individual data set based experiments [26].

7 Comparison between Koyama
Scheme and Proposed Scheme

Koyama scheme provides that the length of the transmit-
ted message is 2logn bits, where n is block size. Since
encryption scheme key e can be set as a small value and
decryption keys d, and d, are large enough such that
logd, ~ logp and logd, ~ logq. From Koyama scheme
we have calculated number of modular multiplication for
decryption [9, 24]. Let us assume that, logp =~ logq. By
application of Koyama scheme, we find that the decryp-
tion of each of the proposed schemes requires about 3 log p
modular multiplications.

The proposed algorithm makes use of selective encryp-
tion technique for n’ randomized bits. At the decryption
side 3logp is required for modular multiplication. The
results may be presented in Table 3.

In Table 3, n denotes Original block size; n’ denotes
Selected randomized block size; p denotes Decryption key.
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Table 3: Efficiency of decryption

Cryptosystems | Block | No. of Speed
size multiplication | ratio

Koyama 2logn | 3logp 2.0

New scheme 2logn’ | 3logp 2.0

Table 4: Analysis of whole block size n bits vs number of modulo multiplication

S. Cryptos- | Block size | p bits Block size No. of multi-

No. | ystem (n bits) (p=n/2) | (2logn) plication(3log p)

1. 256 128 4.816479931 | 6.321629909

2. Koyama | 512 256 5.418539922 | 7.224719896

3. 1024 512 6.02059913 | 8.127809987

4. 2048 1024 6.622659905 | 9.03089982
8 Conclusion and Future Work to
F Be Undertaken
15

A generalization of the Koyama scheme is achieved by us-
= o ing selective encryption with AVK methodology. Imple-
"

multiplication

Figure 6: Graphical analysis between whole block size n
bits and selected block size n’ using AVK concepts vs no.
of modulo multilplication

When whole block size (Table 4) is considered and
graph is drawn between block size n and number of mul-
tiplication, the graph increases linearly. When selected
block size n’ (Table 5) is taken and graph is drawn be-
tween selected block size n’ using AVK concept and num-
ber of multiplication, computational overhead is less in
selected part, it may be inferred that complexity of pro-
posed algorithm is less than earlier scheme of Koyama.

The comparison clearly shows that the proposed
scheme is providing better results in terms of robustness,
speed and complexity when compared with its existing
sibling algorithm. Though this algorithm is an enhance-
ment of Koyama scheme, the proposed scheme is able to
stand in its own merit to be applicable in an e-commerce
application domain.

mentation of the method/algorithm is evaluated by the
speed of encryption. The algorithm for the selection of
blocks out of all the blocks of the plain text is presented.
The selection of blocks is the prime factor of desired speed
of security performance. Comparison between selected
and whole part of the message using proposed technique
has been made to show the proof of concept and it is
found that time consumed is less in selective encryption
of blocks than whole text encryption. The observations
for comparisons are presented through graphs for analyt-
ical view. The security feature of generalized scheme is
analyzed to reveal very promising result taking limited
number of parameters. Considering exhaustive set of se-
curity parameters is out of the scope of this paper. How-
ever, it is intended to take up such study in future. The
future direction of research is likely to show some inter-
esting results as observed by employing limited number
of parameters in the present study. Comparisons are pre-
sented between Koyama and the proposed scheme using
graphical analysis in terms of time complexity. It is evi-
dent that time complexity of proposed scheme is less than
the Koyama scheme.

Further studies may be taken up on selective encryp-
tion in RSA based non singular cubic curve using AVK.
Multivariant rational function on Koyama scheme may
provide some interesting results. RSA based super singu-
lar cubic curve using selective encryption with AVK can
be formulated in order to complete the scheme of vari-
able security level required in different application do-
main of e-commerce and e-business where robustness is
of paramount importance.
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Table 5: Analysis of selected block size n’ using AVK bits vs number of modulo multiplication

S. Cryptos- | Block size | p bits Block size No. of multiplication | AVK

No. | ystem (n bits) (p=1n/2) | (2logn) (3logp)

1. Proposed | 64 32 3.612359948 | 4.515449935 21 x 4.515449935 = 16(approx)

2. scheme 128 64 4.214419939 | 5.418539922 16.418539922 = 21(approx)

3. 256 128 4.816479931 | 6.321629909 21 x 6.321629909 = 19 (approx)
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