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Abstract

Only identities of the server and the user are authenti-
cated in traditional smart cards based password authen-
tication schemes, but the platform does not be verified,
and which cannot provide enough protection on personal
information of the user. A mutual authentication scheme
based on smart cards and password is proposed under
trusted computing, in which hash functions are used to
authenticate identities, and remote attestation is used to
verify the platform. Analysis showed that our scheme can
resist most of the possible attacks, is secure and efficient,
and fulfills the designed security goals, such as secure ses-
sion key agreement, user identity anonymity, password
free changing, platform certification updating.

Keywords: Authentication, password, remote attestation,
smart card, trusted computing

1 Introduction

Smart card based password authentication method pro-
vides two-factor of user authentication mechanisms which
is based on smart card and password each. Since Lam-
port [5] introduced the first well-known password based
remote user authentication scheme using smart card,
there have been many smart card based password authen-
tication schemes proposed, some recent ones are [1, 6, 7,
8, 18, 19]. A typical smart card based password authenti-
cation scheme consists of three phases that is registration
phase, login phase and authentication phase. In registra-
tion phase, a user sends registration request information
to the server in secure channel, then the server issues and
replays to the user registration information generated by
user’s identity and the long time secure key of the server
himself; in login phase, the user inputs his smart card
into a terminal, then enters the identity and password
to getting login permissions, the terminal constructs lo-
gin request message using password and the information
in the smart card and sends it to the remote server; in

authentication phase, the server checks the legitimacy of
the login request using its long-time key and etc. to com-
plete the authentication of the user, and the server sends
its message back to the user, then the user checks the le-
gitimacy of the message using password and registration
information by the server to complete authentication of
the server. After mutual authentication, the user sends
his personal information to the server and accepts the
server’s service.

But the above typical scheme has some obvious de-
ficiencies with increasingly openness and more complex
network environment. Only the identities of the smart
card user and the server are authenticated when request
login in these schemes, and their platforms do not be
checked. So when the user platform are not security
enough, it may lead potential hazards on the server, while
the server platform is not security enough, the user infor-
mation can not be protected effectively, it may lead to the
disclosure of user information, etc. There are many differ-
ent kinds of malicious software in openness network envi-
ronment, such as Trojan Horse, Worms and etc. Once the
server fails to agree in a particular configuration of state
security, for example its operating system not installed
the latest patches, existed software security vulnerabili-
ties, software version expired, controlled with malicious
software, which will caused security hazards to users lo-
gin the server, and it may result in disclosure to logged
on users of personal information to request failed busi-
ness deal, property losses. So, it required to design a
new smart card based password authentication scheme to
meet the new objectives when users login to the sever re-
motely in the Internet environment. For this problem, [4]
provides a mutual authentication scheme between smart
card users and a trusted terminal platform. Using this
scheme, it can ensure the terminal platform of users is
trusted, but the problem when a smart card user and his
platform as a whole login to the server are still not be
resolved.

In this paper, we propose a new mutual authentica-
tion scheme using smart card and password under trusted
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computing, for the purpose to resolve the shortcoming
that the trusted attribution of the server platform not
been checked in traditional smart card based password
authentication schemes. And in our scheme, we pro-
vide mutual authentication of identity, verifying of the
server platform property, and secure session key agree-
ment, providing much security protection for smart card
users and the server, supporting user identity anonymity,
supporting user password free changing and server plat-
form trusted certificate updating. The analysis shows
that our scheme is secure and efficient, and can resist
common attacks to the scheme, such as Dos attack, pass-
word guessing attack, forgery attack, parallel attack and
platform impersonation attacks and so on, meets the de-
signed goals.

The remainder of the paper is organized as follows. In
Section 2, we introduce trusted computing and remote
attestation. In Section 3, give the security goals and se-
curity requirements. In Section 4, descript of a detailed
implementation of the scheme. In section 5, analyze se-
curity property and performance of the scheme. Finally,
in Section 6, we conclude the paper.

2 Background Knowledge

2.1 Trusted Computing and Remote At-
testation

Trusted computing (TC) technology came up with
Trusted Computing Group (TCG) [14], its technical spec-
ification is accepted by the academic and industry, and
becoming a research hotspot recently [9, 10, 11, 12]. The
core of TC is embedding a chip called Trusted Platform
Module (TPM) [15] into the platforms. As a relative inde-
pendent security co-processor, TPM can provide encryp-
tion function and protected storage; provide hardware as-
sistance for mechanism and security function. TPM is the
base for measuring and validating the trusted attribution
for the platform also.

TPM offers the possibility to attest the configuration
of the local platform to a remote verifier which is called
Remote Attestation (RA). In remote attestation the in-
tegrity of platform configuration is verified by the remote
verifier. There are a set of Platform Configuration Regis-
ters (PCRs) in TPM, in which the integrity measurement
values are stored. When powered on, the PCRs are ini-
tialized, the hardware and software modules of the plat-
form are measured, and the corresponding hash values
are stored in PCRs, the measurement event are created,
and the record is logged in the Stored Measurement Log
(SML) while measured. Both the PCRs and SML are
used to attest the platform’s security state to the remote
verifier. To ensure that the measurement value is true,
TPM uses its Attestation Identity Key (AIK) to sign the
measurement value.

In remote attestation, the computing platform re-
sponses the request of the remote verifier, collects the
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event log, PCRs of platform, and signature on them by
using AIK private key, and then sends these message to
the remote verifier; the remote verifier validates the sub-
mitted information, and then checks the computing plat-
form identity and reported information, judges whether
the platform is trusted. The more detailed process is the
authenticating party sends attestation request to comput-
ing the platform, the replied messages of the computing
platform includes the current measurement list and PCRs,
then TPM in the computing platform signs it; the authen-
ticating party recalculate PCRs using the measurement
list, and verifies the consistent of the result set value with
the signature of the reference value; the authenticating
party compares the measurement list with the existing
data, and verifies the computing platform identity and its
integrity.

3 Security Requirements and Def-
initions
3.1 Security Requirements

In this section, we define the security goals a smart
card based and password authentication scheme should
achieve. In addition, we shall also introduce all of the at-
tacks that a smart card based and password authentica-
tion scheme should withstand. Following with [2] and [17],
we resort them under trusted computing as follows.

G1: The scheme should provide mutual identity authen-
tication.

G2: The password cannot be revealed by the adminis-
trator of the server.

G3: A session key is established during the password
authentication process to provide confidentiality of
communication.

G4: The password can be chosen and changed freely by
the user.

Gb5: The user can login the server anonymously.
G6: The platform of the server can be verified.

G7: The integrity certificate of the server can be updated
correctly.

A smart card based and password authentication
scheme should with stand all of the attacks bellow un-
der trusted computing.

S1: Denial of Service Attacks

S2: Replay Attacks

S3: Password Guessing Attacks
S4: Parallel Session Attacks

S5: Forgery Attacks



International Journal of Network Security, Vol.14, No.3, PP. 156-163, May 2012

Table 1: Symbol notations

Symbol Notations

S the server

U the user

ID the identity of a user

PW the password of U

h() a one-way hash function

Ex() Encryption of a message by K
&) XOR operation

T time stamps

ALK prin public AIK of the platform

ATK pup public AIK of the platform
Certark ATK certification of the platform
Sig{X}arx | AIK signature

Log(X) security measurement log extraction

S6: Inner Attacks
S7: Stolen-verifier Attacks

S8: Platform Impersonation Attacks

3.2 Definitions

The symbol notations of our scheme are as shown in Ta-
ble 1.

4 Trusted Mutual Authentication
Scheme under Trusted Comput-
ing

We have implemented our scheme along with the proto-
type depicted in Figure 1. In this prototype, the client,
the server (with a TPM chip), and the management server
connected each other via the wired Internet. The smart
card user registers at the server firstly, and then chooses a
right client to login and sends access request messages to
the server. After received the messages, then the server
will complete mutual authentication with the user. The
management server provides service of updating to the
server platform certification and permits the user to in-
quiring from.

The process above includes three phases: register
phase, login and authentication phase, and update phase.
From [4], we suppose that the platform of the user is
trusted, and it needs not to verify the integrity of the
client platform in our scheme.

4.1 Registration Phase

Firstly, the user needs to become a legal registered user
of the server. The registration process includes two steps:
the user registration requirement information sending to
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Figure 1: Prototype of the proposed scheme

the server and the issued information sending back from
the server to the user. Detailed steps are as follows.

1) When a user U sends his register requirement mes-
sages to the server S, U arbitrarily chooses a unique
identity ID and password PW, then calculates
h(PW) and sends ID, h(PW) to S.

2) After received registration requirement messages
from U, the server S calculates PID = h(z,ID),
I =h(Certarx), B = PID ® h(PW) @ I, where x
is a secret number which is selected by S randomly,
and is greater than 100 bits for security considera-
tions. Certari is the platform AIK certification of
S. And S generates a large prime number p and
g € GF(p), chooses a random number Ny, and then
issues PID, B, I, Ny, p, g to U as his registration
information by a secure channel.

4.2 Login and Authentication Phase

When a user U sends a login request to the server .S using
by his smart card issued by the server on a remote client,
S performs the following steps as depicted in Figure 2.

1) The user U inserts his smart card into a client and
enters /D and PW the smart card and the client cal-
culate h(PW) and check whether ID and PW are
valid. While ID and PW are all right, the client cal-
culates C' = h(B @ h(PW) & Ny & T1), where T is
the time-stamp. U generates a secret number a, cal-
culates Ky = ¢* mod p, Hy = h(PID,C, KU, Ty),
and sends message PID, C, KU, Ty, HU to S.

2) Upon receiving the message from U, S checks the
time stamp T4, checks if T) — T'1 < AT, where T}’
is the current time stamp of S, AT is the legal time
interval for transmission delay. If it is right, S cal-
culates H{, = h(PID,C,Ky,T + 1), and checks if
H{; = Hy for judging the message integrity by U. If
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2. PID, C, Ky, Ty, Hy
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Figure 2: Login and authentication phase

they are equal, then S verifies the identity of U, it
is to verify whether PID and C' are all correct. S
calculates C" = h(PID @& Ny ® I & T;) and checks if
C’ equals to C, while they are equal, S knows U as
the legitimate user of the system.

S calculates D; h(PID & Ngy @ I & Ty) @ Ny,
Dy = h(D1®T3), where Ty is a time stamp generated
by S. And S generates a secret number b, calculates
Ks = ¢’ mod p, Kys = (Ky)” = (9*)” mod p by
the secret key received from U. Then S loads AIK
private key AIK,,;, from its TPM, calculates in-
tegrity value PCRs of the server platform as PCRg =
SHA1(PCRy||...||PCRy), signs it with AT K., as
Q = Sig{PCRs, h(Ks, Nl)}AIK, where N1 is a ran-
dom number chose by S, loads security measurement
log as L = log(SML). Then S calculates HS = h(D;,
Dy, KS, Q, L, Certari, N1, Tz) and sends message
Dl, DQ, KS, Q, L, Ce?"tA]K, Nl, TQ, HS to U.

When receiving message, U firstly calculates T5 —
T2 < AT and checks the correctness of time stamp
T, where T} is the current time stamp of the user
client. If it is right, U calculates H = h(Dy, Do, K S,
Q, L, Certarx, N1, T), and checks if Hg equals to
HS. If not, U rejects. Otherwise, U calculates a
secret number Ny = D1 @ h(PID ©& Ny & I ® Ts)
by using message who received, and stores N; for
next login. Then U calculates D) = h(D; @ T3),
I' = h(Certark) and checks if Dy = Dy, I' = 1. If
they are all equal, U confirms the identity of S.

After that, U needs to verify the integrity of
the server platform, to ensure whether the con-
figuration of S platform meeting the safety strat-
egy and can be trusted. Firstly, U decrypts
Q@ using AIK public key in the AIK certification

Certark, gets PCRg and h(Kg, Ni), can verify
Kg and N; again. Using message in L, U calcu-
lates PCRy = SHA1(PCRyl|...||PCRnN), checks
whether PCRy = PCRg. If they are equal, the
server platform is verified. Then, U calculates the
session key as Kys = (Kg)® = (¢°)* mod p using
Kg which S sends to, and stores Kyg.

By now, S verifies identity of U, and U authenti-
cates identity and platform integrity of S. Then S
considers U as a legal user and provides services for
him, and the message translating between them is
protected by the session key Kyg.

4.3 Update Phase

The update phase of our scheme includes the user pass-
word updating and the server platform certification up-
dating.

1)

User password updating: In our scheme, U can
change his password freely, while need not to interact
with S. U inserts his smart card and key in a new
password PW’, calculates By = PID @ h(PW') @ I.
Then the smart card replaces B with B;. When U
login next time, he can use PW’ and N; to generate
new accessing requirement message.

Server platform certification updating:  Under
trusted computing, TPM will become a target for at-
tackers, while be compromised or the identity leaked,
the trusted property of platform can not be guaran-
teed. For updating his AIK certification, S replaces
Certarx with Cert'y; ., calculates I = h(Cert'y; )
and submits it to the management server and noti-
fies to users at the same time, then finishes the up-
dating to I. Then S will publish the compromised
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TPM through a trusted third party the management
server. Before registration or login, U may query
the new AIK certification of S from the management
server.

5 Analysis

In this section, security analysis of the proposed scheme is
given. We will show that the proposed scheme can with-
stand the various possible attacks and fulfills the designed
security goals.

5.1 Security Goals Achieving

Our scheme provides mutual authentication between U
and S, allows U changing password freely no case S is
online or not, and allows S updating his AIK certifica-
tion. Obviously, our scheme meets the security goals G1,
G4 and G7. In the scheme, the user U uses anonymous
identity PID to login, during the authentication S and U
use known parameters p, g and use the DH key exchange
protocol [3] to consult session key Ky g, which fulfills for-
ward security. The scheme meets the security goals G3
and G5. Other security goals are analysis as below.

1) In registration phase, U submits ID and h(PW) to
S, where PW is chose by the user, the plain text of
PW is not included in message and k() is a strong one
way function. In login and authentication phase, the
user does not send PW plaint text or h(PW) directly
instead of by calculating of C'. In password changing
phase, the user chooses his new password PW’ by his
own, and replaces B with B1 without the need for
the participation of the server. In the whole scheme,
the server manager can not obtain plant text of PW
and the user password may not leak to the server
manager, the scheme meets the security goal G2.

2) In login and authentication phase, while U authenti-
cates identity of the server S, and authenticates the
sever platform information @, L, and Certarx at
the same time, where PCR, in L and @ is calcu-
lated from trusted measurement root, it is on behalf
of the integrity of the server platform, @) is signed by
TPM with AIK private key AIK,,, they represent
the server platform identity together with Cert .
The verifying of them proves the server platform is
trusted, the scheme meets security goal G6.

5.2 Security Analysis

1) In our scheme, the user needs to input the right 1D
and PW and go through legitimacy validation by the
smart card, then can he/she make accessing requests
to the server. At first, the attacker can not pass
through the verification of the smart card, so he can
not launch denial of service attacks to the server.
Our scheme can resist this type of attacks and fulfills
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S1. Obviously, in login and authentication phase, the
message that the user sends to the server includes a
time stamp 77, and the using of 77 can help to resist
message reply attacks. Our scheme fulfills S2.

Guessing attacks can be classified as on-line or off-
line guessing attacks. In our scheme, when using
smart card, the user needs to submit correct ID
and PW the attacker forgeries a legitimate user only
if guessed the user ID and PW successfully. The
on-line guessing attacks to our scheme can be pre-
vented easily by limiting the number of failed login,
so it will not be discussed here. In our scheme, the
message which the user translating in network does
not include plain text of PW the attacker can in-
tercept only partial of exchanging data between the
server and the user, and stores it for offline guessing
attacks. In registration phase, the issued message
which the server sends to the user is translated in
a secure channel, which can prevent the attacker in-
tercept the message illegally. Even if the attacker
intercepted the message PID, C, and T} in Step 2
of Figure 2, where PID = h(z, ID) and C' is calcu-
lated by the user as C = h(B®h(PW)® No®Ty) or
C = h(PID®I®Ny®T;). Because the secret number
x is included in PID, there is no plaintext password
information in the message, and Ny is a secret num-
ber issued by the server through a secure channel.
So the attacker will not guess the user password by
the message intercepted, our scheme can resist offline
guessing attacks to the user password and fulfills S3.

If the attacker attempts parallel session attacking
and wants to masqueraded as a legitimate user, he
needs to use login message leaked by user when lo-
gin server for not know about the password PW. In
our scheme, the attacker cannot get anything about
the user password PW from interactive session mes-
sage between S and U. And only can the attacker
use message eavesdrop from login and authentication
phase by the user and to forge legitimate login and
authentication message. In Step 2 of Figure 2, the
message that the user sends to the server include KU
and T;. In Step 4 of Figure 2, the message that
the server relays to the user include Kg, @, T» and
N;. Ky and Kg are used by the server and the user
to negotiate session key, @) is a signature value by
the server’s private AIK key signing on PCR and
h(Ksg, Ni), this signature cannot be forged because
of AIK. So the attacker cannot use the intercepted
messages from one side to replay to the other, the
scheme can prevent parallel session attacks. Besides,
the use of timestamps strengthened to prevent such
attacks. So, our scheme can resist parallel session
attacks and fulfills S4.

If the attacker impersonates as a legal user and at-
tempts to login the server, and when accesses the
client terminals at the login stage, the attacker can-
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not provide correct ID and PW the forgery attacks
failed. Suppose that the attacker intercepted message
from Step 2 in Figure 2 and relayed it for masquerad-
ing as a legitimate user, the attacker needs to guess
and calculate C' as Cy = h(PID@®Ny&I&T;), where
I is known by the attacker in advance step of the
scheme, N/ is guessed by the attacker. Clearly, the
guessing value Cy by the attacker cannot go through
the verification of C from Step 3 in Figure 2, the at-
tack will fail. Suppose that the attacker has a strong
computing power and guesses NO successfully by of-
fline dictionary guessing attacks. Now, the attacker
can provide correct C, but the attacker cannot know
about secret number a, in rest steps the attacker can-
not finish session key agreement of Ky g with S, the
attack will failure. And suppose that the attacker
intercepted message from Step 4 in Figure 2 and re-
layed it to masqueraded as a legitimate server, be-
cause the attacker know nothing about the secret
number b of the server, in rest steps the attacker can-
not finish session key agreement with U, the attack
will fail. Our scheme can withstand impersonation

attack and fulfills S5.

In our scheme, the user password list and verification
list need not store in the server, the server knows se-
cret number x, the others cannot change the user
password PW besides the user, and this feature can
prevent verifier stolen attacks and modify attacks.
In registration phase, the server manager may guess
the user password PW through offline guess attacks
on h(PW), our scheme cannot resist this type of at-
tacks. But in most cases, the server will encrypt the
user registration information, the other inner staff
cannot get the user registration information besides
the server manager. In the latter stages of communi-
cation, PW is not used directly. So the other inner
staff will not get the user password PW and can not
impersonate legitimate users to login the server. Our
scheme can prevent inner attacks and stolen-verifier
attacks, fulfills S6 and S7.

There is a type of attack called platform imperson-
ation [13] under trusted computing. Suppose that
the attacker controlled two servers, one is a trusted
sever, the other is a malicious server. The attacker
may launch these two servers together, and bypasses
the remote attestation of the trusted server, by using
the platform configuration of the honest client to at-
test the malicious server. In our scheme, during the
remote attestation of the server to the user client, the
using of the time stamp 75 makes the attacker can-
not replay message by the malicious server. At the
same time, during session key agreement between S
and U, S uses AIK private key AIKp,;, signing on
the hash value of Kg and Ny, while the attacker not
know about AIK,,;,, so he cannot do complete the
signature. Our scheme can prevent the attacker to
faking on the server platform information, can resist
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Table 2: Security goals analysis
Gl | G2 | G3 | G4 | G5 | G6 | GT
Chien [1] Y Y N Y N N /
Ku [6] Y Y N Y Y N /
Yoon [19] Y Y Y Y N N /
Liao [8] Y Y Y Y N N /
Yang [18] Y Y Y Y Y N /
Kumar (71| Y | Y | Y | Y | Y | N /
Ours Y Y Y Y Y Y /

Table 3: Analysis of common attacks against
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platform impersonation attacks, and fulfill S8.

5.3 Performance Analysis

)

Security performance: We compare our scheme
with other smart card based and password authenti-
cation schemes in security goals and resisting of com-
mon attacks. The results are showed in Table 2 and
Table 3. Where Y means Supported, N means Not
supported, “/” means Not involved.

Besides achieved general security goals of smart card
based password authentication scheme, the verifica-
tion of the server platform is provided in our scheme.
It enhanced performance and security of the scheme’s
resistance against attacks, and can give better pro-
tection to the smart card user from malicious servers
or those servers do not meet the security policy of
the potential hazards. From Table 2, we can see
that compared with other schemes, our scheme can
achieve more security goals. And from Table 3,
we can see that compared with other schemes, our
scheme also has a distinct advantage against com-
mon security attacks.

Computation performance: The calculation of
the time complexity appropriate to meet the trusted
computing environment certification requirements.
The computation symbols of our scheme is as such
below, t;, means one time of hash computation, ¢,
means one time of XOR, t.; means one time of en-
cryption or decryption, ¢z, means one time of modu-
lar exponentiation, ts;, means one time of signature,
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tpr, means of one time of public key encryption and
decryption operation, t pcr means calculation of the
platform PCRy, t;,y means one time of the platform
security measurement log loading.

With analysis, the total time complexity of our
scheme is as 17t + 19,0, + 4teap + Llsig + Lipr +
2tpcr + 1tiog. In details, the registration phase
is 3th+42txor, the login and authentication phase is
12t + 15t + 4tezp + 1tsig + 1tpk + 2tpcr + 1tlog,
the updating phase is 2tp + 2t,0-. In our scheme,
TPM in the server is as an independent comput-
ing unit and can complete partial of the calcula-
tion. By analysis, the computation by CPU is
17ty + 190, + 4teap + pr + lipcr, the compu-
tation by TPM is 1tsig + 1ltpor + ]-tloga where tpcr
and t;,4 can be pre-computed by TPM, and its time
complexity does not impact on the scheme.

Compared with other proposed schemes, when vali-
dating of the server platform, the time cost of the user
terminal is increased by 1t,i + 1t) 4+ 1tpcr, where
the verification of PCR needs several times of hash
operation, the increased time complexity does not
affect the performance of the user platform or the
overall performance of the scheme. The decryption
of @ needs 1t,, and @ is the AIK signature of PCR
and h(Kg, N1). The length of PC'R is 160bits, h(Kg,
Nj) is not more than 256bits, the time required for
encryption and decryption is within the permissible
level. And the increased time complexity provides
the verification of the server platform, enhances the
security of the scheme.

6 Conclusions

Using smart card and password for user authentication
in openness network is a common security mechanism.
Only the user identity is authenticated in the traditional
smart card based password authentication schemes, but
not the platform. In this paper, we proposed a new smart
card based password authentication scheme under trusted
computing environment. The proposed scheme can pro-
vide mutual authentication in identity between the server
and the user, and the server platform is verified also. The
proposed scheme meets the designed goals, is security and
reliable. Compared with other schemes, it is more se-
cure and more comprehensive in security features, can
facilitate the application of the existing trusted network
frameworks [16], can supply the users with more security
services. While the proposed scheme needs trusted com-
puting environment, then we will further focus on the
credibility of the server and general server co-exist in the
environment and the credibility of the certification of the
problem of building reliable server environment, for exam-
ples, we will focus on how to use trusted virtual machine
to realize a trusted server and etc.
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