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Abstract

We show that the protocol recently proposed in [2] for
securing multicast communication is completely insecure.
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1 Introduction

Various applications use multicast communication for de-
livering data from a central sender to multiple receivers
(members). The need to secure such communication usu-
ally reduces to the problem of cryptographic key distri-
bution. A protocol for securing multicast communication
should provide:

e Support for basic operations: join (new member join-
ing the group of receivers) and leave (excluding a
member from the group of receivers).

e Backward secrecy: the member cannot access multi-
cast data sent before he/she joins the group.

e Forward secrecy: the member cannot access multi-
cast data sent after he/she leaves the group.

Designing secure and efficient protocol (in terms of
communication complexity or number of required cryp-
tographic operations) is not an easy task and many dif-
ferent protocols were proposed, see for example [1, 3, 4, 5].
Recently, Aly Saroit, El-Zoghdy, and Matar [2] designed
a protocol which is particulary efficient in case of leave
operation. We show their protocol is completely insecure.

2 The Protocol and Its Insecurity
Members are organized in subgroups with dedicated

server (called “subgroup controller” — SC). These sub-
groups can be viewed as independent multicast groups.

Multicast is performed in two stages: first, distribut-
ing data to SC in each subgroup and then (after re-
encryption) SC sends data to the members of correspond-
ing subgroup.

Let us note that concept of SC in the proposed proto-
col is rather inflexible, since (according [2]) these entities
must be trusted by other members and they are not al-
lowed to leave the multicast group.

The construction of keys in the protocol resembles
Diffie-Hellman key exchange. The computation is per-
formed in multiplicative subgroup of GF(p) for sufficiently
large prime number p. Let g be a generator for this group.
Let Pj1,...,Pj,m be the members of j-th subgroup, and
S; be the SC of this subgroup. The SC generates a secret
a;; for member P;; (the secret is assigned but not given
to P; ;) satisfying natural conditions: 2 < a;,; < p—2, and
ged(aj i, p —1) = 1. The member P;; does not know this
secret. However, (s)he knows the value Kj@ = g% mod p
and the inverses of all secrets assigned to other members of
the subgroup, i.e. a;; mod (p—1) for all k # . The server
S; has a secret s; satisfying condition 2 < s; <p — 2.

Remark. We have changed the notation of members’ se-
crets, because of ambiguous notation aé used in the orig-
inal paper, which looks like an exponentiation. Trivially,
the semantics of aé- cannot be exponentiation, since this
gives all members immediate access to their own asstgned
secrets, e.g. Pjo knows the inverse a;l, and can easily
compute a? mod (p — 1). Knowing own assigned secret
violates the forward secrecy as described later.

The symmetric subgroup key Kgg; for subgroup j is
given as (in fact, the computation is performed on a bi-
nary tree, but it is not relevant for our analysis):

Ksgj = g™ mod p.

When a new member Pj 41 joins the subgroup j, the
following happens (beside other actions):

e SC generates new secret s;-, i.e. the new subgroup
key Kq; (in order to guarantee backward secrecy)
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KgGJ _ ga]Yl @ m A m410 S mod .

e SC sends (besides other data) to the members of
the subgroup following message encrypted by Ksg;:
{Ksa;» a;}nﬂ};{scj. This ensures that old members
receive new key K lSij and knowing the inverse of
ajm+1 allows efficient implementation of leave op-
eration (which is the main contribution of [2]) by
computing subgroup key by members as (in this case
assuming the leaving member is again P; ,41):

-1
(Kggz)*m+t mod p
-1
_ (gaj,l'---'aj,m'aj,erl'S/j)aj,m+1 mod p

’
_ gajyln..‘aj,,,fsj

mod p.

e SC also sends by unicast to Pj,,+1 a message con-
taining the new subgroup key K ng, inverses of se-
crets assigned to other members of the subgroup, and
some other keys (these are not relevant for our ob-

servation). This message is encrypted using the key
K(m+1)
p .

We do not describe the protocol in greater detail, since
the problem is apparently visible — knowing the inverse
of the secret assigned to other members (and particulary
aj_,rln +1) allows any member (without loss of generality say

P; 1) to compute K ](mﬂ) and decrypt the message sent to

Pj 1. From this message, P; 1 learns ajjll. Hence, when
leaving the subgroup, P; 1 can compute the subsequent

key just like remaining members:

()"t mod p = (g +14) % mod p

i
— g%2amiS mod p,

That means the protocol cannot guarantee the forward
secrecy of multicast data.

3 Conclusion

We described obvious insecurity of the multicast protocol
proposed in [2]. The proposal lacks any decent security
analysis. Moreover, the protocol cannot be easily fixed,
since not distributing the inverses of secrets assigned to
other members of the subgroup (which is the root cause
of its insecurity) makes the leave operation more compli-
cated, and the contribution of the proposal vanishes.
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