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Abstract

Recently, Kim et al.’s proposed a new type of proxy signa-
ture scheme, called self proxy signature scheme. In their
scheme, a signer, delegates his/her signing capability to
himself/herself and uses the proxy private/public key pair
as temporary keys. In this paper, we will demonstrate
some security leaks inherent in Kim et al.’s scheme and
show that an adversary can forge a valid self proxy sig-
nature for any message by using different ways. Finally,
we will propose an improvement to eliminate the pointed
out security leaks.

Keywords: Distinguishability, self proxy signature, unde-
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1 Introduction

The concept of a proxy signature was first introduced by
Mambo et al. [9] in 1996. In a proxy signature scheme,
generally, there are two entities: an original signer and a
proxy signer. The original signer can delegate his signing
power to a proxy signer. The proxy signer can generate
a valid signature on behalf of the original signer. Since
then, many proxy signature schemes have been proposed
[4, 6, 7, 10]. Proxy signatures can combine other spe-
cial signatures to obtain some new types of proxy signa-
tures. Up to now, various kinds of proxy signature scheme
have been proposed, such as threshold proxy signature [2],
proxy blind signature [1], multi-proxy signature [3, 8], etc.

Recently, the concept of self proxy signature scheme
was introduced by Kim et al. [5]. In a self proxy signature
scheme a signer, Alice delegates her signing capability to
herself recursively. Using this scheme, Alice generates
many proxy private/public key pairs, uses them simulta-
neously and revokes the temporary keys easily. Further-
more, it is easy to revoke the temporary private/public
key pair.

A self proxy signature scheme is a useful tool in the
real world. For example, a person may use a legal seal
and many other seals simultaneously. After registering,
the legal seal is used in an important work, and the other
seals are used for normal works. To use seals like this,

the person protects the legal seal and uses another one
for only a particular work.

A secure self proxy signature scheme should satisfy the
following requirements [5]: unforgeability, undeniability
and distinguishability. Unforgeability requirement is to
ensure that only the valid signer can create the self proxy
signature. Undeniability property means that the signer
cannot deny his/her signatures to anyone. Distinguisha-
bility property means that the self proxy signature must
be distinguishable from the normal signature.

In this paper, we will show that Kim et al.’s scheme
cannot achieve the security requirements. To remedy
these weaknesses, we propose a new improvement. The
rest of this paper is sketched as follows: in Section 2, we
will review Kim et al.’s scheme. In Section 3, we will point
out the security leaks inherent in Kim et al.’s scheme. A
novel improvement is proposed in Section 4. In Section
5 we analyze the security of our scheme. Finally, we give
conclusions in Section 6.

2 Brief Review of Kim et al.’s
Scheme

In this section, we briefly review Kim et al.’s scheme [5].
The scheme consists of three phases: key generation, sig-
nature generation and verification phases.

Throughout the paper, p denotes a large prime, g is a
prime divisor of p-1, g is a generator in Z; with order g,
and H(-) denotes a public cryptographically strong hash
function. Also m denotes the message to be signed and
myy is a warrant, specifying the delegation period for m,
the identities of the signer, etc. Further, Alice is always
the signer and Bob is always the verifier.

Alice selects a private key z, € Z, and obtains a public
key y, = g”* mod p.

2.1 Self Proxy Key Generation Phase

Alice generates the temporary self proxy private/public
key pair by using her original key pair (z,, y,) as follows:
She chooses random numbers k, z; € Zj, and computes

r=g¢"modp, y = g¢* modp.
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Then she computes self proxy private key as
2y = k+ (0 + ) H (mw) mod

and obtains its corresponding self proxy public key y, =
g”» mod p. Finally she publishes ;.

2.2 Self Proxy Signature Generation

Phase

Suppose that Alice want to generate a self proxy signature
of a message m. She performs the following operations.

She chooses a random number k' € Zy, and computes
r’ and S’ as follows:

/

ro= gkl mod p,
S’ k' + xph(m) mod q.

Then she sends (m, (', S"),r,mw) to Bob.

2.3 Self Proxy Signature Verification
Phase

First of all, Bob checks the signer’s identity and the dele-
gation lifetime of the warrant myy . If all validations hold,
he recovers the self proxy public key ¥, as follows:

Yp = r(yay:) ™) mod p,
and checks the validity of the next equality.
g5 = r'yf(m) mod p.

If the equality holds, he accepts (m, (', S"),r,mw) as
the valid self proxy signature.

3 Attack on Kim et al.’s Scheme

Kim et al. claimed that their scheme was secure. How-
ever, in this section, we shall show that their scheme can-
not achieve their claimed security requirements. From
now on without loss of generality, we assume that Oskar
is an adversary.

3.1 Unforgeability property

Here, we show that Kim et al.’s scheme cannot satisfy the
unforgeability property. Indeed, we show that an adver-
sary can forge self proxy signatures by using one of the
following three ways:

3.1.1 Attack 1

We show that after intercepting a valid self proxy sig-
nature generated by Alice, Oskar can forge a self proxy
signature.

Suppose after intercepting a valid self proxy signa-
ture (m, (v, S"), r,my ), Oskar wants to forge a valid self
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proxy signature for any message my. For this purpose, he
chooses a random number k; € Z; and computes

ry = ghy, Him

) mod p, S1 = k1 mod q.
Now, (m1, (r1,51), 7, my ) is the valid self proxy signa-
ture. This is because

lef(ml) — gkly;H(ml)yf(ml)

= gSl

mod p.
Therefore, Alice has never signed the message m1, but
she cannot deny.

3.1.2 Attack 2

In the following, we show that Oskar can forge a self proxy
signature with his desired warrant on behalf of Alice, by
changing Alice’s self proxy public key.

For this purpose, he chooses random integers o, 5 €
Zy, forges the desired warrant my;, which records Alice’s
identity. Then he computes
H(

9 (Waye) "2 ™w) mod p,

¢” mod p.

n =

"
Next he computes
S1 =+ aH(my) mod gq.

Now, (m1, (r], S1),r1,m}yy ) is the valid self proxy sig-
nature of the message m,. We give the reasons as follows:
Bob, recovers the self proxy public key y;, as follows:

/

Yy = T1(Yals

= 0 Waye) T (g, L Omw)
= ¢% mod p,

)H(mQ,V)

and checks the validity of the next equality.

g%t = gPretm) = ¢y fm) mod p.

That is, Oskar can forge a valid self proxy signature
by changing the content of warrant and temporary public
key.

3.2 Undeniability Property

From what have been analyzed in the Subsection 3.1.,
Oskar can forge a valid proxy signature for any message by
using different ways and claim dishonestly that has been
generated by Alice. Therefore, a malicious signer, Alice
can generate a valid self proxy signature and claim that
has been generated by an attacker. In fact, Alice can sign
the message m, and deny her signature. Therefore, Kim
et al.’s scheme cannot satisfy the undeniability property.
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4 The Proposed Scheme

To resist the attacks pointed out in the previous section,
we propose an improved scheme. Our scheme can be di-
vided into four phases: the setup, key generation, sig-
nature generation and verification phases. The system
parameters are the same as those in Kim et al.’s scheme.

4.1 Setup Phase

Alice generates the pair (z,, y,) of private key z, and
public key y, as follows:

She randomly chooses z, € Zj, computes y,=g“* mod
p, and sends y, to the certificate authority (CA). Then CA
randomly chooses xg € Zj, computes A=g*°*modp, and
returns A to Alice. Next Alice computes A,=A% modp,
and sends A, to CA. The certificate authority checks the
equality y¥o = A,; if it holds, CA accepts their certifica-
tion, otherwise he refuses it.

4.2 Self Proxy Key Generation Phase

Alice generates the temporary self proxy private/public

key pair by using her original key pair (z4, y,) as follows:
She chooses random numbers k, z; € Zj, and computes

¢" mod p,

o= 9

T =

Tt

mod p.
Then she computes self proxy private key as
zp =k + (xq + z¢)H (mw)r mod g,

and obtains its corresponding self proxy public key y, =
g”» mod p. Finally she publishes ;.

4.3 Self Proxy Signature Generation

Phase

Suppose that Alice want to generate a self proxy signature
of a message m. She performs the following operations.

She chooses a random number k' € Zy, and computes
r’" and S’ as follows:

P = ¢ modp,

S" = K + zph(m, mw)r’ mod q.

Then she sends (m, (', S"),r,mw) to Bob.

4.4 Self Proxy Signature Verification
Phase

Yp = 7(Yaye) )" mod p,

and checks the validity of the next equality.

s’

g% = T/y]{{(m,mw)r'

mod p.

If the equality holds, he accepts (m, (r/,S’),r,my ) as
the valid self proxy signature.
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5 Discussions

In this section, we show that our proposed scheme with-
stands the attacks mentioned in Section 4. Furthermore,
we show that the requirements of a self proxy signature
scheme are fulfilled in our scheme. Finally, in terms of
computational complexity, we compare the new self proxy
signature with Kim et al.’s scheme.

5.1 Attack 1

We will show that after intercepting a valid self proxy
signature (m, (r',S"), r,mw ), Oskar cannot forge a valid
self proxy signature for a message m;.

Suppose Oskar wants to forge a self proxy signature
(ma, (r1,51), r,my ) for a message my, and claim dishon-
estly that has been generated by Alice. For this purpose,

he chooses random integers a € Z;. Now, he should cal-

culate 71 and S7 as follows: r = go‘y;H(ml’m‘"’)r1

S1 =amod q.

However, he should solve the discrete logarithm prob-
lem y, = ¢”» mod p in order to compute the above 7.
Therefore, no adversary can forge a valid self proxy sig-
nature by this attack.

mod p,

5.2 Attack 2

Suppose Oskar tries to forge a valid proxy signature
(mq, (r},51),m1,m}y,). For this purpose, he can gener-
ate the desired warrant mj;, and choose random integers
@, B € Zy, and then compute ] = ¢” mod p. Now, Oskar
should calculate r1, Sy as follow:

—H(mjy,)r1

9% (Yayt) mod p,

B+ aH (my, myy,)r; mod g.

rn =

S1 =

However, he should solve the discrete logarithm prob-
lem y,y; = ¢*»T®* mod p in order to compute the above
r1. Therefore, no adversary can forge a valid self proxy
signature by this attack.

5.3 Security Properties

In this subsection, we show that the requirements of a
self threshold proxy signature scheme are fulfilled in our
scheme.

5.3.1 Unforgeability Property

Based on discrete logarithm problem, it is virtually im-
possible to obtain Alice’s self proxy private key x, from
the corresponding public key y,. Also, according to the
Schnorr signature scheme, it is very difficult for anyone
to obtain x, from the self proxy signature S’. Hence, x,
can be kept secretly and be reused.

Therefore, Oskar has to forge the valid signature
(m, (', S"),r,mw) on the message m without the private
key z,, by using the previous attacks. But, we have shown
that all attacks fail on our scheme. Consequently, it is
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Table 1: Security comparison

Security features Kim et al.’s scheme | Our scheme
Undeniability No Yes
Unforgeability No Yes
Distinguishability Yes Yes
Time constraint No Yes
Known signer No Yes
Resist public-key substitute attacks | No Yes
Resist warrant attacks No Yes

Table 2: Comparison of computational complexity

Schemes Key generation | Signature generation | Verification
Kim et al.’s scheme | 2T, + T, + T}, T.+ T, +1T} 3T, + 3T, + 2Ty},
Our scheme 20, + 2T, + Ty | Te + 21, + T} 3T, + 51, + 2T}

computationally difficult for Oskar to forge the self proxy
signature. Therefore, the proposed scheme satisfies the
unforgeability property.

5.3.2 Undeniability Property

In the proposed scheme, any valid self proxy signature
(m, (', S"),r,mw) of a message m should be generated
by Alice. This is because only Alice has the self proxy
private key x,. Moreover, the warrant my, and tempo-
rary self proxy public key y, are created by Alice and
no adversary can change them. When the self proxy sig-
nature (m, (r',S"),r,my ) is verified, the warrant my, is
checked, and the public key of signer, y,, the temporary
self proxy public key, y,, and the public information y; are
used in the verification phase. Thus, Alice cannot deny
signing the self proxy signature. Therefore, the proposed
scheme satisfies the undeniability property.

5.3.3 Distinguishability Property

In the proposed scheme, when the self proxy signature
(m, (', S"),r,my) is verified, Alice’s public key and her
identity are used in the verification phase; therefore, we
can consider it as a self proxy signature and not a normal
signature. Thus, anyone can distinguish the self proxy
signature from normal signatures. Thus the proposed
scheme satisfies the distinguishability property.

From what have been analyzed above, we are fully cer-
tain that the necessary requirements a self proxy signature
scheme are fulfilled in our scheme.

5.4 Performance

In this section, in terms of computational complexity, we
compare our scheme with Kim et al.’s scheme and sum-
marize the result in Table 2. For convenience, the fol-

lowing notations are used to analyze the computational
complexity.

e T,.: Time for one exponentiation computation.

e T,,: Time for one modular multiplication computa-
tion.

e Tj: Time for hash function computation.

6 Conclusions

In this paper, we have pointed out some security leaks of
Kim et al.’s scheme and further proposed a novel scheme,
which not only keeps the merits of the previous scheme,
but also remedies the security weaknesses.
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