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Abstract

Generally vehicles in VANETs should periodically broad-
cast safety messages. Since safety messages contain traf-
fic related information and are sensitive to location pri-
vacy, it is essential to ensure anonymity, authenticity
and traceability in broadcast. These conflicting require-
ments make it difficult to design a secure communication
scheme for VANETs. In this paper, we propose a sig-
nature scheme which provides anonymous, authenticated
and traceable communication based on the efficient com-
bination of (t, n)-threshold signature and Weil Pairing.
ATCS scheme aims to provide the authenticity of signed
broadcasting messages to prevent internal attacks. And
meanwhile the proposed scheme can also keep characteris-
tics of anonymity and traceability. According to the per-
formance evaluation compared with two related schemes,
from the perspective of security enhancements, the addi-
tional cost of our proposal is acceptable.
Keywords: Anonymous and traceable communication, (t,
n)-threshold signature, vehicular ad-hoc networks, weil
pairing

1 Introduction

In VANETs, vehicles can communicate with infrastruc-
ture and other vehicles. The former is called Vehicle-
to-Infrastructure (V2I) communication and the latter is
called Vehicle-to-Vehicle (V2V) communication. In V2V
communication, vehicles periodically broadcast safety
messages. Safety messages contain traffic information and
geographic information and thus can be used by other ve-
hicles to avoid traffic jams and traffic accidents.

Since malicious attackers may acquire originators’ pri-
vacy (identity, driving pattern and location) from safety
messages, V2V communication should provide anonymity
in broadcast. However, traditional signature s chemes,
like [3, 8, 13], cannot be used to trace anonymous attack-

ers. To satisfy conflicting requirements of security and
privacy, some novel signature schemes were proposed to
provide anonymous and traceable communication. In [5],
Laurendeau et al. introduced the SAB protocol using
PKI infrastructure. Since SAB protocol employs certifi-
cates to authenticate vehicles, it is costly and inefficient.
In [7], Li et al. introduced a light-weighted communi-
cation scheme called SECSPP scheme. This scheme en-
sures anonymous communication for authorized vehicles
and thus could preserve identity privacy. However, since
SECSPP scheme requires anonymous interaction between
communication parties to authenticate each other, it is
only impractical in unicasting, but not impractical in
broadcasting. Kim et al. in [4] and Lu et al. in [9] re-
spectively introduced anonymous signature schemes that
are based on Weil Pairing. Although these two signature
schemes could be used to trace anonymous originators,
they cannot distinguish fake messages generated by inter-
nal attackers with legitimate identification. In such case,
internal attackers will not be traced and punished until
fake messages are received by target vehicles and reported
to the third agent.

To prevent internal attacks, V2V communication
should provide authenticity in broadcast. In [2], Daza
et al. proposed an endorsing scheme to provide group
authentication in communication. The endorsing scheme
could prevent internal attack using (t, n)-threshold signa-
ture. Nevertheless, even if endorsing scheme could make
it harder to launch internal attack, collusion attack is
still possible. In that case, since signature schemes in [2]
cannot provide traceability, collusion attackers cannot be
traced and punished.

According to the above discussion, it is necessary to
design a new communication scheme for VANETs. This
scheme should provide anonymity, traceability and au-
thenticity in broadcast. To meet these conflicting require-
ments, in this paper we propose a novel anonymous and
traceable communication scheme (named ATCS) based
on the combination of (t, n)-threshold signature and Weil
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Pairing. Based on the (t, n)-threshold signature used
in the endorsing scheme [2], ATCS scheme aims to pro-
vide the authenticity of signed broadcasting messages in
AnonySign scheme [4] to prevent internal attacks. And
meanwhile the proposed scheme can also keep characteris-
tics of anonymity and traceability in [4]. According to the
performance evaluation compared with Endorsing Signa-
ture [2] and Anonymous Signature [4], the additional cost
of our proposal is acceptable.

The rest of the paper is organized as follows: Section 2
introduces two related signature schemes. Then based on
the two related scheme in Section 2, Section 3 introduces
our proposed ATCS scheme in details. Section 4 gives the
performance evaluation and security analysis. Conclusion
is provided in Section 5.

2 Two Related Signature Schemes

Before introducing ATCS, for clarity, we introduce two
related signature schemes in this section. The first is
an anonymous signature scheme which makes use of
Weil Pairing [4], the second one is an endorsing signa-
ture scheme which is on the base of group-based (t, n)-
threshold signature [2]. Our scheme is the effective com-
bination of these two schemes.

2.1 Anonymous Signature Scheme Using
Weil Pairing

In this section, we introduce the anonymous signature
scheme AnonySign in [4]. Basic procedure contains four
phases: Setup phase, Extract phase, AnonySign phase
and AnonyVerify phase. To trace attackers, TA should
implement the fifth phase: Trace phase.

• Setup Phase. In this phase, TA generates system
parameters. The system parameters are listed as fol-
lows:

– Admissible Bilinear Map: ê;

– Random selected prime number: q, t ∈ Z∗q ;

– Cyclic groups of order q: G1 and G2;

– Generator of G1: p;

– Cryptographic hash functions: H1: (0, 1)∗ →
G1 and H2 : (0, 1)∗ → Z∗q .

TA sets t as its private master key and sets
{ê, G1, G2, q, p, H1,H2} as its public information.

• Extract Phase. In this phase, TA generates user
parameters for each requesting vehicle. Take the
vehiclei for example, the parameters are listed as fol-
lows.

– Public identity of vehiclei: IDi;

– Private key of vehiclei: Di = t−1H1(IDi) and
Si = tH(IDi).

• AnonySign Phase. In this phase, vehiclei signs
safety message m. Firstly, vehiclei randomly selects
r ∈ Z∗q and k ∈ Z∗q . Then, vehiclei computes xi =
Di, Yi = rDi, Zi = krDi, h = H2{m‖Xi‖Yi‖Zi},
Vi = k(r + h)Si + rSi and sets ωi = {Xi, Yi, Zi, Vi}
as the signature of m.

• AnonyVerify Phase. In this phase, vehiclej checks
whether safety message m is trustworthy by verifying
the signature ωi. To verify ωimvehiclej , checks if
ê(Dj , Vu) = ê(Sj , Zi +hXi, Yi) hold. If it holds, m is
considered as trustworthy. Else reports TA of attack.
To trace attackers, TA should implement the Trace
phase:

• Trace Phase. In this phase, TA traces origina-
tors of fake messages. Upon receiving fake message
m, its signature ωi = {Xi, Yi, Zi, Vi} and a set of
identities of possible attackers: {IDS}, TA follows
the following steps. Firstly, TA randomly selects
vehiclek whose user parameters are known to TA
and computes TA = ê(tXk, tYk). Then, for each
IDj ∈ {IDS}, TA computes Qj = H1(IDj) and
checks if ê(tZi, Qj) = T holds. Once the equation
holds, vehiclej is considered as the originator of fake
message m.

According to the introduction, AnonySign makes any
originator traceable and thus could provide traceability
in broadcast. However, AnonySign could not distinguish
fake messages originated by internal attackers with le-
gitimate identification. Therefore, AnonySign could not
prevent internal attack beforehand. To prevent internal
attack beforehand, signature scheme needs to provide au-
thenticity in broadcast.

2.2 Endorsing Scheme Using Group-
based (t, n)-Threshold Signature

In this section, we introduce the (t,n)-threshold signature
based endorsing signature scheme in [2]. Basic procedure
of the endorsing scheme in [2] contains five phases: Setup
phase, Announcement generation phase, Announcement
endorsement phase, Announcement composition phase
and Announcement verification phase.

• Setup Phase. In this phase, TA generates system
parameters and user parameters. Assume that there
are n vehicles in the VANET. Firstly, TA randomly
generates secret polynomial f(x) =

∑t−1
i=1 aix

i + SK
with degree t − 1, where SK is TA’s secret key, and
respectively PK is TA’s public key. Then, TA divides
n vehicles into r groups so that there are bn/rc vehi-
cles in each group (for suitable rounding, the number
of vehicles in some groups may be a little more than
that). Parameters are listed as follows:

– Randomly selected public information of
groupi: αi;
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– Secret key share of groupi: SKi = f(αi), re-
spectively PKi is the public key for groupi.

• Announcement Generation Phase. In this
phase, assume that V ehiclei intends to broadcast
safety message m. Firstly, vehiclei generates the
hash of m: Hi(m). Then, vehiclei computes ω(m) =
Hi(m)SKi and broadcasts {m,ωi(m)}.

• Announcement Endorsement Phase. In this
phase, vehicles endorse m by generating their in-
dividual signature of m. Assume that vehiclej re-
ceives {m,ωi(m)}. Firstly, vehiclej checks whether
m conveys real information. If vehiclej consid-
ers m as trustworthy, it would compute ωj(m) =
Hi(m)SKl and broadcasts {ωi(m), ωj(m)} to return
it to vehiclej .

• Signature Composition Phase. In this phase, af-
ter receiving enough individual signatures of message
m from other vehicles, vehiclei generates integrated
signature of m. With a set A of at least t individual
signature {ωi(m)}, which are generated by different
secret key share respectively, the trustworthy signa-
ture can be composed as follows.
We first express Lagrange coefficients as λi =
Πi6=j〈 −αj

αi−αj
〉 for each i ∈ A. Then we can compute a

standard signature as:

ω(m) = Πi∈Aωi(m)λi = H(m)ΣλiSKi
i∈A = H(m)SK

(1)

After generating the trustworthy signature of m, vehiclei

broadcasts {m, ω(m)}.
• Announcement Verification Phase. Any legitimate

user that receives {m, ω(m)}. could check whether ω(m)
is correct using public key PK.

According to the above discussion, the endorsing
scheme [2] makes it hard to sign fake messages and thus
could provide authenticity in broadcast. Therefore, we
can combine endorsing signature scheme with AnonySign
scheme to enhance the security of V2V broadcasting,
which can provide both anonymity, traceability, and also
authenticity to prevent internal attacks beforehand.

3 Our Proposed ATCS Scheme

Based on previous discussion, both AnonySign scheme [4]
and Endorsing Scheme [2] are vulnerable. For instance,
Anonymous Signature [4] can not distinguish fake mes-
sages and thus is vulnerable to internal attack. Mean-
while, Anonymous Signature [4] can not prevent collu-
sion attack. To solve these security problems and pro-
vide a more secure communication, we propose a novel
anonymous and traceable communication scheme (ATCS
scheme) based on the efficient combination of both the
AnonySign scheme in [4] and the endorsing scheme in [2].
Based on the endorsing scheme [2], ATCS aims to improve

the authenticity of the AnonySign scheme [4] to prevent
internal attacks, which can also keep characteristics of
anonymity and traceability in [4].

3.1 Pre-deployment Process

Before deploying a VANET, TA needs to setup anony-
mous signature parameters and assign them to new vehi-
cles.

• System Parameters Setup. Once on, TA gen-
erates system parameters for anonymous signature.
The system parameters are listed as follow:

– Admissible Bilinear Map: ê;

– Random selected prime number: q, t ∈ Z∗q ;

– Cyclic groups of order q: G1 and G2;

– Generator of G1: p;

– Cryptographic hash functions: H1 : (0, 1)∗ →
G1 and H2 : (0, 1)∗ → Z∗q .

TA sets t as its private master key and sets
{ê, G1, G2, q, p,H1,H2} as its public information.

• Handling New Vehicles. Before a new vehicle
leaves the factory or joins in the VANET, TA gen-
erates and assigns it user parameters securely. The
user parameters are listed as follows.

– Public identity of vehiclei: IDi;

– Private key of vehiclei: Di = t−1H1(IDi) and
Si = tHi(IDi).

The user parameters may be replaced periodicity
through V2I communication.

3.2 Threshold Signature Parameters
Setup and Extract Process

Assume that RSUi is in charge of vehicular communica-
tion over Segmenti. Since traffic volume of Segmenti
varies from time to time, RSUi should periodicity carry
out this process to reset and extract threshold signature
parameters.

According to [2], the extended group-based private pro-
tocol takes an adaptive scheme to select threshold sig-
nature parameters, which could be realized without TA.
However, it is quite possible that vehicles would have
to experience several failure attempts before achieving
proper parameters. Therefore, the compound version of
such protocol would be much too costly in selecting proper
parameters. Here, we propose a novel parameter setup
scheme that involves TA to setup parameters, which re-
quires no attempts.

History information is helpful in predicting traffic vol-
ume. For example, we can always expect high traffic vol-
ume in downtown. Moreover, traffic volume in the same
region may not vary too much during one or two minutes.
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Therefore, we assume that using history information, traf-
fic volume can be predicted. Assume that according to
prediction, there are n vehicles entering Segmenti during
the time interval ∆t = t2−t1. With the prediction, RSUi

follows following steps to setup parameters.
Firstly, RSUi randomly generates secret polynomial

f(x) = Σt−1
i=1aix

i + SK with degree t − 1. Then, RSUi

divides n vehicles into r groups so that there are bn/rc ve-
hicles in each group (exact algorithm should be designed
according to road condition). Signature parameters are
listed as follows.

• Randomly selected public information of groupi: αi;

• Secret key share of groupi: SKi = f(αi);

• Secret key of RSUi: SK;

• Public key of RSUi: PK.

For vehicles that enter Segmenti during the time in-
terval ∆t, RSUi assigns them predetermined signature
parameters. Firstly, upon receiving vehiclei’s apply,
RSUi assigns vehiclei to groupi. Then, RSUi sends
{EKi(ai, PK), SKi} to vehiclei(E() can be ID-based en-
cryption function just like D. Boneh et al. proposed in [1]
and Ki is RSUi’s secret key). After receiving such mes-
sage, vehiclei gets threshold signature parameter triple
{αi, PK, SKi}.

3.3 Signature Generation and Verify Pro-
cess

The main process contains two phases: Individual signa-
ture generation and verification phase, integrated signa-
ture generation and verification phase. To trace attackers,
TA should implement the third phase: Trace phase.

• Individual Signature Generation and Verifica-
tion Phase. Assume that V ehiclei intends to broad-
cast safety message m. In this phase, V ehiclei broad-
casts m so that it can be authenticated by nearby
vehicles.

– Broadcast Safety Message
Firstly, vehiclei generates the hash of safety
message m: Hi(m). Then, vehiclei computes
ωi(m) = Hi(m)SKi and broadcasts {m,ωi(m)}.

– Generate Individual Signature
Assume that vehiclei receives the message m.
If {m,ωi(m)} believes that safety message m
conveys real information, vehiclei shall authen-
ticate m by generating its own individual signa-
ture of m. Firstly, vehiclej generates the hash
of safety message m: Hj(m). Then, vehiclej

computes ωj(m) = Hj(m)SKi and sets m∗ =
{αj , ωj} as the authentication message.

– Verify Individual Signature
Upon receiving {m∗, εj}, vehiclei verifies m∗ by
checking whether m∗ is generated by legitimate

user. With signature εj = {Xj , Yj , Zj , Vj},
vehiclei checks if ê(Di, Vj) = ê(Si, Zj +hXj , Yj)
holds. If it holds, m∗ should be generated by le-
gitimate user and is considered as valid. Else
vehiclei reports TA of attack.

• Integrated Signature Generation and Verifica-
tion Phase:
In this phase, vehiclei generates and verifies the in-
tegrated signature of safety message m.

– Generate and Verify Integrated Signature
According to Equation 1, vehiclei should col-
lect at least t different authentication message
{αi, ωj}, which were generated by different se-
cret key share respectively, to compose the
trustworthy signature ω = H(M)SK .

Assume that vehiclei has already received
enough authentication messages from nearby
vehicles. Firstly, vehiclei composes the inte-
grated signature ω = H(M)SK . using Equa-
tion (1). Then, vehiclei checks whether ω is the
correct signature using public threshold signa-
ture parameter PK. If ω is considered as false,
vehiclei shall report TA of attack.

– Generate Anonymous Signature
To prevent possible collusion attack, vehiclei

generates anonymous signature of (m,ω).
Firstly, vehiclei chooses randomly r ∈ Z∗q
and k ∈ Z∗q . Then, vehiclei computes
Xi = kDi, Yi = rDi, Zi = krDi, h =
H2{m‖ω| Xi‖Yi‖Zi}, Vi = k(r + h)Si + rSi

and sets εi = {Xi, Yi, Zi, Vi} as the signa-
ture of {m,ω}. After that, vehiclei broadcasts
{m,ω, εi}.
As we can see in this section, with anonymous
signature εi, any originator of fake messages
could be traced. Moreover, since any vehicle
can’t generate the integrated signature ω of m
without authentication from other vehicles, it is
hard to launch internal attack.

To trace originators of fake messages, TA should
implement the Trace phase:

∗ Trace Phase. Upon receiving fake mes-
sage m, its signature ωi = {Xi, Yi, Zi, Vi}
and a set of identities of possible attack-
ers: {IDS}, TA follows the following steps.
Firstly, TA randomly selects vehiclek whose
user parameters are known to TA and com-
putes T = ê(tXk, tYk). Then, for each
IDj ∈ {IDS}, TA computes Qj = H1(IDj)
and checks if ˆ(tZi, Qj) holds. Once the
equation holds, vehiclej is considered as the
originator of fake message m.
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Table 1: Assumption

Message Size
{m,H(m)SKj} F+H

{m,σ = {m,X, Y, Z, V }} F+L

4 Performance Evaluation and Se-
curity Analysis

In this section, we discuss the performance and security
of ATCS scheme and compare with schemes in [2] and [4]
respectively.

4.1 Performance Evaluation

Assume that RSUj is in charge of vehicular communica-
tion in its coverage area (named Segmentj). To analyze
the performance of ATCS scheme, we calculate the to-
tal size of messages that a vehicle needs to broadcast in
Segmentj .

At first, for simplicity, let F be the size of a safety
message, L be the size of an anonymous signature, and H
be the size of a hash value. We give an example of our
assumption in Table 1.

Then, we assume that in Segmentj , vehiclei needs to
broadcast m safety messages and n authentication mes-
sages. Table 2 shows the calculation result.

After that, for simplicity, we assume that each vehi-
cle has k within-range neighbors and each one needs to
broadcast m safety messages in Segmentj . Thus vehiclei

is expected to receive m×k application for authentication
from its k within-range neighbors. So, for simplicity, we
assume that n ≈ km.

Furthermore, to improve the efficiency, ATCS should
adopt short threshold signature. However, short thresh-
old signature would make communication vulnerable. To
meet the conflicting requirements of security and effi-
ciency, we assume that threshold signature should provide
at least the same level of security as anonymous signature
does. According to [6], 1024-bit traditional discrete loga-
rithm (TDL) system and 160-bit elliptic curve cryptosys-
tem offer approximate the same level of security. Thus,
to offer the same level of security, the signature size of
Anonymous Signature [4] should be 640 bit and the sig-
nature size of Endorsing Scheme [2] would be 1024 bit.
For simplicity, we assume that H ≈ 2L.

Based on previous discussion, we show the approximate
result in Table 3.

According to [12], the WAVE could enable V2V com-
munications over distance of less than 1000m. Since in
general, most cars would move in the speed from 50 km/h
to 140km/h, they won’t stay in Segmentj for too long. In
other words, a car won’t broadcast too many safety mes-
sages and thus m can’t be too large. Therefore, we can
conclude that although the cost of ATCS is much greater

than the cost of Anonymous Signature [4], it’s only 10%
to 25% more than the cost of Endorsing Signature [2].

Therefore, compared with Endorsing Signature [2],
ATCS performs worse in terms of communication cost.
However, ATCS scheme is designed to solve some secu-
rity problems, just as the next section discusses, rather
than improving performance. The additional cost, about
10% to 25%, can be considered as acceptable.

4.2 Security Analysis

In this section, we analyze the security of ATCS by com-
paring it with Anonymous Signature [4] and Endorsing
Signature [2].

1) Some Possible Attacks
In this section, we discuss some possible attacks.
These attacks could break Anonymous Signature [4]
or Endorsing Signature [2]. However, none of them
could successfully break ATCS.

• Anonymous Signature [4].

– Internal Attack
Members with legitimate identity could sign
messages. Since any message with legiti-
mate signature is considered as trustwor-
thy, internal attackers with legitimate iden-
tity could sign fake messages and thus make
them trustworthy. In other words, internal
attackers could broadcast fake messages to
cause traffic jams and even traffic accidents.
Although any originator is traceable, inter-
nal attack could not be prevented before-
hand.

• Endorsing Signature [2].

– Collusion Attack
Collusion attack is always possible. Al-
though endorsing scheme makes it hard to
generate legal signature for fake messages, a
number of attackers above a certain thresh-
old could still sign fake messages. In such
case, Endorsing Signature[2] could not trace
and punish attackers.

– Fake Authentication Messages
Upon receiving apply for authentication:
{m,ωi(m)}, attackers could broadcast fake
authentication messages so as to prevent
any within-range vehicles from generating
trustworthy threshold signature. In such
case, attackers cannot be traced and pun-
ished.

• ATCS Scheme.

– Internal Attack
To generate trustworthy signature, users
have to broadcast messages to get them au-
thenticated by other vehicles. In such case,
fake messages would not be authenticated
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Table 2: The calculation result

ATCS Anonymous Signature[4] Endorsing Scheme[2]
Safety message with F+H F+H
individual signature

Authentication Approximate 2H+L Approximate 2H
messages

Safety message with F+H+L F+L F+H
integrated signature

Total 2mF+(2m+2n)H+(m+n)L mF+mL 2mF+(2m+2n)H

Table 3: Approximate result

ATCS Anonymous Signature[4] Endorsing Scheme[2]
Size 2mF+4mL(k+1)+m(k+1)L mF+mL 2mF+4mL(k+1)

and thus most internal attack could be pre-
vented beforehand.

– Collusion Attack
Since TA could trace any originator. Even
if ATCS could not prevent collusion attack
beforehand, attackers could be traced and
punished.

– Fake Authentication Messages
Since any authentication message is signed
by anonymous signature, attackers are
traceable and thus could prevent such at-
tack.

2) Overall Discussions
Raya and Aubaux [11] described a security architec-
ture of VANETs, Parno and Perrig [10] proposed pos-
sible threat in VANETs. Based on these works, be-
fore the overall discussion, we present some security
requirements for V2V communications in Table 4.

• Anonymous Signature. As we can see in Sec-
tion 2.1, Anonymous Signature [4] is an Identity-
Based Signature scheme. Such signature scheme can
provide anonymity and traceability in broadcast us-
ing Weil Pairing. Applying this scheme, receivers
can verify whether messages are from legal mem-
bers without any knowledge of originators. More-
over, any originators could be traced by TA. Thus
anonymous signature [4] could meet the require-
ment of message integrity, entity authentication, non-
repudiation, anonymity, unlinkability and traceabil-
ity. However, such scheme could not help prevent
internal attack.

• Endorsing Signature. As we can see in Sec-
tion 2.2, Endorsing Signature [2] makes use of group-
based (t, n)-threshold signature scheme to provide
anonymity and authenticity in broadcast. Applying
this signature scheme, fake messages may not get au-

thenticated and thus would not be signed. More-
over, group-based signature could preserve origina-
tors’ identity. Thus Endorsing Signature [2] could
meet the requirement of message integrity, entity
authentication, anonymity, unlinkability and Group
Authentication. However, collusion attack is always
possible. Once collusion attack occurs, originator of
fake messages would be untraceable. Furthermore,
Endorsing Signature [2] could not distinguish fake
authentication messages.

• ATCS Scheme. As the description in Section 3,
ATCS scheme makes use of the combination of both
Weil Pairing and (t, n)-threshold signature to pro-
vide anonymity, traceability and authentication in
broadcast. Applying this signature scheme, fake mes-
sages can not get authenticated and thus would not
be signed. Moreover, group-based signature could
preserve originators’ identity. Furthermore, any orig-
inator is traceable. Thus, ATCS could meet the re-
quirement of Message integrity, entity authentica-
tion, non-repudiation, anonymity, traceability and
group authentication.
Based on previous discussion, we present the result
in Table 5.

According to the above discussion, both AnonySign
scheme [4] and Endorsing scheme [2] are vulnerable to
some possible attacks and thus can’t meet all the secure
requirements for V2V communication. In comparison,
ATCS scheme could prevent these possible attacks and
thus could meet all the secure requirements for communi-
cation. Therefore, we conclude that ATCS is more secure.

5 Conclusion and Future Works

In this paper, we propose a novel signature scheme. This
signature provides anonymity, traceability and authenti-
cation in broadcast. Our proposed ATCS scheme, makes
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Table 4: Security requirements

Requirements Detail description
Message Integrity Any receiver could verify whether the safety message was altered during the

transmission. In other words, nobody can forge the signature.
Entity Authentication A receiver can verify whether the sender is a legal member.
Non-Repudiation The real originator cannot deny that he/she generated the message.
Anonymity Secure communication would not reveal any identity information of

sender and receiver.
Unlinkability Different interactions of the same user cannot be related.
Traceability With TA, any originator of safety messages can be traced.
Group Before broadcasted, a message should be verified by a group of users
Authentication and get authenticated.

Table 5: Security requirements

AnonySign scheme[4] Endorsing scheme[2] ATCS scheme[2]
Message Integrity Yes Yes Yes

Entity Authentication Yes Yes Yes
Non-Repudiation Yes No Yes

Anonymity Yes Yes Yes
Unlinkability Yes Yes Yes
Traceability Yes No Yes

Group Authentication No Yes Yes

use of effective combination of Weil Pairing and group-
based (t, n)-threshold signature. Based on the endorsing
scheme [2], ATCS scheme aims to provide the authentic-
ity of the AnonySign scheme [4] to prevent internal at-
tacks, which can also keep characteristics of anonymity
and traceability in [4]. According to the performance
evaluation compared with Endorsing Signature [2], the
additional cost of our proposal is acceptable.

In the future works, we will implementation scheme
in the demo test bed and we will focus on communica-
tion cost, computing cost and storage cost cased by the
scheme.
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