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Abstract

Remote authentication is a method to authenticate
remote users over insecure communication channel.
Password-based authentication schemes have been widely
deployed to verify the legitimacy of remote users. Very re-
cently, Hsiang et al. pointed out that Yoon et al’s scheme
is vulnerable to parallel session attack, masquerading at-
tack and password guess attack. They proposed an im-
proved scheme to remedy these pitfalls. They claimed
their scheme can against parallel session attack, mas-
querading attack and password guess attack. However,
we find that Hsiang et al.’s scheme is vulnerable password
guess attack, masquerading user attack and masquerad-
ing server attack.

Keywords: Attacks, authentication, cryptanalysis, secu-
rity, smart card

1 Introduction

Remote authentication is a method to authenticate
remote users over insecure communication channel.
Password-based authentication schemes have been widely
deployed to verify the legitimacy of remote users. In
1981, Lamport [8] proposed a password-based authentica-
tion scheme using password tables to authenticate remote
users over insecure network. Since then, many password-
based authentication schemes were proposed to improve
the security, efficiency or cost [1, 2, 3, 4, 6, 7, 9, 10, 12,
13, 14].

In 2000, Huang et al. [3] presented a password-based
remote user authentication scheme using smart cards.
However, Chien et al. [1] found Huang et al.’s scheme
could not withstand masquerade attack and proposed
an efficient password based remote user authentication
scheme. In 2003, Ku et al. [6] pointed out that Chien
et al.’s scheme is vulnerable to a reflection attack, inside
attack, and is not reparable. Ku et al. also proposed
an improved scheme to eliminate the security vulnerabil-
ity of Chien et al.’s scheme. Yoon et al. [14] found that
Ku et al.’s scheme was still susceptible to parallel session

attack and insecure for changing the user’s password in
password change phase. Yoon et al. also developed an
improved scheme.

Very recently, Hsiang et al. [2] pointed out that Yoon
et al’s scheme is vulnerable to parallel session attack,
masquerading attack and password guess attack. They
proposed an improved scheme to remedy these pitfalls.
They claimed their scheme can against parallel session
attack, masquerading attack and password guess attack.
However, we find that Hsiang et al.’s scheme is vulnera-
ble password guess attack, masquerading user attack and
masquerading server attack.

The rest of the paper is organized as follows: Section
2 briefly reviews Hsiang et al.’s scheme. Section 3 elabo-
rates the cryptanalysis of their scheme. At the end, Sec-
tion 4 concludes this paper.
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2 Review of Hsiang et al.

Scheme

S

The notations used throughout this paper are described
as in the following.

e U: a user.

I1D,, PW,: U’s identifier and password, respectively.

CARD: U’s smart card.

e S: a remote server.

e 1: S’s secret key.

Ty, Ts: U’s current timestamp and S’s current times-
tamp, respectively.

e h(): a hash function.

e @: bitwise XOR operation.

X — Y{M}: X sends a message M to Y over a
common communication channel.
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Hsiang et al.’s scheme, involves four phases, the registra-
tion phase, the login phase, the verification phase, and
the password change phase, which can be described as in
the following.

Registration phase. In this phase, the user U initially
registers with the server S.

1) U chooses his IDy, PWy and a random number b,
then computes h(PWy) and h(b @ PWy). At last,
U sends I Dy, h(PWy) and over a secure communi-
cation channel to S.

2) Upon receiving IDy, g(PWy) and h(b & PWy), S
checks if it is U’s first registration. If it is, creates an
entry for in the account database and stores n = 0
in the entry. Otherwise, S sets n = n + 1 in the
existing entry for U. Next, S computes EIDy =
h(IDy || n), P =h(EIDy®z), R = POh(b&PWYy),
and V = h(P @ h(PWy)). At last, S stores the
secure information V', R and h(-) into U’s smart card
CARD and gives the smart card to U.

3) Upon receiving CARD, U enters b into his smart
card.

Login phase. In this phase, the user U sends a login
request message to the server S whenever U wants to
access some resources upon S.

1) U inserts his smart card, CARD, into a smart card
reader and then inputs his /Dy and PWy.

2) Using PWy, the smart card computes C; = R&h(bD
PW) and Cy = h(Cy @ Ty ), where Ty is the current
timestamp.

3) U— S{ID,TU,CQ}.

Verification phase. In this phase, the server S verifies
the authenticity of the login message requested by the
user U.

1) Upon receiving the message ID,Ty,Co, S checks
IDy and Ty. If either IDy or Ty — Ty < 0. S
rejects U’s login request. Otherwise, S computes
h(h(EIDy ®x) @ Ty). If the computed result equals
the received Cs, S accepts U’s login request and com-
putes C3 = h(h(EID @& x) ® Ts), where Ts is S’s
current timestamp. Otherwise, S rejects U’s login
request.

2) S — U{Ts,04}.

3) Upon receiving the message {Ts, Cs}, U checks Tg. If
T is invalid or equals Ty, U terminates this session.
Otherwise, U computes h(C; @ Ts), then compares
the result to the received C3. If equal, U successfully
authenticates S.

Password change phase. In this phase, the user U
changes his password any time he wants.
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1) U inserts his smart card into a smart card reader and
then types in his I Dy and PWy.

2) The smart card computes P* = R® h(b® PW) and
V* = h(P*h(PWy)).

3) The smart card compares V* with the stored V in
smart card. If they are not equal, the smart card
rejects the password change request. Otherwise, U
chooses a new password PW/,.

4) The smart card then computes R’ = R®h(b® PWY;)
and V. It now replaces R and V with newly updated
R’ and V', respectively.

3 Weaknesses Analysis of Hsiang
et al.’s Scheme

We assume that an attacker A has total control over the
communication channel between the user U and the re-
mote server S, which means that he can insert, delete, or
alter any messages in the channel. According to the re-
searches in [5, 11], all existing smart cards are vulnerable
since the secret values stored in a smart card could be ex-
tracted by monitoring its power consumption. Therefore,
we further assume that the attacker A can steal the user’s
smart card and extract the values stored in the smart
card. Under these two assumptions, we will examine some
weaknesses of Hsiang et al.’s remote user authentication
method.

3.1 Password Guess Attack

In Hsiang et al.’s scheme, V, R,b, and h(-) are stored in
the smart card after registration. It’s easy to say that
there is the following relation between V, R and b about
PWy.

V = h(R&h(b®d PWy) @ h(PWy)).
Then the adversary can carry out the off-line password
guessing attack using the relation. The detailed descrip-
tion of the attack is as follows. Fist, A get the value of
V, R and b using the method in [5, 11]. Then A can carry
out the password guess attack using V, R and b. The pro-
cess of the off-line password guessing attack is as follows.

1) A selects a password PW's from a uniformly dis-
tributed dictionary D.

2) A computes V' = h(R @ h(b® PW') @ h(PW')).

3) A then verify the correctness of PW’ by checking
that V' is equal to V.

4) A repeats steps 1, 2, and 3 of this phase until the
correct password if found.
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3.2 Masquerading User Attack

Once the adversary A obtained PW through above at-
tack, he/she can get the value P by computing P =
R® h(b® PWy). A can forge U’s login message by com-
putes Cy = g(P & TY;), and sending ID,Ty and Cs to
S, where T7; is current timestamp. It is easy to say the
forged message can pass S’s verification. Hence, Hsiang
et al.’s scheme is vulnerable to masquerading user attack.

3.3 Masquerading Server Attack

Once the adversary A obtained the value P by the above
method, he can masquerade the serve as follows.

Upon intercepting the message I D, Ty and Cs, A com-
putes Cs = h(P & h(T%)), where T¢ is the current times-
tamp. Then A masquerades the server S and sends
{T§, Cs} to the user U. It’s easy to say that the message
T¢, Cs can pass U’s verification. Hence, S.-K. Kim et al.’s
scheme is vulnerable to masquerading server attack.

4 Conclusion

Smart card-based user authentication technology has
been widely deployed in various kinds of applications,
such as remote host login, withdrawals from automated
cash dispensers, and physical entry to restricted areas.
In 2009, Hsiang et al. proposed a mutual authentica-
tion scheme using smart cards and showed their scheme
can against parallel session attack, masquerading attack
and password guess attack. However, we have demon-
strated that Hsiang et al.’s scheme is vulnerable password
guess attack, masquerading user attack and masquerad-
ing server attack. For this reason, Hsiang et al.’s scheme
is insecure for practical application. It is important that
security engineers should be made aware of this, if they
are responsible for the design and development of smart
card-based user authentication systems.
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