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Abstract

We introduce some modifications to the widely deployed
Kerberos authentication protocol. The principle’s secret-
key will be independent of the user password to overcome
the weak passwords chosen by the network principal that
are susceptible to password guessing attacks, the main
drawback of the Kerberos protocol. Instead, the Kerberos
Distribution Center saves a profile for every instance in
its realm to generate the principle’s secret-key by hashing
the profile, and encrypting the output digest. Besides,
the lifetime of the secret-key is controlled using the sys-
tem clock. Triple-Des is used for encryption, SHA-256 for
hashing, and Blum Blum Shub for random number gen-
eration.
Keywords: Access control, authentication protocols, au-
thorization, computer network security, Kerberos

1 Introduction

An elaborate set of protocols and mechanisms have been
created to deal with information security issues. The tech-
nical means to achieve information security in an elec-
tronic society are provided through cryptography. The
cryptography is the study of mathematical techniques
related to aspects of information security such as confi-
dentiality, data integrity, access control, and authentica-
tion. Confidentiality is a service used to keep the contents
of information from all but those authorized to have it.
There are numerous approaches to provide confidentiality,
e.g. the mathematical algorithms which render data un-
intelligible. Data integrity is a service that addresses the
unauthorized alteration of data. To assure data integrity,
one must have the ability to detect data manipulation
by unauthorized parties. Data manipulation includes in-
sertion, deletion, and substitution. Access control is the
ability to limit the access to authorized users and appli-
cations. To achieve this, each entity trying to gain access
must first be identified, or authenticated, so that access

rights can be assigned to individuals. Authentication is
a service related to identification. It is a fundamental
building block for a secure networked environment. If a
server knows the identity of a client, it can decide whether
to provide the service, whether the user should be given
special privileges, and so forth. In other words, autho-
rization and accounting schemes can be built on top of
authentication resulting in the required security to the
computer network system.

Protocols play a major role in cryptography and are es-
sential in meeting cryptographic goals. We need protocols
to apply cryptographic algorithms and techniques among
the communicating parties. Encryption schemes, hash
functions, and random number generation are among the
primitives which may be utilized to build a protocol. A
cryptographic protocol is a distributed algorithm defined
by a sequence of steps precisely specifying the actions re-
quired of two or more entities to achieve a specific secu-
rity objective. The whole point of using cryptography in
a protocol is to detect or prevent attacks.

We will begin with describing the motivation for the
Kerberos approach and its environment in Section 2.
Then, we will present a brief overview of the related work
in Section 3. After that, we will outline the Kerberos
messages exchange and we will analyze the publicly re-
leased versions of Kerberos Version 4 and Version 5 in
Section 4. While in Section 5, we will discuss the Ker-
beros drawbacks. Then, in Section 6, we will examine the
details used in our proposed implementation, address its
associated database, comparing it with the previous ver-
sions, list its security properties and describe our testing
environment and our testing results. Finally, we will sum-
marize our conclusions and our future work in Section 7.

2 Motivation

Today, more common in computer network architec-
ture is a distributed architecture consisting of dedicated
user workstations (clients) and distributed or centralized
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servers. In this environment, network connections to
other machines are supported. Thus, we need to pro-
tect user information and resources housed at the server.
The authentication service in these environments can be
achieved by using Kerberos. It is one of the most widely
used authentication protocols. It addresses an open dis-
tributed environment in which users at workstations wish
to access services on servers distributed throughout the
network.

Kerberos employs one or more Kerberos servers (KDC:
Kerberos Distribution Center) to provide an authentica-
tion service. The overall scheme of Kerberos is that of
a trusted third party that uses a protocol based on that
proposed by Needham and Schroeder [12]. It is trusted
in the sense that clients and servers trust Kerberos to
mediate their mutual authentication.

Kerberos relies exclusively on symmetric encryption,
making no use of public-key encryption. Most of the se-
cure routing protocols rely on public key infrastructures
(PKI) to authenticate communicating nodes. Although
PKI is secure, it is based on asymmetric cryptography
and hence requires excessive processing and communica-
tion resources [8]. This resource hungry feature makes
PKI based systems more susceptible to Denial of Service
attacks. In contra

3 Related Work

3.1 Kerberos History

Massachusetts Institute of Technology (MIT) developed
Kerberos to protect network services provided by Project
Athena. Several versions of the protocol exist; versions
1-3 occurred only internally at MIT. Many members of
Project Athena contributed to the design and implemen-
tation of Kerberos [13]. In [5] there is a dialogue that
was written in 1988 to help its readers understand the
fundamental reasons for why the Kerberos V4 protocol
was the way it was. It was amazing how much this di-
alogue was still applicable for the Kerberos V5 protocol.
Although many things were changed, the basic core ideas
of the protocol have remained the same. Miller and Neu-
man are the primary designers of Kerberos Version 4 with
contributions from Saltzer and Schiller [22]. They pub-
lished that version in the late 1980s, although they had
targeted it primarily for Project Athena. Version 5, de-
signed by Kohl and Neuman, appeared as RFC 1510 in
1993 [11] (made obsolete by RFC 4120 in 2005 [14]), with
the intention of overcoming the limitations and security
problems of version 4.

In 2007, MIT formed the Kerberos Consortium along
with some of the major vendors and users of Kerberos
such as Sun Microsystems, Apple, Google, Microsoft, etc.,
to foster continued development. The MIT Kerberos Con-
sortium was created to establish Kerberos as the univer-
sal authentication platform for the world’s computer net-
works.

3.2 Kerberos Security

Security of Kerberos has been analyzed in many works,
e.g. [1, 2, 3, 10, 21, 23] and [24]. Most commonly analyzes
identify certain limitations of Kerberos and sometimes
propose fixes. This leads to the evolution of the proto-
col when a new version patches the known vulnerabilities
of the previous versions. The current version Kerberos V5
is already being revised and extended [14, 18], and [17].
Butler, Cervesato, Jaggard, and Scedrov have analyzed
portions of the current version of Kerberos and have for-
mally verified that the design of Kerberos’ current version
meets the desired goals for the most parts [6]. Boldyreva
and Kumar at 2007 take a close look at Kerberos’ encryp-
tion and confirm that most of the options in the current
version provably provide privacy and authenticity [4].

3.3 Kerberos Applications

Kerberos is also used in wireless applications. Erdem pro-
posed a high speed 2G wireless authentication systems
based on Kerberos [7]. He used DES, 3DES and AES as
secret-key crypto algorithms. He also used SHA-1 mes-
sage digest algorithm to hash the message blocks. Besides,
Pirzada and McDonald discuss how Kerberos is used for
authentication in mobile ad-hoc networks [16].

Kerberos is also introduced to be used in IPv6 net-
works. Sakane, Okabey, Kamadaz, and Esakix describe
a method to establish secure communication using Ker-
beros in IPv6 networks [19]. They propose a mechanism
to achieve access control using Kerberos and to deal with
address resolution using Kerberos with modification.

Nitin et al. present an image based authentication sys-
tem using Kerberos protocol at 2008 [15]. That paper is
a comprehensive study on the subject of using images as
a password and the implementation of Jaypee University
of Information Technology (JUIT) Image Based Authen-
tication (IBA) system called as JUIT-IBA using Kerberos
protocol.

Kerberos has grown to become the most widely
deployed system for authentication and authorization
in modern computer networks. Kerberos is currently
shipped with all major computer operating systems and
is uniquely positioned to become a universal solution to
the distributed authentication and authorization problem
of communicating parties [9].

4 Kerberos Overview

4.1 Kerberos Authentication Dialogue

The Kerberos protocol allows a client to repeatedly be
authenticated to multiple servers assuming that there is
a long-term secret key shared between the client and
Kerberos infrastructure. The client long-term secret key
was generated using the client’s password ([20] describes
the password to key transformation technique that is
presented by the standard specification). A simplified
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overview of the Kerberos actions is shown in Figure 1.
Exchange between the client and the Kerberos AS (Au-
thentication Server) in Messages 1 and 2 are used only
when the user first logs in to the system. Exchange be-
tween the client and the Kerberos TGS (Ticket Granting
Server) in Messages 3 and 4 are used whenever a user
authenticates to a new server. Message 5 is used each
time the user authenticates itself to a server. And finally,
Message 6 is the mutual-authentication response by the
server.

Figure 1: An overview of the Kerberos authentication
dialogue

4.2 Kerberos 4 Message Exchange

If a client wishes to be authenticated to an application
server, the standard run of Kerberos will accomplish this
through three successive phases; the expected messages
flow in these phases is shown in Figure 2 and proceeds as
follows:

• In the first phase, the client sends a request to the
Kerberos Authentication Server (AS) requesting a
ticket granting ticket tickettgs to be used in the sec-
ond phase with the Ticket Granting Server (TGS).
The AS is expected to reply with a message con-
sisting of a ticket granting ticket tickettgs of lifetime
lifetime2 and an encrypted component containing a
fresh session key Kc,tgs to be shared between the
client and the TGS. Another copy of this session key
is contained in the Ticket granting ticket and is en-
crypted using the long-term secret key of the TGS

Ktgs which is shared between TGS and Kerberos in-
frastructure (the AS can access the database of Ker-
beros infrastructure). The information directed to
the client is encrypted under the client’s long-term
secret key KC.

• In the second phase, the client forwards the
ticket granting ticket, along with an authentica-
tor AuthenticatorC1 encrypted with the session key
Kc,tgs obtained in the first phase, to the TGS, re-
questing a service ticket to be used in the third phase
with the application server. The TGS is expected
to reply with a message consisting of an applica-
tion server ticket ticketV of lifetime lifetime4 and
an encrypted component containing a fresh session
key Kc,v to be shared between the client and the
application server. Another copy of this session key
is contained in the application server ticket ticketV
and is encrypted using the long-term secret key of
the application server KV which is shared between
the application server and the Kerberos infrastruc-
ture (the TGS can access the database of the Ker-
beros infrastructure). The information directed to
the client is encrypted with the session key of the
first stage Kc,tgs.

• In the third phase, the client forwards the applica-
tion server ticket ticketV, along with a new authen-
ticator AuthenticatorC2 encrypted with the session
key obtained in the second phase Kc,v, to the ap-
plication server, requesting certain service. The ap-
plication server ticket plus the secret session key are
the client’s credentials to be authenticated to a spe-
cific application server. If all credentials are valid,
the application server will authenticate the client and
provide the service. The acknowledgement message
from the application server is optional and used only
when the system requires mutual-authentication by
the application server.

4.3 Kerberos 5 Message Exchange

Kerberos 5 authentication dialogue is shown in Figure 3.
This is best explained by comparison with Version 4 (Fig-
ure 2). In Message (1), the following new elements are
added:

• Realm: Indicates the realm of the client. Where
the realm represents the nodes that are managed by
a single KDC; i.e. share the same Kerberos database.

• Options: Used to request that certain flags be set in
the returned ticket. These flags are an added feature
in Kerberos 5.

• Times: Used by the client to request the following
time settings in the ticket:

1) from: the desired start time for the requested
ticket.
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Figure 2: Kerberos 4 authentication dialogue

Figure 3: Kerberos 5 authentication dialogue
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2) till: the requested expiration time for the re-
quested ticket.

3) rtill: this field is only present in tickets that
have the RENEWABLE flag set in the flags
field. It indicates the maximum end-time that
may be included in a renewal.

• Nonce: it is a random value to be repeated in Mes-
sage (2) to assure that the response is fresh and has
not been replayed by an opponent.

Let us now compare the ticket-granting service ex-
change for versions 4 and 5. We see that Message (3)
in Figure 3 includes requested times and options for
the ticket and a nonce, all with functions similar to
those of Message (1).

Finally, for the client/server authentication ex-
change, several new features appear in Version 5. In
Message (5), the client may request as an option that
mutual authentication is required. The authenticator
includes several new fields as follows:

• Subkey: The client’s choice for an encryption key to
be used to protect this specific application session. If
this field is omitted, the session key from the ticket
(Kc,v) is used. If the client selects a sub-session key,
care must be taken to ensure the randomness of the
selected key.

• Sequence number: An optional field that specifies
the starting sequence number to be used by the server
for messages sent to the client during this session (to
detect replays).

After that, the server responds with Message (6). This
message includes the timestamp from the authenticator.
The subkey field, if present, overrides the subkey field of
Message (5). The optional sequence number field specifies
the starting sequence number to be used by the client.

5 Kerberos Drawbacks

The protocol weaknesses can be stated as follows:

1) Kerberos is vulnerable to password guessing attacks.
The Kerberos message includes material encrypted
with a key based on the client’s password. An op-
ponent can capture this message and attempt to de-
crypt it by trying various passwords. If the result of
a test decryption is of the proper form, then the op-
ponent has discovered the client’s password and may
subsequently use it to gain authentication credentials
from Kerberos. Remember that when a user requests
the ticket-granting ticket, the answer is returned en-
crypted with a key derived by a publicly-known al-
gorithm from the user’s password.

2) The system clocks of the hosts that are involved in
the protocol should be synchronized. The tickets
have a time availability period and if the host clock is

not synchronized with the Kerberos server clock, the
authentication will fail. In practice, Network Time
Protocol daemons are usually used to keep the host
clocks synchronized.

3) Kerberos requires continuous availability of the
KDC. When the KDC is down, the system will suffer
from the single point of failure problem. This can be
mitigated by using multiple Kerberos servers.

4) There are no standards to explain the administration
of the Kerberos protocol. This will differ between
server implementations.

6 Contributions

6.1 Proposed Modifications to Kerberos

It is obvious that Kerberos is vulnerable to password
guessing attacks. We introduce simple practical modi-
fications to the KDC database to overcome these attacks.
In our modified version of Kerberos, the long-term secret
key of the network principle will be independent of the
principle’s password. Instead, the KDC will save a profile
for every instance in the realm that it manages. The type
of the profile data contents may be audio, video, image,
or simply text data. The KDC database may have mixed
types of profiles. The network principle may be a client
or a server. Every principle in the network is registered
in the KDC database by the principle ID. Then the KDC
maps this ID to the proper profile where the profile is
named with the principle’s ID that belongs to that pro-
file. In order to generate the principle’s secret key, we
apply a hashing algorithm to the principle’s profile and
then encrypt the output digest. We control the lifetime of
the secret key using the current KDC system time that is
appended to the principle’s profile every predefined period
(this period is a design parameter, i.e. a site constant).
By this way, we change the input to the hashing function,
and consequently, the output of the hashing function and
the secret key will change too. The block diagram of Fig-
ure 4 illustrates our proposed scheme.

Figure 4: Secret key generation block diagram

6.2 Proposed Implementation

Our authentication dialogue is presented in Figure 5. The
elements of each message in the proposed modified Ker-
beros are explained in Tables 1, 2, and 3.
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Table 1: The elements of the proposed modified Kerberos (a)Authentication Service Exchange

Nonce1 TGS returns service-granting ticket
IDtgs Confirms that this ticket is for the TGS.

tickettgs Key shared only by the client and the TGS.
Ktgs Copy of session key accessible to client created by TGS to permit secure exchange between the client

and the application server.
Flags The times settings of the returned server ticket (from, till, renew till).
Kc,tgs Repeat for the random value of message 3.

IDC Confirms that this ticket is for the application server which identity is V.
ADC Reusable so that client does not need to request a new ticket from TGS for each access to the same

server.
Times Ticket is encrypted with key known only to TGS and server, to prevent tampering.

Table 2: The elements of the proposed modified Kerberos (b) Ticket-Granting Service Exchange

Message (3) Client requests service-granting ticket
Options Requests that certain flags be set in the returned application server ticket.

IDV Tells TGS the application server identity that the client requests access to.
Times Requests certain time settings in the returned server ticket (from, till, renew till).

Nonce2 Random value to be repeated in Message (4) to avoid replay attack.
tickettgs Assures TGS that this user has been authenticated by AS.

AuthenticatorC1 Generated by client to validate ticket. It assures TGS that the ticket presenter is the same as
the client for whom the ticket was issued; has very short lifetime to prevent replay.

Kc,tgs Authenticator is encrypted with key known only to client and TGS, to prevent tampering.
IDC Must match ID in the TGS ticket to authenticate ticket.

ADC Must match address in the TGS ticket to authenticate ticket.
TS1 Informs TGS of time this authenticator was generated to check the authenticator’s validity.

Message (4) TGS returns service-granting ticket
IDC Confirms that this ticket is for the TGS.

Kc,tgs Key shared only by the client and the TGS.
Kc,v Copy of session key accessible to client created by TGS to permit secure exchange between

between the client and the application server.
Times The times settings of the returned server ticket (from, till, renew till).

Nonce2 Repeat for the random value of message 3.
IDV Confirms that this ticket is for the application server which identity is V.

TicketV Reusable so that client does not need to request a new ticket from TGS for each
access to the same server.

KV Ticket is encrypted with key known only to TGS and server, to prevent tampering.
Flags The flags of the returned server ticket.
Kc,v Copy of session key accessible to client; used to decrypt authenticator, thereby

authenticating ticket.
IDC Indicates the rightful owner of this ticket.

ADC Prevents use of ticket from workstation other than one that initially requested the ticket.
Times The times settings of the server ticket (from, till, renew till).
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Table 3: The elements of the proposed modified Kerberos (c) Client/Server Authentication Exchange

Message (5) Client requests service
Options Requests mutual authentication from the server.
TicketV Assures server that this user has been authenticated by TGS.

AuthenticatorC2 Generated by client to validate ticket. It assures server that the ticket presenter is the
same as the client for whom the ticket was issued; has very short lifetime to prevent replay.

Kc,v Authenticator is encrypted with key known only to the client and the application server.
IDC Must match ID in the server ticket to authenticate ticket.

ADC Must match address in the server ticket to authenticate ticket.
TS2 Informs server of time this authenticator was generated and used to check the authenticator’s

validity.
Subkey The client’s choice for an encryption key to be used to protect this specific application session.

If this field is omitted, the session key from the ticket Kc,v is used.
Seq. ] An optional field that specifies the starting sequence number to be used by the application

server for messages sent to the client during this session to detect replays.
Message (6) Optional authentication of application server to client

Kc,v Assures the client that this message is from the application server which identity is V.
TS2 Assures the client that this is not a replay of an old reply.

Subkey The server’s choice for an encryption key to be used to protect this specific application session.
If this subkey present, it overrides the subkey field of Message (5).

Seq. ] An optional field that specifies the starting sequence number to be used by the client for
messages sent to the application server during this session to detect replays.

Table 4: Comparison between Kerberos 4, Kerberos 5, and our proposed implementation

Comparison Item Kerberos 4 Kerberos 5 Our Proposed Implementation
Password attack Vulnerable Vulnerable Keys are independent of password
Times No times From, till, renew till From, till, renew till
Encyption technique DES Encryption key is tagged Triple-DES

with type & length
Double encryption Found Not found Not found
in message 2 & 4
DES mode of PCBC (not standard) The standard CBC mode The standard CBC mode
operation
Session key 1/lifetime Client & server may negotiate Client & server may negotiate

for sub-session key for sub-session key for sub-session key
(1/connection) (1/connection) (1/connection)

Network address IPv4 Any (network address is IPv4
tagged with type)

Ticket lifetime 1280 minutes maximum Arbitrary (determined Arbitrary (determined
by start & end times) by start & end times)
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Figure 5: Authentication dialogue for the proposed mod-
ified Kerberos

6.3 Comparison Between our Implemen-
tation And Previous Versions

Our implementation complies with Kerberos 5 in almost
all parts except that the principle’s long-term secret key
is independent of its password. A comparison between
Kerberos 4, Kerberos 5 (the publicly released version of
Kerberos) and our proposed implementation is depicted
in Table 4:

• Both Kerberos 4 and Kerberos 5 are vulnerable to
password guessing attack but our implementation
overcomes this problem and that is the main con-
tribution of our work.

• In both Kerberos 5 and our implementation, the
client requests certain time settings from the server
by the message element “Times” which is subdi-
vided into three subelements (from, till, and re-
new till). The “Times” message element is absent
in Kerberos 4.

• Version 4 requires the use of DES. In Version 5, ci-
phertext is tagged with an encryption type identifier
so that any encryption technique may be used. We
used the DES encryption technique in our implemen-
tation.

• Double encryption: Note in Figure 2 that tickets pro-
vided to clients in Messages (2) and (4) are encrypted
twice, once with the secret key of the target server
and then again with a secret key known to the client.
The second encryption is not necessary and is com-
putationally wasteful. It is avoided in Version 5 (Fig-
ure 3) and in our implementation (Figure 5).

• Besides, encryption in Version 4 makes use of a non-
standard mode of DES known as Propagating Cipher
Block Chaining (PCBC) ([20] describes this mode

of operation). Security problems have been demon-
strated in that mode [14]. Version 5 makes use of the
standard CBC mode for encryption and our imple-
mentation used that mode too.

• Each ticket includes a session key that is used by the
client to encrypt the authenticator sent to the service
associated with that ticket. In addition, the session
key may subsequently be used by the client and the
server to protect messages passed during that ses-
sion. However, because the same ticket may be used
repeatedly to gain service from a particular server,
there is the risk that an opponent will replay mes-
sages from an old session to the client or the server.
In both Version 5 and our implementation, it is pos-
sible for a client and server to negotiate a sub-session
key to be used only for that one connection. A new
access by the client would result in the use of a new
sub-session key.

• Version 4 requires the use of Internet Protocol (IPv4)
addresses. In Version 5, network address is tagged
with type and length. This allows any network ad-
dress type to be used. Our implementation makes
use of the IPv4 network address.

• The ticket lifetime in Version 4 is encoded in an 8-
bits quantity in units of five minutes. Thus, the max-
imum lifetime that can be expressed is 256×5 = 1280
minutes. In Version 5 and in our implementation,
the ticket includes an explicit start and end times
(the “from” and the “till” of the message element
“Times”), allowing tickets with arbitrary lifetimes.

6.4 Security Properties of our Implemen-
tation

The security properties of the proposed implementation
can be stated as follows:

• The realm principles long-term secret keys are inde-
pendent of the password, thus the proposed imple-
mentation will be susceptible to the password guess-
ing attack.

• Session key secrecy: For any client and any server,
if the TGS generates a symmetric session key Kc,v for
a certain client and certain server, then the intruder
does not learn that session key.

• Confidentiality of Kc,tgs: If the intruder does not
know the long term secret keys (KC and Ktgs) used
to encrypt the session key Kc,tgs generated by the
authentication server AS for use by the client and
the TGS, then the intruder cannot learn Kc,tgs.

• Authentication of ticket-granting ticket
(TGS ticket) and the authenticator
(AuthenticatorC1): If the intruder does not
know the long term key used to encrypt a ticket-
granting ticket, then if the TGS processes a request,
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ostensibly from a client, containing the ticket-
granting ticket and the session key Kc,tgs, then
some Authentication Server created the session key
Kc,tgs for the client to use with the TGS and also
generated this ticket-granting ticket. Furthermore,
if the intruder does not know the long term key that
the authentication server used to send Kc,tgs to the
client, then the authenticator AuthenticatorC1 was
created by the client.

• Confidentiality of Kc,v: If the intruder knows nei-
ther the long term secret key used by a TGS to en-
crypt the service ticket containing a new session key
Kc,v for a client to use with a server nor the session
key used by the client to request the service ticket,
then the intruder cannot learn Kc,v.

• Authentication of the server ticket and the
authenticator (AuthenticatorC2): If the intruder
does not know the long term key used to encrypt a
service ticket for the client to present to an applica-
tion server, then if the server processes a request, os-
tensibly from the client, containing this service ticket
and the session key Kc,v, then some Ticket Grant-
ing Server generated the session key Kc,v for the
client to use with the application server and also cre-
ated the service ticket. Furthermore, if the intruder
never learns the session key which the Ticket Grant-
ing Server used to encrypt Kc,v when sending the
service ticket to the client, then the client created
the authenticator AuthenticatorC2.

Figure 6: A schematic for the testing LAN

6.5 Testing Environment

Our testing LAN is presented in Figure 6 where the KDC
is logically divided into the AS and the TGS. We have
two application servers (Server A and Server B) and four
clients (client1, client2, client3, and client4). We used a
mixed profiles KDC database with 4 profiles correspond-
ing to the four clients (1 audio + 1 video + 1 image + 1
text profiles).

In our implementation, we use Triple-DES in CBC
mode as an encryption algorithm, SHA-256 as a hashing
algorithm, and Blum Blum Shub as a random number
generator algorithm. In our design, the lifetime of the
long-term principle’s secret key is 1 week, the lifetime of
the TGS ticket is 1 day, the lifetime of the application
server ticket is 8 hours, and the lifetime of the authenti-
cator is 5 minutes.

We used different scenarios to test our implementation.
We will examine one of them here. Client 1 (ID: ccc11)
and Client 2 (ID: ccc22) are trying to be authenticated
to Server A (ID: vvv11, IP: 10.0.0.2), while Client 3 (ID:
ccc33) and Client 4 (ID: ccc44) are trying to be authen-
ticated to server B (ID: vvv22, IP: 10.0.0.3). Figures 7,
8, 9, and 10 shows the clients edited values during the
testing scenario. Now we will examine Figure 7. It has
four main sections. They could be explained as follows:

Figure 7: A screen shot for client 1 edited values

1) The first section in the upper left corner of the figure
corresponds to the first communication phase during
which an exchange between the client and the AS
is happened. In that section the client enters some
inputs. They are as follows:

• The IP address and the communication port of
the AS.

• The client’s ID.

• The TGS ID.
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Figure 8: A screen shot for client 2 edited values

Figure 9: A screen shot for client 3 edited values

Figure 10: A screen shot for client 4 edited values

• If the client requests that a ticket granting ticket
may postdated, the ticket may postdate option
should be chosen. It is not chosen in our exam-
ple.

• The requested times parameters for the ticket
granting ticket. They are from date, from time,
till date, and till time.

2) The second section in the upper right corner of
the figure corresponds to the second communication
phase during which an exchange between the client
and the TGS is happened. In that section the client
enters some inputs. They are as follows:

• The IP address and the communication port of
the TGS.

• The application server ID to which the ticket is
requested.

• Some options in the requested application server
ticket. Here we request a valid renewable appli-
cation server ticket. Note that we can not chose
the “Ticket postdate” option since the “Ticket
may postdate” option is not selected in the AS
exchange during the first communication stage.

• The requested times parameters for the appli-
cation server ticket. They are from date, from
time, till date, till time, renew till date, and re-
new till time. Note that if the “Ticket renew-
able” option is not selected, the renew till date
and the renew till time will be absent in the
times parameters.

3) The third section in the lower left corner of the fig-
ure corresponds to the third communication phase
during which an exchange between the client and the
application server is happened. In that section the
client enters some inputs. They are as follows:

• The IP address and the communication port of
the application server.

• A mutual option is chosen to indicate that mu-
tual authentication is requested from the server.

4) The fourth section in the lower right corner of the
figure corresponds to the error message section. If
an error occurred during any communication phase,
an error is displayed in that section.

Notice that in Figure 8 when the renewable option is
not chosen by the client the renew till date and the re-
new till time have no effect and are not edited by the
client. Even if they are edited by the client, they will not
be considered by our implementation. Besides, in Fig-
ure 8 the postdate option is chosen by the client in the
TGS exchange and that is allowed since the may-postdate
option is requested in the AS exchange.
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7 Conclusions

The introduced modifications to the KDC database will
enhance the performance of the protocol since the prin-
ciple’s long-term secret-key will be independent of the
user password. Thus, our modified Kerberos version is
no longer vulnerable to password guessing attacks. We
tested our implementation on a small LAN and we are
looking forward to extend our implementation to cover
cross-realm operations.
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