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Abstract

In this paper, cyclic elliptic curves of the form y? 4+ xy =
23 + az? + b,a,b € GF(2™) with order M is consid-
ered in the design of a Symmetric Key Image Encryp-
tion Scheme with Key Sequence derived from random se-
quence of cyclic elliptic Curve points. P with co-ordinates
(zp,yp) which satisfy the elliptic curve equation is called
a point on elliptic curve. The order M is the total number
of points (x,y) along with 2 = 0o,y = 0o which satisfy the
elliptic curve equation. Least integer N for which NP is
equal to point at infinity O is called order of point P. Then
P, 2P, ... (N-1)P are distinct points on elliptic curve. In
case of cyclic elliptic Curve there exists a point P having
the same order N as elliptic curve order M. A finite field
GF(p) (p> N) is considered. Random sequence {k;} of
integers is generated using Linear Feedback Shift Register
(LFSR) over GF'(p) for maximum period. Such sequences
are called maximal length sequences and their properties
are well established. Every element in sequence {k;} is
mapped to k; P which is a point on cyclic elliptic Curve
with co-ordinates say (z;,y;). The sequence {k;P} is a
random sequence of elliptic curve points. From the se-
quence (x;,y;) several binary and non-binary sequences
are derived. These sequences find applications in Stream
Cipher Systems. Two encryption algorithms - Additive
Cipher and Affine Cipher are considered. Results of Im-
age Encryption for a medical image is discussed in this
paper. Here, cyclic elliptic Curve over GF(28) is chosen
for analysis.

Keywords: Additive cipher, affine cipher, cyclic elliptic
curve, image encryption, stream cipher system

1 Introduction

Security is of utmost importance in present day commu-
nications. But the communication networks such as mo-
bile networks and Internet are public media and are not
suitable for direct transmission of confidential informa-
tion. Sensitive information like medical and legal records,
credit ratings, Business transactions, Voice mail, images
like a protected geographical area of military importance
or drawings which correspond to critical components of
the system, defence information are routinely exchanged
through Internet.

Cryptography is a practical means for protecting these
private information. Cryptosystems are divided between
those that are secret key or symmetric and those that
are public key or asymmetric. There is a further divi-
sion of symmetric cryptosystems into block and stream
ciphers. Block ciphers operate with a fixed transformation
on large blocks of plaintext data; Stream ciphers operate
with a time varying transformation on individual plain-
text digits. Stream ciphers are fast and simple compared
to block ciphers. The main challenge in Stream Cipher
Cryptography is the generation of a long unpredictable
key sequence from a short and random seed key. For a
sequence to be random the period of the sequence must
be large and various patterns of a given length must be
uniformly distributed over the sequence.

The sequence may be generated in various ways, but
nearly all of these methods employ feed back shift regis-
ters. One of the main reasons for this is that they are
easily obtainable [1, 23, 33]. The key stream generators
designed using Linear Feedback Shift Register are eas-
ily analyzed using algebraic techniques. If the feedback
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is non-linear for a given number of stages of shift reg-
ister, the resulting key sequence will be of higher linear
complexity [1, 23] and hence more secure. The key se-
quence generator discussed in this paper is a variation of
the above basic scheme, where, the key sequence elements
are random sequence of elliptic curve points. Consider-
able research has been made in the design and analysis
of pseudo random generators over the last decade. Some
of them are reported in [9, 13, 23]. The key sequence
derived from sequence of cyclic elliptic curve points are
discussed in [29]. It is shown that such sequence satisfy
FIPS-140 and NIST tests. Hence, they are suitable for
cryptographic applications. The random bit generators
based on chaotic maps are discussed in [22], where, the
properties of chaotic systems are used to design a random
bit generator, called CCCBG, in which two chaotic sys-
tems are cross-coupled with each other. The CCCBG can
be used in many applications requiring random binary
sequences and also in the design of secure cryptosystems.

Images are routinely used in diverse areas such as med-
ical, military, science, engineering, art, entertainment, ad-
vertising, education as well as training. With the increas-
ing use of digital techniques for transmitting and storing
images, the fundamental issue of protecting the confiden-
tiality, integrity as well as the authenticity of images has
become a major concern. Recently many chaos-based im-
age encryption schemes were proposed [4] - [27]. Essen-
tially, these schemes can be classified as one class and they
are composed of two parts: Position permutation and Dif-
fusion of pixel value with the same cipher-text feedback
function. The operations involved in the two basic parts
are determined by a random sequence generated by iter-
ating a chaotic dynamic system.

Towards this direction, [6] presents an efficient chaos
based feedback stream cipher (ECBFSC) for image cryp-
tosystems. Mazleena Salleh et al. [27] discuss an alter-
native symmetric-key encryption algorithm for securing
images, namely Secure Image Encryption (SIP) that is
based on chaos. [11] introduced a chaos-based stream ci-
pher, composing two chaotic logistic maps and a large
enough external secret key for image encryption. The ex-
ternal secret key is used to derive the initial conditions for
the chaotic maps, and is employed with the two chaotic
maps to confuse the relationship between the cipher im-
age and the plain image. In the encryption phase, the pix-
els are encrypted using an iterative cipher module based
feedback and data-dependent inputs mechanism for mix-
ing the current encryption parameters with previously en-
crypted information.

To make the cipher more robust against any attack,
the secret key is modified after encryption of each pixel
of the plain image. In [20] a new image encryption ap-
proach using combinational permutation technique is pro-
posed. The main idea behind the work is that image can
be viewed as an arrangement of bits, pixels and blocks.
Zeghid et al. [35] proposes new encryption schemes as a
modification of AES algorithm. The modification is done
by adding a key stream generator, such as (A5/1, W7),
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to the AES image encryption algorithm in order to in-
crease the image security and in turn the encryption per-
formance.

In this paper, cyclic elliptic curves of the form y?+zy =
3 +ax? +0b,a,b € GF(2™),b # 0 is considered. elliptic
curve is essentially a cubic equation in two variables, z
and y, with coefficients from a field satisfying certain con-
ditions. In cryptographic applications the coefficients are
chosen from finite fields of the form GF(2™) [2, 5, 15, 24].
Each pair of (z,y) which satisfies the cubic equation is
called a point on the elliptic curve. The set of all points
on the elliptic curve along with the point at infinity O
constitutes an additive Abelian group where the addition
operation is based on the geometrical properties of elliptic
curve. The total number of points on the elliptic curve
along with the point at infinity O is called order of the
elliptic curve denoted by M.

The order N of a point P on an elliptic curve is defined
as the smallest integer N such that NP = O (point at
infinity) N < M [12, 17, 18]. For certain choice of a and b
it is possible to choose a base point P of highest order N
= M which is square free. That is, square root of M is not
an integer [7]. Further, P, 2P, 3P...MP are the M points
of elliptic curve, where MP is the point at infinity. Such
an elliptic curve is called as cyclic elliptic Curve. In gen-
eral, there are ¢(M) points of order M, where ¢ is Euler’s
Totient Function [12]. A Linear Feedback Shift Register
(LFSR) is used for generating sequence of integers {k;}
modulo p, a prime, where p > M. The properties of such
sequences are well established [1, 25]. Every element in
sequence {k;} is mapped to k; P which is a point on cyclic
elliptic curve with co-ordinates say (x;,y;).

The sequence {k;P} is a random sequence of elliptic
curve points. From the sequence (z;,y;) several binary
and non-binary sequences are derived and their random-
ness properties are investigated in [29]. Choosing a lin-
ear feedback with connection polynomial primitive over
GF(p), can generate periodic sequence with maximum pe-
riod [10]. For any choice of n-stages > 1, an appropriate
feedback connection can be obtained using an n** degree
primitive polynomial over GF (p). It can be shown under
this condition; the sequence {k;} is periodic (with all ini-
tial values ky_1,kn_o ... k1, ko not zero) and is of period
p™ — 1. If the cyclic elliptic Curve is chosen, the random
sequence {k; P} covers all points in elliptic curve and can
be used for encryption and decryption. It can be noted
that the sequence is a sequence of elliptic curve points
with (M-1) elements excluding point at infinity and has
inherent non-linearity. Such sequences find applications
in Stream Cipher Systems [30, 31, 32].

To investigate the random properties of sequences de-
rived from {k; P} sequence, cyclic elliptic curve, y? +zy =
3 +az? + b, a,b € GF(28) is considered [29]. In this
paper, an application of pseudo random sequences based
on the properties of random numbers and cyclic elliptic
curves in image encryption is presented.
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2 The Proposed Random Se-
quence (Generator

As mentioned earlier, the random sequence of elliptic
curve points is generated in two separate stages. In the
first stage, a random sequence {k;} of integers over GF(p)
is generated using Linear Feedback Shift Register (LFSR)
over GF(p). In the second stage, random sequence of el-
liptic curve points is generated using the sequence {k;}.
That is, each element k; of sequence {k;} is mapped to k; P
to get elliptic curve point (x;,y;). The sequence {k; P} =
{(zs,v:)} is a random sequence of elliptic curve points.
Random integer sequence can be generated using linear
recurrence relation defined over finite field GF(p) where
p > N. Such a recurrence relation can be implemented
using LFSR. In general, with n—stages and appropriate
feedback connection, periodic sequence with period p™ —1
can be generated. The sequence {k;} is random sequence
of elements from 0 to p-1. This sequence is referred as
Basic Sequence in this work. The basic sequence is used
to generate the random sequence of elliptic curve points
over GF(2™) as shown in Figure 1.

Randarm (ke
F .
SE$§§ {k;}:-. Sequence {k,F'}.
over GE(p) Generator
i fo
Se=d

Figure 1: Block diagram of the proposed elliptic curve
based pseudo random generator

2.1 Algorithm for Generating Random
Sequence of Cyclic Elliptic Curve
Points

In the proposed scheme, the random sequence of cyclic
elliptic curve points is generated as per the step by step
procedure given below [29]:

1) Construct cyclic elliptic curve y? +zy = 23+ az? +b
by choosing the appropriate constants a and b (b not
equal to zero) over GF'(2™) based on the irreducible
polynomial of degree m over GF(2) [12]. The fol-
lowing algorithm is used to construct cyclic elliptic
curves [21].

Procedure construct( )

repeat
choose E (i.e. a and b) at random
compute M
until M is square free
end
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2) Using exhaustive search, find the order of each point
denoted by N and choose base point P having largest
order N equal to order of the elliptic curve M.

3) Choose a prime integer p greater than the order of
base point P.

4) For LFSR, choose a primitive connection polynomial
over GF (p) of degree n so that maximal length se-
quence can be obtained of period p™ — 1 [10].

5) For each number k; generated, obtain k; P from pre-
computed and stored points P, 2P, 3P, ... (M-1)P.

6) The key sequence is sequence of points k; P = (x;, y;)
on elliptic curve.

The following example illustrates the above algorithm for
generating the random sequence of cyclic elliptic curve
points over GF(2%).

Example 1. An elliptic Curve y? + z¥ = 2% + g*2? + g2
is constructed over GF(2%) based on primitive polynomial
28 + 2t + 2% + 22 + 1 over GF(2) (where g is a primitive
element in GF(28)). Using ezhaustive search, the total
number of elliptic curve points is found to be M=240 in-
cluding O (point at infinity). Also, the order of each point
is found using doubling and addition equations [12], [34].
The mazimum order is found to be N=240. For exam-
ple, P = (g'',¢''%) is chosen as the base point, which
has the order 240. It can be seen that N = M = 240 s
square free. Hence the given elliptic curve group is cyclic.
Further, P,2P,--- ,240P generates all the elements of el-
liptic curve over GF(2%). The random sequence of cyclic
elliptic curve points discussed is generated as follows.

1) A prime integer p = 241 greater than the order of
base point P = (g'', g'1%), N = 240 is chosen.

2) For LFSR, a primitive connection polynomial over
GF(241) of degree 4, f(x) = x* + 240x + 228 is
chosen [10]. z* + 240z + 228 = 0 gives us the
characteristic equation of recurrence relation k; =
—240k;_3 — 228 mod 241, that is, k; = k;—3 + 13,
1 greater than or equal to 4. The feedback coefficients
are 0, 0, 1and 13. The scheme is shown in Figure 2.

ks ke ek ky
Chatpaat
Sequence {k,}
13
—
d 241

Figure 2: A LFSR over GF(241)

3) For each number k; generated, k;P is obtained from
pre-computed and stored points P,2P,3P,--- (N —
1)P. While computing P,2P,3P,--- (N —1)P adding
and doubling rule [12, 17] is used.
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4) The key sequence is sequence of points (x;,y;) on
cyclic elliptic curve.

It is to be noted that, if N is order of any point, then
there are ¢p(N) points of same order. The output sequence
k; generated is a random sequence over GF(241). As
240P is the point at infinity, if the output sequence {k;}
contains 240 or zero, (xz;,y;) becomes indeterminate. To
avoid this, whenever k; is 240 or zero, k; is replaced by
integer, say 5 or 8 respectively.

3 Encryption Algorithms Using
Random Key Sequence of Cyclic
Elliptic Curve Points

Generally elliptic curve is used in public key systems. The
security is based on discrete log problem and has advan-
tages over RSA scheme [17]. In this paper, the usage of
elliptic curves in Private Key Cryptosystems is discussed.
A Stream cipher, which is much faster, compared to Block
cipher, has been developed with key sequences derived
from random cyclic elliptic curve points. Schemes of gen-
eration of random sequence of elliptic curve points are
discussed in Section 2. Its application in Stream Cipher
System for encrypting images is presented here. Eight
schemes of image encryption using sequence {k; P} are de-
signed and comparison of encrypted image is done using
Histogram, Entropy, Correlation Coefficient and Encryp-
tion Time. The algorithms are applicable to other forms
of data like speech samples, text and video apart from
images.

3.1 Additive Stream Cipher System

Here a synchronous additive stream cipher system en-
crypting images is designed where the key sequence de-
rived from a random sequence of elliptic curve points. The
block diagram is as shown in Figure 3. The same key se-
quence {k; P} is used for both encryption and decryption
process.

Sequence of integers Sequence of integers
ITIDThD p LR modulip, Tht
Elliptic Curve Elliptic Curve
baszed Baszed
Eeystream Keystream
Gererator Gererator
kiPl= (X, Pl= (W
Eeystream “.{ Ll ! Eeystream “{k,p} 4 )
Plaintext Plaintext
D——b€1 9—» Ciphertext {—\‘ are g
Ci ~/'t

Figure 3: Elliptic curve based additive stream cipher sys-
tem

Various Encryption and Decryption algorithms are dis-
cussed. Any type of files like text, document or image can

140

be Encrypted and Decrypted byte by byte. In this pa-
per, image encryption is considered as an example. The
key sequence is in the form of z and y coordinates of
randomly generated elliptic curve points, x,y € GF(2°).
Here, plaintext is represented as sequence of image pix-
els, p;. The key sequence is represented as {k; P}, where
P is a base point in the chosen elliptic curve. Let (z;,y;)
be coordinates of k; P, x;,y; € GF(28). The ciphertext is
denoted by c¢;. The length of the message is taken as 'd’
bytes. Here, six different types of Encryption/Decryption
Algorithms are considered and they are given below.

In what follows elements ¢;, p;, ;, ¥i, Lz;, Ly; and Lz;
are elements of GF(2%) and @ is addition operation in
GF(2%).

Scheme-1: Using only x-coordinates of {k;P} as key
sequence [Sequence {z;}]. Here, only x-coordinates
of sequence {k;P} are considered for encryp-
tion/decryption process.

Enciphering algorithm:

01:p1®$1,\72:0,1, ,d—l

Deciphering algorithm:

pl:cZGBxl,Vz:O,l, ,d*l

Scheme-2: Using only y-coordinates of {k;P} as key
sequence [Sequence {y;}]. Here, only y-coordinates
of {k;P} sequence are considered for Encryp-
tion/decryption process.

Enciphering algorithm:

Ci:pi®yi7Vi:O717"' 7d_1

Deciphering algorithm:

pi=c¢ Dy, Vi=0,1,--- ,d—1.

Scheme-3: Using x or y coordinates depending on the
output of another random binary sequence b; gen-
erated using any of the well known techniques [25].
Let z be the i*" key element, then z; = wx; if

Enciphering algorithm:

G =p; ®z,Vi=0,1,--- ,d—1.

Deciphering algorithm:

pi=c¢ Dz,Vi=0,1,--- ,d—l.

Scheme-4: Using only least significant bit (LSB) of
x-coordinates of {k;P} as key sequence [Sequence
{Lx;}]. Here, LSB of x-coordinates of eight consec-
utive random elliptic curve points in the sequence
{k; P} are extracted and formed as a key byte, let it



International Journal of Network Security, Vol.12, No.3, PP.137-150, May 2011

be Lax;. Then it is used for encryption/decryption
process as per the algorithm given below.

Enciphering algorithm:

Czipz@LIZ,V’L:O,l, 7d71.

Deciphering algorithm:

pi:Ci@LIi,Vi:O,l,"'7d71.

Scheme-5: Using only LSB of y-coordinates of {k;P}
as key sequence [Sequence {Ly;}]. Here, LSB of
y-coordinates of eight consecutive random elliptic
curve points in the sequence {k; P} are extracted and
formed as a key byte, let it be Ly;. Then it is used for
encryption/decryption process as per the algorithm
given below.

Enciphering algorithm:

¢ =p; ®Ly;,Vi=0,1,--- ,d— 1.

Deciphering algorithm:

pi=c¢ ® Ly;,Vi=0,1,--- ,d —1.

Scheme-6: Selecting LSB of the sequences generated in
Scheme-4: [Sequence {Lz;}]. Here, z and y coordi-
nates are selected randomly depending on the output
of another random binary sequence b; generated us-
ing any of the well known techniques [25]. Let z; be
the i'" key element, then z; = z; if b = 0,2 = y;
if b; = 1. Extract the LSB of eight such points (z;’s
), and form as a key byte, let it be Lz;. Then it
is used for encryption/decryption process as per the
algorithm given below.

Enciphering algorithm:

szpl@LZHV’L:O,L ,d—l.

Deciphering algorithm:

pZ:CZ@LZZ7V’L:0,1, ,d—]..

3.2 Affine Systems

Generally, affine system is one where addition and mul-
tiplication schemes are used in sequence. In this pa-
per, an elliptic curve based affine stream cipher system
is designed. As mentioned earlier, a random sequence
of elliptic curve points, called {k; P} sequence, is gener-
ated. Both = and y coordinates of random elliptic curve
points are used as keys in two different encryption stages,
one in an additive stage and another in a multiplication
stage as explained in Scheme-7 and Scheme-8. Arithmetic
is in GF(2™). So, this method is a super encryption
scheme. This has an added advantage of increased se-
curity level [33].
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Scheme-7: This scheme uses x-coordinates of {k;P}
as key sequence [Sequence {z;}| in additive stage
and y -coordinates of {k;P} as key sequence [Se-
quence {y;}] in multiplicative stage of affine encryp-
tion/decryption algorithm. When y; is zero use any
non-zero element as key sequence in multiplicative
stage.

Enciphering algorithm:
Ci = (plyl) EBmi,Vz' = Oa 17 T ad_ 1.
Deciphering algorithm:

pi = (ci ®w)y;

where y;” ! is multiplicative inverse of y;,Vi =
0,1,---,d—1.

Scheme-8: This scheme uses y-coordinates of {k;P}
as key sequence [Sequence {y;}] in additive stage
and x-coordinates of {k;P} as key sequence [Se-
quence {z;}] in multiplicative stage of affine encryp-
tion/decryption algorithm. When z; is zero use any
non-zero element as key sequence in multiplicative
stage.

Enciphering algorithm:

Ci = (pi.xi)@yi,Vi:OJ,... d—1.

Deciphering algorithm:

pi=(c; ®y;)x;
where xi_l is multiplicative inverse of z;,Vi =
0,1,---,d—1.

3.3 Computing Entropy and Correlation
Coefficient

The performance of the encryption algorithms discussed
so far are measured by computing Entropy and correlation
coefficient of the encrypted images and then comparing
Entropy and Correlation Coefficient of the input image.

1) Entropy. Entropy is a measure of uncertainty. Higher
the value of entropy of encrypted image, better the
security. The Entropy En of the input image and the
encrypted image is calculated as:

255

> (i) * loga( 1/p(0))-

=0

p(i) = Number of occurrence of a pixel/Total number
of pixel in the image.

2) Correlation Coefficient. The correlation between two
vertically adjacent pixels, two horizontally adjacent
pixels and two diagonally adjacent pixels in plainim-
age/encrypted image respectively is analyzed. The
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procedure is as follows: First, randomly select 1000
pairs of two adjacent pixels from an image. Then,
calculate their correlation coefficient using the fol-
lowing two formulae [6]. In the following, z and y
refer to values of adjacent pixels in the image.

Cov(z,y) = E(z—E(z))(y—Ey)).
. cov(z,y) .
" D(z)D(y)

In numerical computations, the following discrete for-
mulas are used with R = 1000:

1B
1 11_%1
D) = 3 (- B)’ @
i=1
IR
cov(z,y) = EZ(% - E(2))(yi — E(y)) (4)

4 Results of Image Encryption

Eight encryption algorithms using random sequence of el-
liptic curve points as key sequence are discussed above.
These algorithms are used in encrypting various images
and results are discussed [28].In this paper, Example 2
given below gives the encrypted images of an input med-
ical image. The algorithms are compared based on the
histogram, entropy and correlation coefficient.

Example 2. The system is tested for a medical image
(CT scanned brain image) which is a gray scale image
of size 55.4 KB. As mentioned earlier, Medical imaging
systems, where the diagnostic images and videos of all pa-
tients are required to be stored in lossless forms, the only
choice is to use lossless compression or to leave the im-
ages/videos uncompressed [14]. The schemes designed in
this paper are suitable for such cases. The input brain
image and respective encrypted images are shown in Fig-
ure 4. The corresponding histograms are shown in Fig-
ure 5.

Table 1 gives the variation of the histogram which indi-
cates that the Scheme-4 to Scheme-8 are flatter compared
to the histograms of the Scheme-1 to Scheme-38 indicating
that the Scheme-4 to Scheme-8 are superior compared to
Scheme-1 to Scheme-3. Table 2 lists the values of entropy
computed for input and the encrypted images as per the
formula given in Equation 1. The input entropy for the
input medical tmage is 1.951202. It can be seen from the
table that the entropy of the encrypted image is very close
to eight which is the ideal value indicating that every pixel
in the encrypted image occurs with equal probability. In
this example, among Scheme-4 to Scheme-8, the perfor-
mance of Scheme-7 is superior as the value of histogram
variation indicated in Table 1 is 75 which is less compared
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to other schemes and the entropy value of Scheme-7 given
in Table 2 is 7.9971 which is highest compared to all other
schemes.

The horizontal, vertical and diagonal correlation coeffi-
cient of the input BMP image is 0.8356, 0.8217 and 0.7699
respectively. Results of horizontal, diagonal and vertical
directions are obtained as shown in Table 3 through Ta-
ble 5. It is clear from the table, the correlation coefficient
values are small which implies that there is negligible cor-
relation between the two adjacent pixels in the encrypted
image. However, the two adjacent pixels in the plainim-
age are highly correlated. Table 6 indicates the encryption
time consumed by various algorithms. It can be observed
that except the affine stream cipher schemes (Scheme-7
and Scheme-8) other algorithms can run very fast with
less than 0.28 second indicating that it can be effectively
used in medical image transmission applications.

5 Security Aspects of the Pro-
posed System

A good encryption procedure should be robust against
all kinds of cryptanalytic, statistical and brute-force at-
tacks. In this section, security aspects of the present el-
liptic curve based image encryption algorithm will be dis-
cussed. It is seen that the present cryptosystem is secure
against the Statistical, Brute force and cryptanalytic at-
tacks [23, 25, 33]. What follows are the security aspects
of the proposed system using the available techniques of
analysis.

5.1 Key Space

For a secure cryptosystem, the key space should be large
enough to make the brute force attack infeasible. The
present elliptic curve pseudorandom key sequence gener-
ator has a flexible, moderately large key space, which is
estimated as follows:

The key space comprises of - number of stages in shift
register over GF(p), initial contents of shift registers, feed-
back coefficients, possible elliptic curves and base point.
Then the size of key space KS can be estimated as below:

Let the number of stages of LFSR over GF(p) be n.
The number of possible initial values of LFSR is (p™ —1).
The number of possible feedback coefficients is ®(p"™ —

1)/n.

The number of distinct elliptic curves over GF(2™) is
2(2™ —1).

The number of base points in cyclic elliptic curve having
largest order M is ®(M).

Then the total number of possible keys is the size of key
space KS and is equal to the product of the above,

KS=nx(p"—=1)x(®(p" —1)/n*x2(2™ - 1)« d(M).
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i Scheme i Scheme i
Scheme i Scheme & Scheme +
Scheme i Scheme vii Scheme i
E; [npnat 1 : :
Su:helme ; Eﬁ?:r}rpu:?f?mage using secuence{ kg Scheme % Encrypted Iage using seguence] Lyt
Scheme iiEncrypited irage using sequence] v} Scherme vi Encrypted image using sequence Lz .
Scheme il Encrypted itnaze using sequence{z;} Schetms T Emr}rpted HlEge of aﬁ'me s;rstem—schsm&wm
Schere tv Encrypted irage using sequence (L) Schere viil Encrypted image of affine svsterni-scherne v
Figure 4: Input and encrypted images of brain image
Table 1: Difference between maximum and minimum values of histograms of brain image
Scheme-1 | Scheme-2 | Scheme-3 | Scheme-4 | Scheme-5 | Scheme-6 | Scheme-7 | Scheme-8
Variations 528 678 501 100 215 103 75 85
Table 2: Entropies of the encrypted images of brain image
Scheme-1 | Scheme-2 | Scheme-3 | Scheme-4 | Scheme-5 | Scheme-6 | Scheme-7 | Scheme-8
Entropy 7.61 7.665 7.807 7.994 7.978 7.994 7.997 7.996
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Schenee i

Scheme 5i

i

Inptt image

Schetne 1 Encrypted Inage nsing sequence {x)
Schetne liEnerypted inage nsing sequence {1}
Scheme iii Encrypted irmage using sequence{z;}
Schetne &y Encrypted fnage using sequence{ L)

Schetne v Encrypted frnaze using secuence{ Ly}

Schetne w1 Encrypted itvage using sequence Lz

Scheme wii Encrypted image of affine systern-scherme vil
Scherne vili Enerypted irmage of affine syetern-schetne il

Figure 5: Histograms of input and encrypted images of brain image

Table 3: Horizontal correlation coefficient of the encrypted images of brain image

Scheme-1 | Scheme-2 | Scheme-3 | Scheme-4 | Scheme-5 | Scheme-6 | Scheme-7 | Scheme-8
Corr. Coef. 0.002 0.001 -7.0e-004 -0.003 0.006 0.004 -0.001 3.70e-004

Table 4: Vertical correlation coefficient of the encrypted images of brain image

Scheme-1 | Scheme-2 | Scheme-3 | Scheme-4 | Scheme-5 | Scheme-6 | Scheme-7 | Scheme-8
Corr. Coef. 0.0013 -0.0019 0.0023 0.0101 -0.0047 -0.0021 0.0053 1.40e-004

Table 5: Diagonal correlation coefficient of the encrypted images of brain image

Scheme-1 | Scheme-2 | Scheme-3 | Scheme-4 | Scheme-5 | Scheme-6 | Scheme-7 | Scheme-8
Corr. Coef. 0.0073 -2.9e-004 | 4.7e-004 -0.0058 0.0058 0.0043 -3.2e-004 | -5.2e-005

Table 6: Encryption time of the various schemes of encryption of brain image

Scheme-1 | Scheme-2 | Scheme-3 | Scheme-4 | Scheme-5 | Scheme-6 | Scheme-7 | Scheme-8
Time in secs 0.165 0.165 0.165 0.219 0.219 0.274 1.373 1.373
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For a given cyclic elliptic curve,
KS=nx({"—1)x(2(p" —1)/nxd(M),

where M is order of the cyclic elliptic curve and ® is
the Euler’s Totient Function.

It is to be noted that unless all the above elements of
the key space are known to the attacker, decryption using
Brute force attack is difficult.

Consider the Example 1, where the elliptic curve group
chosen is y? + zy = 23 + g*x? + g% over GF(2%) whose
order M=240 and the nearest prime is 241. The key size
in terms of the total number of bits required can be com-
puted as follows:

1) The number of bits for expressing each initial value
is 8. If the number of stages of shift register for gen-
erating k; is ‘n’, the number of bits required for ‘n’
initial values: 8n bits.

2) The number of bits for expressing ‘n’ feedback coef-
ficients: 8n bits.

3) The number of bits for expressing constants ‘a’ and
‘b’ in elliptic curve over GF(2%): 16 bits.

4) The number of bits for expressing elliptic curve base
points (zp,yp) : 16 bits.

So, the size of the secret key is the sum of all the above
(1) to (4) and is equal to (32 + 16n) bits.

In general, for the example considered the key size de-
pends on the number of shift register stages ‘n’ used for
generating k; as shown below:

For n=2, key size is 32+(16)*(2) = 64 bits.
For n=4, key size is 324+ (16)*(4) = 96 bits.
For n=6, key size is 32+(16)*(6) = 128 bits.
For n=8, key size is 32+(16)*(8) = 160 bits.

For n=10, key size is 32+(16)*(10) = 192bits.

So, desired key size can be obtained by proper choice
of ‘n’ depending on the level of security required. Thus,
the algorithms can be implemented with variable key size
which makes it flexible. If the key is so chosen that the
length of the key sequence is greater than the size of the
image, then the system approaches one time pad.

5.2 Security Against Statistical Attack

It is possible to make use of apriori probability of occur-
rence of certain patterns in the image or encrypted image
in breaking the cipher. This concept is termed as statisti-
cal attack. It is well known that many ciphers have been
successfully analyzed with the help of statistical analysis
and several statistical attacks have been devised on them.
Therefore, an ideal cipher should be robust against any
statistical attack. The following aspects related to statis-
tical attack are considered in this paper:
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1) Histograms;

2) Computing and comparing the entropy of the plain
and encrypted image;

3) Testing the generated sequence using various FIPS
and NIST randomness tests.

Based on these aspects it is seen that the currently-
designed algorithms are immune against statistical attack.
The following are the details of the various aspects listed
above.

5.2.1 Histograms

To prevent the leakage of information to an opponent, it
is also advantageous if the encrypted image bears little or
no statistical similarity to the plain image. An image his-
togram illustrates how pixels in an image are distributed
by plotting the number of pixels at each intensity level.
In this work, the histograms are plotted for several en-
crypted images as well as original images that have widely
different color levels and content.

The plots are shown for eight different schemes in Sec-
tion 4. It can be seen that the histogram of the plain
image contains large spikes. These spikes correspond to
color values that appear more often in the plain image.
Whereas, the histogram of the cipher image is almost flat
and uniform, indicating almost equal probability of oc-
currence of each element. They are significantly different
from that of the original image and bear no statistical
resemblance to the plain image. Hence, this does not pro-
vide any clue to employ any statistical attack on the de-
signed image encryption procedure. However, histograms
of the encrypted images, using Scheme-1 to Scheme-5 in
Figure 5 are not very flat. The improvement in Scheme-
4, Scheme-5, and Scheme-6 is due to the use of eight key
elements to encrypt one pixel element, thus employing a
larger key space. Table 1 gives the difference between
maximum and minimum values of histogram of the en-
crypted images of Scheme-1 through Scheme-8 of medical
image. A smaller value of difference indicates flatter his-
togram. It can be observed that the variation in Scheme-
4, Scheme-5, and Scheme-6 is small compared to the other
additive stream cipher schemes. Also, the affine Scheme-7
and Scheme-8 are best compared to the additive stream
cipher schemes as the difference is very small. This im-
plies that all pixels in encrypted image occur with almost
equal probability, which provides security against cipher-
text only attack by statistical analysis. The plots indicate
the significant improvement in affine schemes compared to
the additive schemes and the histograms are flat.

5.2.2 Computing and Comparing the Entropy of
the Plain and Encrypted Image

As mentioned earlier, Entropy is a measure of uncertainty.
Higher the value of entropy of encrypted image, better
the security. The entropy of the input Medical image is



International Journal of Network Security, Vol.12, No.3, PP.137-150, May 2011

1.951202. Table 2 indicates the various values of the en-
tropies for encrypted images. It can be noted that the
entropy of the encrypted images are very near to 8 indi-
cating that in the encrypted images all the pixels occur
with almost equal probability. Especially in the Scheme-
7 and Scheme-8 the entropy is very close to 8, indicating
the superiority of the two schemes compared with the re-
maining.

5.2.3 Testing the Generated Sequence Using
Various FIPS and NIST Randomness Tests

To verify the randomness property of the sequence of el-
liptic Curve points k; P [29], the tests given by FIPS [19]
and NIST [26] are used. It is seen that all the sequences
pass all NIST tests. These results imply that statistical
attacks are difficult to perform.

5.3 Sensitivity Aspect

An ideal image encryption procedure should be sensitive
with respect to both the secret key and plainimage. The
change of a single bit in either the secret key or plainimage
should produce a completely different encrypted image.
To prove the robustness of the present system, sensitivity
analysis is performed with respect to key.

For testing the key sensitivity of the proposed im-
age encryption procedure, the following steps have been
taken:

1) An original image in Figure 6(a) is encrypted by us-
ing the secret key that is the initial content of 4-byte
LFSR as 11, 23, 7, 17 and the resultant image is re-
ferred as encrypted image A as shown in Figure 6(b).

2) Initial values (11, 23, 7, 17) is changed to (11, 23,
7, 16)[the LSB of 17 is changed] and the resultant
image is referred as encrypted image B as shown in
Figure 6(c).

3) Initial values (11, 23, 7, 17) is changed to (11, 23,
7, 97) [the MSB of 17 is changed] and the resultant
image is referred as encrypted image C as shown in
Figure 6(d).

4) Finally, the three encrypted images A, B and C are
compared.

In Figure 6 the original image as well as the three en-
crypted images produced in the aforesaid steps is shown.
It is not easy to compare the encrypted images by simply
observing these images. So for comparison, correlation
between the corresponding pixels of the three encrypted
images is calculated. For this calculation, the same for-
mula as given in Equations 2 to 4 is used, except that in
this case x and y are the values of corresponding pixels
in the two encrypted images to be compared. In Table 7,
the results of the correlation coefficients between the cor-
responding pixels of the three encrypted images A, B and
C using Scheme-1 are given. It is clear from the table
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that no correlation exists among three encrypted images
even though these have been produced by using slightly
different secret keys. Similar exercise is conducted for the
other schemes also and it is verified that there is no cor-
relation exists among encrypted images corresponding to
small change in the key.

5.4 Security Against Correlation Attack

In addition to the histogram, computation has also been
done for the correlation between two vertically adjacent
pixels, two horizontally adjacent pixels and two diago-
nally adjacent pixels in plainimage/encrypted image re-
spectively. Results of horizontal, diagonal and vertical
directions are obtained as shown in Table 3 through Ta-
ble 5. It is clear from the tables that there is negligi-
ble correlation between the two adjacent pixels in the en-
crypted image, even when the two adjacent pixels in the
plainimage are highly correlated.

5.5 Security Against Algebraic Attack

If the Key sequence elements are linearly related even if
the period is large, by knowing a small segment of key
sequence, it may be possible to construct set of linear
simultaneous equations and solve for the entire key se-
quence. In the case of random sequence of elliptic curve
points, {k; P}, the sequence elements are non-linearly re-
lated. Then it may not be possible to construct finite
number of proper equations whose solution finally leads
to knowledge of complete sequence. Further, the run-
ning key makes the cipher polyalphabetic. Thus, the non-
linear key sequence makes the relation between cipher text
and plain text non-linear and provides immunity against
Algebraic type attack [3].

6 Comparison of Proposed Image
Encryption Scheme with some
of the Existing Schemes

With the fast evolution of digital data exchange, secu-
rity information becomes much important in data storage
and transmission. Due to the increasing use of images
in industrial process, it is essential to protect the con-
fidential image data from unauthorized access. One of
the solution is to encrypt image data, e.g., using DES
(Data Encryption Standard). DES, however, is very com-
plicated and involves large computations. A software DES
implementation is not fast enough to process the vast
amount of data generated by multimedia applications and
a hardware DES implementation (a set-top box) adds ex-
tra costs both to broadcasters and to receivers. In order
to tackle these problems systems based on advanced en-
cryption standard (AES) were proposed [8]. The AES
algorithm is used in some applications that require fast
processing such as smart cards, cellular phones and image-
video encryption. However, a central consideration for
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&(a) Original Medical BMP image

Fig.

(c) (d]

Fig. 6ib) Image & Encrypted image with the initial content of 4-byte LFSR as 11, 23, 7, 17

Fig. 6ic) Image B: Encrypted image with the initial content of 4-byte LFSR as 11, 23, 7, 16

Fig. &(d) Image C: Bacrypted image with the initial content of 4-byte LFSR as 11, 23, 7, 87

Figure 6: Key sensitivity analysis of present image encryption algorithm

Table 7: Results of the correlation coefficients between the corresponding pixels of the three encrypted images A, B

And C using Scheme-1

Image 1 Image 2 Correlation Coefficient
Encrypted Image A of Figure 5(b) Encrypted Image B of Figure 5(c) 0.0037
Encrypted Image B of Figure 5(c) Encrypted Image C of Figure 5(d) 0.0042
Encrypted Image C of Figure 5(d) Encrypted Image A of Figure 5(b) 0.0035

any cryptographic system is its susceptibility to possible
attacks against the encryption algorithm such as statisti-
cal attack, differential attack, and various brute attacks.
Zeghid et al. [35] proposes new encryption schemes as a
modification of AES algorithm. The modification is done
by adding a key stream generator, such as (A5/1, W7),
to the AES image encryption algorithm in order to in-
crease the image security and in turn the encryption per-
formance. But, block cipher algorithms proves limited in
an image encryption due to the processing time. Whereas
the proposed stream cipher scheme finds its importance
in real time tactical and strategic applications where lot
of image transmissions are involved.

By studying the strengths of the confusion and diffu-
sion properties of AES, and its security against statistical
attack, AES ensures a high security for ciphered image.
But the security of the scheme is based on the complexity
of AES and the image proprieties. In fact, if the image
contains homogeneous zones, all the blocks remain the
same after ciphering. In this case encrypted image will
also contain textured zones or residual information and
the entropy of the image is not maximal. The author
Zeghid et al. [35] claims that the modified AES which is
done by adding a key stream generator, such as (A5/1,
W7), could remove the textual zones of the encrypted
image. Like wise, in the proposed scheme also, as the
key sequence is time varying one and random, there is
no residual information or textual zones observed in the
encrypted images obtained using all the eight schemes.

A number of different objective measures can be uti-

lized for quantitative comparison of the performance of
the different algorithms. These criteria provide some mea-
sure of closeness between two digital images by exploiting
the differences in the statistical distributions of the pixel
values. In this study computations of horizontal, vertical
correlation coefficients and entropy values are used for
comparing the performance of proposed algorithms with
those reported in [6] and [35] where LENA image is used
for encryption. The Table 8 shows the comparison of re-
sults in terms of Correlation and Entropy for a LENA
Tmage for the schemes AES, AES + A5/1, AES + W7,
and the proposed scheme. From the Entropy and corre-
lation coefficient values indicated in tables it can be seen
that the proposed Scheme-1 to Scheme-8 perform better
compared to the other schemes mentioned.

The chaos based cryptographic algorithms have sug-
gested some new and efficient ways to develop secure
image encryption techniques. Towards this direction,
Ahmed et al. [6] presents an efficient chaos-based feed-
back stream cipher (ECBFSC) for image cryptosystems.
This stream cipher is based on the use of a chaotic lo-
gistic map and an external secret key of 256-bit. The
initial conditions for the chaotic logistic map are derived
using the external secret key by providing weightage to
its bits corresponding to their position in the key. The
results of several experimental, key space analysis, sta-
tistical analysis, and key sensitivity tests are presented
in this literature. These results are compared with the
proposed schemes.

Table 8 shows the results of correlation coefficients ob-
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Table 8: Comparison of results in terms of correlation and entropy for a Lena image

Schemes Entropy | Horizontal Correla- | Vertical Correlation | Diagonal Correlation
tion Coefficient Coefficient Coefficient
AES 791 0.046 0.066 0.056
AES + W7 °8 0.02 0.03 0.025
AES + A5/1 7.96 0.056 0.077 0.067
Chaos based 7.92 0.0308 0.0304 0.0317
Proposed Scheme-1 | 7.9331 -0.0037 0.0032 0.0055
Proposed Scheme-2 | 7.9520 0.0013 0.0044 0.0080
Proposed Scheme-3 | 7.9718 0.0031 0.0029 7.59e-005
Proposed Scheme-4 | 7.9966 7.6340e-004 0.0045 -4.24e-005
Proposed Scheme-5 | 7.9915 4.9460e-005 -7.20e-004 -0.0011
Proposed Scheme-6 | 7.9964 -7.98e-004 -0.0013 -0.0046
Proposed Scheme-7 | 7.9997 0.0030 0.0030 0.0027
Proposed Scheme-8 | 7.9996 -0.0027 -0.0028 0.0026

tained for the encrypted LENA image using the chaos
system proposed by [6]. It can be seen from the tables
that in the proposed schemes the results of horizontal,
vertical and correlation coefficients are better compare to
the chaos system proposed by [6]. That is, the correla-
tion between the adjacent pixels of encrypted image is
very less as indicated in the tables.

The flexibility in the choice of key size makes the pro-
posed scheme suitable for both tactical and strategic ap-
plications. The histogram, entropy and correlation as-
pects of encrypted images show that the proposed scheme
perform better compared to the three schemes given in [6)
and [35] used for image encryption. In the example con-
sidered,for a given elliptic curve (a, b known) and fixed
feed back connection of k; generator, the seed value has
only 32 bits which is the Key size. But, in case of A5/1
scheme and AES [35], the key size is 64 bits and 128
bits respectively. So, the proposed scheme works better
with lesser key size compared to these two schemes. The
schemes in general can be used for encrypting byte by
byte binary data other than images also.

7 Conclusion

This paper focuses on the application of properties of Fi-
nite Fields and elliptic curves in the design of a stream
cipher system. Additive and Affine encryption schemes
using six schemes of key sequences obtained from random
elliptic curve points are designed and investigated. The
system is tested for image sample of a brain image of size
55.4KB. The encrypted images obtained for this input
image and the corresponding histograms are discussed. It
is seen that encrypted image does not have residual in-
formation and the corresponding histograms are almost
flat offering good security for images. The Entropy and
the correlation coefficient of the input and encrypted im-
ages are computed and analyzed. The encryption time re-
quired for all the eight algorithms implementing all these
schemes are estimated using a state-of-the-art machine

while encrypting the brain image. It can be observed
that except the affine stream cipher schemes (Scheme-7
and Scheme-8), other schemes can run very fast indicating
their suitability in real time applications. Security aspects
of the proposed elliptic curve based image encryption al-
gorithm are discussed. Here the security aspects like Key
Space, Statistical, correlation, algebraic and Sensitivity
with respect to key, are discussed with examples. It is
seen that the present cryptosystem is secure against the
Statistical, Brute force and Cryptanalytic attacks.
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