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Abstract

Encryption and authentication schemes suffice for the se-
curity of information stored or exchanged by different par-
ties, but secure key generation and distribution is a highly
non-trivial matter in cryptography. Fuzzy extractor is a
security primitive, which can be used to encrypt and au-
thenticate a message using his biometric b′ to reproduce
extraction of an almost uniformly key from non-uniform
source such as fingerprint and iris, voice sample etc, is
allowed to decrypt ciphertexts created by biometric b, if
and only if the two sets b and b′ are close to a measured
set-overlap-distance metric. Biometric security systems
are being widely used for the maximum level of security
requirements because of the unique of participant’s bio-
metric characteristic. In this paper, it proposes a novel
multiple biometric based encryption and authentication
scheme that provides confidentiality, undeniability, un-
forgeability and verifiability. It employs multiple biomet-
rics to encrypt the message, and with the help of public
value produced by fuzzy extractor it can reproduce the se-
cure key from distinction biometric to decrypt the cipher-
text. It also gives the security analysis including semantic
secure and unforgeable in the random oracle model.

Keywords: Authentication, biometric cryptographic, en-
cryption, semantic secure

1 Introduction

Biometric system, which has a unique identification of hu-
man being based on the principle of measurable charac-
teristics such as fingerprint, iris and voice sample, is being
widely used for providing maximum level of security re-
quirements [3, 7, 11, 12, 18]. It has fine-grained source of
information entropy which makes them an excellent can-

didate for distributed security requirement, and is hard to
be forged and be stolen. In biometric system, neither the
data is uniformly distributed, nor can it be reproduced
precisely. It cannot be used directly as password or secret
key [12]. Fuzzy extractor [7, 8] can overcome the obstacles
of biometric secret key by introducing auxiliary public in-
formation to be reliably sent on insecure public network
channel.

Biometric authentication [3, 5, 8], which is concerned
with recognizing individuals by physiological or behav-
ioral characteristics, has been widely used. Several liter-
atures introduce the biometrics to cryptography technol-
ogy [3, 9, 11, 16].Sahai and Waters proposed an encryp-
tion scheme based on fuzzy identities and attribute(FIBE
or ABE) [16], which views an identity as a set of descrip-
tive attributes that allows for a private key of a identity
w to decrypt a ciphertext with an identity w′ iff the iden-
tities w and w′ are close to each other. The ABE scheme
consider the fuzzy identity is uniformly distributed, which
cannot employ in biometric systems. In [4, 10, 14, 15],
authors proposed an encryption based on logic expression
access structure that improved the fuzzy identity based
FIBE. Dodis et al. first proposed the concept of fuzzy
extractor that generates the nearly uniformly string from
non-uniformly biometric data [7, 8]. Based on fuzzy ex-
tractor, Boyen et al. proposed a secure remote mutual
authentication scheme with biometric data that tolerates
the errors in insecure channel.

Much work has focused on addressing on the sign-
cryption [1, 2, 6, 13, 17, 20] that provided the functions
of both digital signature and encryption simultaneously.
Multisigncryption is an extension of signcryption scheme
for multisigners performing the signcryption operation on
messages [19].

In this paper, we propose an encryption and authenti-
cation scheme called mSEAS that uses multiple biomet-
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ric data to sign and encrypt the message in order to hold
the confidentiality, unforgeability, verifiability etc. The
mSEAS extends the multisigncryption scheme that intro-
duces a fuzzy extractor algorithm to construct biometric
key. On received the ciphertext, receiver decrypts and ex-
tracts the plaintext by multiple biometric with the hand
of helper parameters Vi. To the best knowledge of us,
mSEAS is the first fuzzy extract based scheme that pro-
vides confidentiality and undeniability with multiple bio-
metric data such as fingerprint, iris, voice etc. We provide
the security proofs about confidentiality and unforgeabil-
ity in the random oracle model.

The paper proceeds as follows: In Section 2 we give
the basic notions such as fuzzy extractor, bilinear maps
and security assumptions. The formal of biometric based
encryption and authentication scheme(mSEAS) and se-
curity definitions are described in Section 3. We detail
the construction of the mSEAS scheme in Section 4 and
provide the security proofs in Section 5. We make a con-
clusion in Section 6.

2 Preliminaries

2.1 Fuzzy Extractor

Let M = {0, 1}n be a finite dimensional metric space
consisting of biometric data points, with a distance
function dis : M × M → Z+, which calculates the
distance between two points based on the metric chosen.
Let l be the number of bits of the extracted output string
U from biometric b, and t be the error threshold value(i.e
for two point b, b′ ∈ M has dis(b, b′) ≤ t).

Definition 1. (Fuzzy extractor) An (m, l, t, ε)-fuzzy
extractor is a pair of efficient randomized procedures
Gen,Rep such that the following hold:

1) Gen. Given b ∈ M, outputs an extracted string U ∈
{0, 1}l and a helper string V ∈ {0, 1}∗;

2) Rep. Takes an elements b′ ∈ M and the helper string
V ∈ {0, 1}∗, it reproduces the U if b and b′ is closer
enough.

3) Correctness. If dis(b, b′) ≤ t and (U ,V) ← Gen(b),
then Rep(b′,V) = U .

4) Security. For all m-sources W over M, the string U
is nearly uniform even given V.

The fuzzy extractor has the following property:

Property 1. If Gen(b) → (U ,V), then Rep(b′,V) → U
when dis(b, b′) ≤ t).

If the input changes to some b′ but remains close, the
string U can be reproduced exactly. We can use U as
an encryption/authentication key and store V in order to
recover U from the biometric whenever the record needs
to be accessed. The encryption scheme with biometric
based fuzzy extractor shows in Figure 1.

Figure 1: Secure system with fuzzy extractor

2.2 Bilinear Pairings

Let G1, G2 be groups of the same prime order q, and let
P be a generator of G1. Let ê : G1 ×G1 → G2 be a map
with the following properties:

1) Bilinearity: ê(aP, bQ) = ê(P, Q)ab for all P, Q ∈ G1,
and a, b ∈R Zp;

2) Non-degeneracy: ê(P, Q) 6= 1 for some P, Q ∈ G1, in
other words, the bilinear map doesn’t send all pairs
in G1 ×G1 to the identity in G2.

3) Computable: There is an efficient algorithm to com-
pute ê(P, Q) for any P, Q ∈ G1.

2.3 Computational Assumptions

Definition 2. (Bilinear DH Problem) Given
(P, aP, bP, cP ) ∈ G1 for a, b, c ∈ Z∗

q , to compute

ê(P, P )abc ∈ G2.

Definition 3. (Decisive Bilinear DH Problem)
Given (P, aP, bP, cP, h) for a, b, c ∈ Zq, and an element
h ∈ G2, to decide whether h = ê(P, P )abc holds.

Let Ω be a DBDH parameter generator. We say that an
algorithm B has the advantage AdvΩ,B(k) in solving the
DBDH problem for Ω in time at most t(k) if for sufficiently
large parameter k:
AdvΩ,B(k) =

∣

∣

∣
Pa,b,c∈RZq,h∈G2

[1← B(aP, bP, cP, h)]−

Pa,b,c∈RZq
[1← B(aP, bP, cP, ê(P, P )abc)]

∣

∣

∣
.

3 Formal Model and Security Re-

quirements

3.1 mSEAS Scheme

We propose an multi-biometric string based encryption
and authentication scheme (mSEAS) which motivated by
signcryption and multisigncryption scheme [6, 19]. The
mSEAS scheme consists of four algorithms as follow:

• Setup: The Public Key Generator (PKG) generates
public parameters and master key.
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• BioKeyExt: Take public parameters, master key,
and a user’s list of biometric information as input,
and outputs a list of user’s private keys correspond-
ing with his multi-biometrics. In this algorithm, the
fuzzy extractor function Gen should be used to con-
struct user’s public value V .

• BioSignEnc: Takes message m, possibly some pub-
lic information, and a list of biometric string b1, .., bn,
and receiver public key QR as input, and outputs an
ciphertext.

• BioDecVeri: Takes ciphertext and public parame-
ter as input, outputs plaintext m and flag ⊤ if and
only if the ciphertext could be a valid output, other-
wise outputs ⊥ as failure.

3.2 Security Notions

We formalize the mSEAS model that has two security
requirements: unforgeability for adaptive message at-
tack adversaries (UNF-mSEAS-CMA2) and indistinguish
for adaptive chosen ciphertext adversaries (IND-mSEAS-
CCA2).

3.2.1 Semantic Secure

The recipient of a message learns nothing about the en-
cryption message. The game mSEAS for semantic secu-
rity in our scheme is described as:

Initial. The distinguisher B runs the Setup algorithm
with a security parameter k and sends the public pa-
rameters params to adversary A.

Query-I adaptively. Adversary A performs key ex-
tract algorithm BioKeyExt queries, BioSignEnc

queries, BioDecVeri queries adaptively. These
queries are the same as ID-based multisigncryp-
tion [19].

Challenge. A chooses two plaintext m0, m1 and sender
biometric string bS1, ..., bSn and receiver PK QR on
which he wants to be challenged. In this stage A
cannot perform the key extract query corresponding
to QR. B picks a random b from {0, 1} and computes
σ = BioSignEnc(mb, Ds1,sn

, QR) and sends σ to A.

Query-II adaptively. The adversary A can ask a poly-
nomially bounded number of queries adaptively again
as in the first stage with the restriction that he can-
not make the key extraction BioKeyExt query on
QR and BioDecVeri query on σ.

Response. Finally, adversaryA returns a bit b′ and wins
the game if b′ = b.

The mSEAS scheme is semantic security (IND-
mSEAS-CCA2) if adversary A obtains the advantage
Adv(A) is negligible in mSEAS game.

AdvIND−mSEAS−CCA2(A) = |2Pr[b′ = b]− 1|.

Note that the scheme about confidentiality is insider
security since the adversary has the ability to query the
private of the sender of a biometric string key extract
algorithm BioKeyExt. It ensures the forward security
that the confidentiality is preserved even if the sender’s
private key is compromised.

3.2.2 Unforgeability

The adversary’s goal is to forge a valid ciphertext un-
der the existential forgery ability of a multisigncryption
scheme. We give the adversary the power to choose
the multibiometric string on which wishes to forge a ci-
phertext, the power to request the BioKeyExt algo-
rithm adaptively. The adversary is also given access to
a BioSignEnc and BioDecVeri oracle on any desired
biometric strings.

An mSEAS scheme based on multiple biometric iden-
tity strings is existentially unforgeable against chosen-
message insider attack (EUF-mSEAS-CMA2) if no PPT
forger F has a non-negligible advantage in the following
game:

• Challenger runs Setup just like in mSEAS game.

• Forger F adaptively performs a number of queries
just like in mSEAS game.

• F produces a ciphertext (σ, IDs1, ..., IDsn, QR) in
the sense that the key is the range of the BioKeyExt

algorithm, and wins the game iff:

(a) Ciphertext σ is not produced by BioSignEnc

oracle, and

(b) BioDecVeri(σ, b1, ..., bn, QR)) 6= ⊥.

4 Construction of mSEAS

Let G1 be bilinear group of prime order q, and let P be a
generator of G1. Additionally, ê : G1 × G1 → G2 denote
the bilinear map. The proposed mSEAS scheme consists
of four algorithms: Setup, BioKeyExt, BioSignEnc,
and BioDecVeri. The details of the scheme are as fol-
lows:

Setup: (Input: k; Output: params).

The PKG generates system parameters and master
key as follows:

1) On input system security parameter 1k, gener-
ates a group G1 of prime order q. Constructs a
bilinear map ê : G1 × G1 → G2, where G2 is a
group of the same order q.

2) Picks a generator P ∈ G1 at random.

3) Picks a random s ∈ Z/qZ, computes Ppkg = sP .

4) Chooses four cryptographic hash functions H1:
{0, 1}n → G1, H2: G2 → {0, 1}n, H3: {0, 1}n

→ Z/qZ, H4: G1 → Z/qZ.
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5) Picks a fuzzy extractor algorithm FE(·) with
threshold t satisfying (U ,V)← FE.Gen(b), and
U ← FE.Rep(b′,V) if dis(b, b′) ≤ t.

6) Selects a symmetric cryptography (E, D). The
PKG’s public parameter params = (G1, G2, q,
P , Ppkg, ê, t, FE, E, D, H1, H2, H3, H4), and
the system master key is s.

BioKeyExt: (Input: user with biometric string {bi}
(1 ≤ i ≤ n), Output: secret key {Di}(1 ≤ i ≤ n)).

A user U with a list biometric strings {b1, b2, ..., bn}
∈ M generated from biometric reader.

PKG generates the U ’s private key set as follows:

For i = 1 to n, it does

1) Generates biometric parameters (Ui,Vi) as
(Ui,Vi)← Gen(bi) using fuzzy extractor, where
Ui is a nearly uniformly string that can only
identify the biometric string bi. Vi is a public
value that generated by fuzzy extractor func-
tion FE.Gen, and with the help of Vi, it can
recover the Ui when the fuzzy biometric satisfy-
ing dis(bi, b

′
i) ≤ t.

2) Computes Qi = H1(Ui) ∈ G1.

3) Computes Di = sQi. The user ui’s private key
is Di and its public key is Qi. PKG sends U ’s
multi-biometric private key set {Di}1≤i≤n to U
via a secret channel.

BioSignEnc: (Input: plaintext m, sender U’s biometric
b1, ..., bn with secret key D1, ..., Dn, and receiver
public key QR; Output: ciphertext σ).

To encrypt a plaintext m to receiver QR and
provide the biometric authenticity, user U who
has the multiple biometric string b1, ..., bn with cor-
responding private key D1, ..., Dn, does the following:

For i = 1 to n, it does

1) Picks xi ∈R Z/qZ at random, and computes
Wi = xiP ∈ G1.

2) Computes ωi = ê(Ppkg , QR)xi ∈ G2.

3) Computes

W =

n
∑

j=1

Wi,

ω =
n

∏

j=1

ωi,

c = EH2(ω)(m),

Si = xiH3(c)Ppkg + H4(W )Di ∈ G1,

S =

n
∑

j=1

Si.

Finally, user U outputs the ciphertext σ = (c, W, S)
as multi-biometric encryption ciphertext.

BioDecVeri: (Input: σ = (c, W, S), decryptor QR

with secret key DR, and sender biometric b1, ..., bn;
Output: plaintext m if success, or ⊥ as failure).

To decrypt and verify the ciphertext σ = (c, W, S) on
message m encrypted by n biometric strings b1, ..., bn,
the receiver QR who has the secret key DR does the
following:

1) Requests multi-biometric strings b′i(1 ≤ i ≤ n)
by biometric reader.

2) Generates the identities by Ui ← Rep(b′i,Vi),
(1 ≤ i ≤ n), with biometric fuzzy extractors
such that dis(bi, b

′
i) ≤ t for the help of public

value Vi because the same user’s two extracted
biometric data error tolerant threshold is t. If
dis(bi, b

′
i) > t, extracts its biometric data again,

otherwise it fails for decryption.

3) For i = 1 to n, computes Qi = H1(Ui).

4) Computes ω = ê(W, DR) and m = DH2(ω)(c).

5) Checks the equation:

ê(S, P )

= ê(W, Ppkg)H3(c)ê(Ppkg ,

n
∑

j=1

Qi)
H4(W )).

If the above equation holds, it accepts plaintext m
and outputs ⊤ as success; Otherwise, it outputs ⊥ as
reject invalid ciphertext.

5 Consistent

Clearly, the correction and consistent can be easily veri-
fied by the following two equations as

ê(W, DR) = ê(

n
∑

i=1

Wi, sQR)

=

n
∏

i=1

ê(Wi, sQR)

=

n
∏

i=1

ê(xiP, sQR)

=

n
∏

i=1

ê(Ppkg , QR)xi

= ω,

and,
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ê(S, P ) = ê(

n
∑

i=1

(xiH3(c) · Ppkg + H4(W ) ·Di), P )

= ê(

n
∑

i=1

xiH3(c)Ppkg , P )ê(

n
∑

i=1

H4(W )Di, P )

= ê(
n

∑

i=1

xiP , Ppkg)H3(m)ê(
n

∑

i=1

Di, P )H4(W )

= ê(W, Ppkg)H3(c)ê(

n
∑

i=1

sQi, P )H4(W )

= ê(W, Ppkg)H3(c)ê(Ppkg ,
n

∑

i=1

Qi)
H4(W ).

It is clear that anyone can verify the origin of the ci-
phertext σ = (c, W, S) using public verification equation:

ê(S, P ) = ê(W, Ppkg)H3(c)ê(Ppkg ,
n

∑

i=1

Qj)
H4(W ).

6 Security Results

6.1 Confidentiality

Theorem 1. (Confidentiality) Assuming the fuzzy ex-
tractor is secure in PPT against biometric iden-
tity attacks, the mSEAS scheme is (t, qe, qS , qU ,
qH2, qH3, qH4, ǫ)-IND-mSEAS-CCA2 secure in the ran-
dom oracle model assuming that the DBDH problem is
ǫ’-intractable, where ǫ′ ≥ (ǫ− 21−kqU )/2q2

e .

Proof. We assume the distinguisher B receives a random
instance (P, aP, bP , cP, h) of the DBDH problem, where
h ∈ G1. Our goal is to decide whether h = ê(P, P )abc or
not. We use the attacker A as a subroutine for answer
the IND-mSEAS-CCA2 in order to distinguish whether
ê(P, P )abc holds or not. In the whole game, A will con-
sult B for answers to the random oracles H1, H2, H3, H4.
B needs to maintain hash lists L1, L2, L3, L4 that are ini-
tially empty and are used to keep track of answers to
queries asked by A to oracle Hi(1 ≤ i ≤ 4).

At the beginning of the game, B sets system public key
with Ppkg = aP and sends Ppkg to A. Note that value a
is unknown to B and plays the roles of the PKG’s master
key in the game. The identities of n biometric strings
are denoted by b1, ..., bn. chooses a random number i ∈
{1, ..., n} as challenged identity index.

Query-I: A performs a series of queries of the following
kinds that are handled by as explained below:

H1-Oracles: When A asks H1 queries with bj , B answers
as: if j = i, then B answers by H1(bi) = bP , else
if j 6= i then B picks ti ∈ Z∗

q randomly, and set
H1(bi) = tiP and and records the pair (bj , tj) in list
L1.

H2, H3, H4-Oracles: When A asks queries on these hash
values, B checks the corresponding lists. If an entry
for the query is found, the same answer will be given
to A; otherwise, a randomly generated value will be
used as an answer to A, the query and the answer
will then be recorded in the lists.

BioKeyExt-Oracle: When A makes a key extract
query with bj . If j = i B fails and stops it; otherwise,
B first searches L1. If the pairs {bj, tj} exists, then
B answers the private key as Dj = tjPpkg , otherwise
it randomly picks tj ∈ Z∗

q and answers Dj = tjPpkg

as answer and records it in L1. The private key cor-
responding to bj is Dj = tjPpkg = atjP .

BioSignEnc-Oracle: For a given query of a ciphertext
on the list of encryptor identities L = {b1, b2, ..., bn},
the receiver QR and a plaintext m, B response as
follows:

• If QR 6= Qi, he performs the following
steps: (1)Randomly picks x ∈ Z∗

q to compute
W = x

∑n

j=1 Qi where Qi = H1(Rep(bi,Vi));
(2)Computes α = H4(W ),ω = ê(R, DR), k =
H2(ω), c = Ek(m); (3)Checks if a pair (c, ∗)
exist in list L3. If so, it aborts, otherwise it ran-
domly selects β to set H3(c) = βP − x−1αPpkg ;
(4)Computes S = βxP ; (5)B responds the ci-
phertext (c, W, S) to A(Notes that B can obtain
the private key DR by BioKeyExt oracle).

• If QR = Qi, B answers the queries as: (1)Picks
x ∈ Z∗

q randomly, computes W = xPpkg ,
ω = ê(Ppkg , xQR); (2)Computes k = H2(ω),
c = Ek(m), α = H4(W ); (3)Checks whether
the pair (c, ∗) in L3. If so, it aborts it, else
it randomly selects β to set H3(c) = βP −
x−1α

∑n
j=1 Qi, S = xβPpkg . Responds the ci-

phertext as (c, W, S).

BioDecVeri-Oracle: For a BioDecVeri query on a
ciphertext σ = {c, W, S} from {b1, ..., bn} to QR,
if QR = Qi then B always answers A that the
ciphertext is invalid. If QR 6= Qi, B computes
ω = ê(W, DR) and m = DH2(ω)(c). Finally, B com-
putes α = H4(W ) and checks whether ê(P, S) =
ê(W, Ppkg)H3(c)ê(Ppkg ,

∑n

j=1 Qi)
α holds or not. It

easy to see that the probability to reject a valid ci-
phertext does not exceed qU/2k.

Challenge: Finally, A outputs two plaintext m∗
0, m

∗
1

together with the receiver’s private key DR on which
he wishes to be challenged. B randomly chooses
b ∈ {0, 1} and plaintext mb as: (1)Set R∗ = cP ;
(2)Computes k′ = H2(h)(where h is B candidate for
DBDH problem); (3)Computes c∗b = Eh(m∗

b); (4)Fi-
nally, B returns the ciphertext σ = (c∗b , R

∗, W ∗) to
A.

Query-II: A performs a second series of queries in the
same way of Query-I. At the end of this phrase, A
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outputs a bit b′ for its guess. If b′ = b, then it denotes
that B can output h = ê(R∗, DR) = ê(cP, abP ) =
ê(P, P )abc as a solution of the DBDH problem, oth-
erwise it stops and outputs failure.

Success probability analysis: It can see that B fails if
A asks the private key associated to IDj during the first
stage. With a probability greater than 1/qH1

, A cannot
ask the query BioExtKey oracle. Furthermore, with a
probability 1/qH1

, A chooses to be challenged on the bj

and this must allow B to solve his DBDH problem if A
wins the IND-mSEAS-CCA2 game. It has,

p1 = Pr[b′ = b|ω = BioSignEnc(m∗
b , bj , DR)]

= (ǫ + 1)/2− qU/2k.

p2 = Pr[b′ = i|h ∈ G2] = 1/2 for i = 1, 2.

Adv(B) = |P1 − p2|/q2
e

= ((ǫ + 1)/2− qU/2k − 1/2)1/q2
e

= (ǫ− 21−kqU )/2q2
e .

6.2 Unforgeability

Theorem 2. (Unforgeability) Assuming the fuzzy ex-
tractor is secure in PPT under biometric string forgery,
the mSEAS scheme is (t, qe, qS , qU , qH1

, qH2
, qH3

, qH4
, ǫ)-

UNF-mSEAS-CMA2 secure in the random oracle model
assuming that the CDH problem is ǫ’-intractable, where
ǫ′ ≥ ǫ(1− 1/qe)

qe/qn
e .

Proof. We suppose that is a forger F who can break the
mSEAS scheme in negligible advantage ǫ. Given a CDH
instance (P, xP, yP ) ∈ G3

1(x, y ∈R Zq), we will construct
an algorithm to solve the CDH solution xyP in G1 by
using F as subroutine. To do so, it performs the following
simulation by interacting with the forger F .

Setup: Algorithm sets the system public key Ppkg = xP
and sends it to the forger F .

H1-Oracle: To respond H1-queries with bj, it first call
FE.Gen(bj) to generate (Uj ,Vj) and it maintains a
list of tuples (bj , wj , tj , cj) as explained below. We
refer to this list as L1-list which is initially empty.
When F makes a H1-query with bj, the algorithm re-
sponses as follows: If the query bj already appears on
the L1-list in a tuple (bj , wj , tj, cj), then it responds
with H1(bj) = wj ∈ G1. Otherwise, it chooses a
random coin cj ∈ {0, 1} with Pr[cj = 0] = 1/qe. If
cj = 0, it picks tj ∈R Zq to compute wj = tjyP .
If cj = 1, it picks tj ∈R Zq to compute wj = tjP .
Finally, records the tuple (bj , wj , tj , cj) in the L1-list
and answers with wj = H1(bj).

H2, H3, H4-Oracles: When F asks queries on these hash
values, it first checks the corresponding lists. If an
entry for the query is found, the same answer will be
given to F ; otherwise, a randomly generated value

will be used as an answer to F , the query and the
answer will then be recorded in the lists.

BioKeyExt-Oracle: When F queries the private key
corresponding to bj , it first searches the tuple
(bj , wj , bj , cj) in L1-list. If cj = 0, it fails and aborts.
Otherwise, it computes Dbj

= bjPpkg and responds
the private key with Dbj

.

BioSignEnc-Oracle: For a given query of a ciphertext
on the list of encryptor identities L = {b1, b2, ..., bn},
the receiver QR and a plaintext m, it response as
follows:

• If for i = 1 to n, it means that H1(bi) = tiP (1 ≤
i ≤ n) was previously queried. Thus, it can
compute ciphertext σ by using the algorithm
BioSignEnc. Otherwise, it fails and aborts it.

• If it aborts as a result of F ’s BioKeyExt

queries and BioSignEnc queries, then F ’s view
is identical to its view in the real attack.

Output: F outputs a forgery σ∗ = (c∗, S∗, W ∗) on a
plaintext m∗ for sender b∗1, ..., b

∗
n and receiver Q∗

R.
By previous assumption, for i = 1 to n, bi has been
queried to H1-oracle and c∗ been queried to H3-
oracle. If the coins flipped for the query with all
b∗k, where 1 ≤ k ≤ n, did not show 0 then declares
”failure”. Otherwise, if the coin flipped by c∗m = 1
for c∗, then it aborts it. If c∗m = 0(H3(c

∗) = b∗mP ),
it can response as follows: (Note that we allow the
adversary F to corrupt at most n− 1 signers.)

We assume the adversary has corrupted n−1 signer.
Without loss of generality, b∗i is the honest signer,
then c∗i = 1. We have:

S∗ =

n
∑

j=1

xiH3(c
∗)Ppkg + H4(W

∗)

n
∑

j=1

D∗
i

= W ∗H3(c
∗) + H4(W )

n
∑

j=1,j 6=i

t∗jPpkg

+H4(W )t∗i xyP.

It means that it can solve the instance of CDH prob-
lem as:

xyP = (H4(W
∗)t∗i )

−1(S∗ −W ∗H3(c
∗)

+H4(W
∗)

n
∑

j=1,j 6=i

t∗jPpkg).

The success advantage ǫ′ is:

ǫ′ ≥ ǫ(1− 1/qe)
qe/qn

e .
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7 Conclusion

In this paper, we proposed a multibiometric encryption
and authentication scheme that provides provably secure
in the random oracle model. In the proposed scheme,
secret key is generated by fuzzy extractor after multibio-
metric data is first extracted by biometric string reader.
The proposed scheme can be used in biometric based au-
thentication and data secure requirement environments.
The next work is how to construct an efficient scheme
without reveal any biometric data for privacy considera-
tions.
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