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Abstract

Since Al-Riyami and Paterson presented certificateless
cryptography, many certificateless schemes have been pro-
posed for different purposes. In this paper, we present a
certificateless group oriented signature scheme based on
bilinear pairing. In our scheme, only the members in the
same group with the signer can independently verify the
signature. We prove the signature scheme is existential
unforgeability under adaptive chosen message attack in
random oracle model.
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1 Introduction

Digital signature is a fundamental cryptographic tool for
providing authenticity in communications. To ensure the
relationship between a public key and the identity of
the holder of the corresponding private key, a certificate
signed by CA (Certification Authority) is employed in
traditional public key system. However, certification dis-
tribution induces additional overload and some potential
security issues. For example, some attackers maybe take
CA as their target, and if possible they try to forge a valid
certification on behalf of their benefit.

Currently, the deployment and management of infras-
tructures to support the authenticity of cryptographic
keys are more important than choosing appropriately se-
cure algorithms or implementing those algorithms in de-
veloping secure systems based on public key cryptogra-
phy. Motivated by this consideration, some public key
mechanisms have been deployed. The ID-based public
key system [3, 24] is considered as a good alternative for
certificate-based public key setting. Its most advantage
is that the public key of user is bound with his identity,
and this means the certification signed for public key is
unnecessary. However, key escrow [1, 11, 15, 16] is the in-
herent drawback in identity-based signature mechanism.
In such a scheme, the KGC should always be uncondi-
tional trusted, and the KGC has ability to impersonate

any single entity since every user’s private key is known
to the KGC. In many scenarios, such scheme is dangerous
and unacceptable.

In order to resolve the escrow problem in Identity-
based signature, Al-Riyami and Paterson presented an-
other very different approach called Certificateless Public
Key Cryptography (CLPKC) to address the authentic-
ity problem in public key cryptography. The public key
used in their mechanism is no longer an arbitrary string.
Rather, it is similar to the public key generated in tradi-
tional public key system. It is sometimes said that the
CLPKC lies in between PKC and IBC, since CLPKC
doesn’t need certificate to authenticate the public key,
and the public key is no longer directly draw from the
identity of user.

However, many proposed certificateless public key
mechanisms [10, 12, 25] are vulnerable to replace public
key attack. For example, attacker can modify the pub-
lic key< X 4,Y4 >=< 24P, 24Py > used in Al-Riyami
and Paterson’s scheme into< zatP,xatPpu > . Obvi-
ously, it satisfies the equality e(Xa, Ppup) = e(Ya,P).
Then the attacker can produce a signature via an old
valid one.

Certificateless signatures have been designed for many
purposes [2, 17, 23, 27]. In this paper, we consider fol-
lowing scenarios. The sender will sign a same message
for each member that in the same group with him. Each
member scattered in Internet has his own private/public
key pair. An inefficient approach for the sender is that he
produces and sends a signature to each person one by one.
His alternative approach is to produce a signature for the
group and make each member in the specified group to
verify the signature independently. Consider the draw-
back of [17, 20], we propose a certificateless group ori-
ented signature scheme based on bilinear pairing for the
sender. Despite being without certificate, the signature
can provide an assurance to the user about the relation-
ship between a public key and the identity of the holder
of the corresponding private key. Furthermore, nobody
outside the group can verify the signature. The public
key in our scheme withstands replace public key attack



International Journal of Network Security, Vol.12, No.1, PP.1-6, Jan. 2011 2

which we have mentioned above. Finally, we prove our
signature scheme secure against forging attack under the
assumption that Y-DH problem is intractable.

The rest of the paper is organized as follows. In Sec-
tion 2, we introduce some related works. In Section 3,
we give the security model and complexity assumptions.
Our signature scheme is presented in Section 4. The se-
curity analysis is given in Section 5. Finally, we draw the
conclusions in Section 6.

2 Related Works

ID-based public key cryptography, first proposed by
Shamir [22], tackles the problem of authenticity of keys
in a different way to traditional PKI. In ID-PKC, an en-
tity’s public key is derived directly from certain aspects
of its identity. Boneh and Franklin [3] presented an alter-
native ID-PKC from bilinear pairing. Since their scheme
is based on elliptic curve, the public key size is shorter
than traditional schemes. Subsequently, a mount of ID-
based schemes from bilinear pairing have been proposed
[5, 8, 18]. However, key escrow is an inherent disadvan-
tage of ID-PKC.

Sattam Al-Riyami and Paterson proposed a certificate-
less public key cryptography [20] relying on the use of a
trusted third party who is in possession of a master key
but doesn’t suffer from the key escrow property. It can
be used to verify the PK before signing a message. Since
its first appearance of CLPKC, many researchers made
in-depth study on this kind of mechanism and presented
lots of schemes [7, 10, 26].

Yum and Lee [26] presented a generic construction of
CLPKC in 2004. From their point of view, one can ob-
tain a CLPKC scheme by combining any IBE and normal
public key encryption scheme in proper method.

Despite of the usefulness of CLPKC scheme, it is not
easy to design a secure one since the public key authen-
ticated without certificate should withstands forgers at-
tack. One type of such attack is that a forger is allowed
to replace public keys of users. Although there are many
schemes have been proposed, only few schemes [13] are
secure against such attack.

Huang et al. [13] pointed out the drawback of [20]
and presented an improved scheme. They show that
the scheme [20] does not satisfy the security requirement
of certificateless cryptography in the defined adversarial
model. And then they show that an attacker allowed to
replace the public key can always successfully forge a sig-
nature. Furthermore, they provided an improved scheme
that withstood replace public key attack. The main idea
is to found a way to check whether z; in X; and Y; is
identical to that z; in S;.

Hwang presented a group-oriented encryption scheme
in paper [14]. In this paper, recipient can verify whether
he can decrypt the ciphertext correctly or not. The de-
cryption is based on (t,n) threshold, so with the co-
operation of at least members, one can decrypt the ci-

phertext. There are some other threshold-based group-
oriented crypto-schemes, such as [6, 9, 21].

3 Preliminaries

3.1 Bilinear Pairings

Let G; be a cyclic multiplicative group generated by g,
whose order is a prime ¢ and G5 be a cyclic multiplica-
tive group of the same order ¢q. Assume that the discrete
logarithm in both G; and G5 are intractable. A bilin-
ear pairing is a map e : G; X Gy — G5 and satisfies the
following properties:

Bilinear. e(g%,p®) = e(g,p)®.
a,b € Zy, the equation holds.

For all g,p € G; and

Non-degenerate. There exists p € Gy, if e(g,p) = 1,
then g = O.

Computable. For g,p € G;, there is an efficient algo-
rithm to compute e(g, p).

Commutativity. e(g?,p®) = e(g®,p®). For all g,p € G4
and a,b € Z7, the equation holds.

Typically, the map e will be derived from either the
Weil or Tate pairing on an elliptic curve over a finite
field. Pairings and other parameters should be selected
in proactive for efficiency and security.

3.2 Complexity Assumptions

Computational Diffie-Hellman Assumption:

Given ¢ and g° for some a,b € Zy, compute g eGy. A
(1,e) — CDH attacker in G is a probabilistic machine
running in time 7 such that

Succg (Q) = PriQ(g, g, ¢") = g*] > ¢

where the probability is taken over the random values a
and b. The CDH problem is (7, ¢)-intractable if there is
no (7,¢)-attacker in G;. The CDH assumption states that
it is the case for all polynomial 7 and any non-negligible €.

k-Strong Diffie-Hellman (k-SDH) Assumption [28]:
Given {g,gm,g””z7 e ,g’”k} for a random number z € Z,
the attacker adaptively chooses random ¢ € Z7 and com-

putes g(c+$)7l. A (7,¢)-k-SDH attacker in G; is a prob-
abilistic machine 2 running in time 7 such that

Succg:Sdh(Q)
5

PT[Q(97g$agw27"' 7gw )
> E.

)t
¢) =gt ]

We say the k-SDH problem is (7, ¢)-intractable if there is
no (7,¢)-attacker in Gj.

k-Exponent (k — F) Assumption [28]:
Given {g,g””,ggﬁ7 e ,gzk} for a random number z € Z;,
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compute g“’kﬂ. A (7,¢)-k-SDH attacker in G; is a prob-
abilistic machine {2 running in time 7 such that

k k+1

Succg; * () = PriQ(g, g% g% g% ) =g" | > e

We say the k-E problem is (7, ¢)-intractable if there is no
(1,¢e)-attacker in G;.

Y-Diffie-Hellman (Y-DH) Assumption:
Given {g,gm,gzz, e ,gmk} for a random number x € Z;,
the attacker adaptively chooses random ¢ € Z7 and com-

putes g(””2+“5'c)71. (1,€)-Y-DH attacker in 7 is a proba-
bilistic machine € running in time 7 such that

SuccélDH(Q)

z x? z® 22 4z-c)”
PT[Q(gmg g 5 9g 76): (2" Fa-c) ]
> €.

We say the Y-DH problem is (7, ¢)-intractable if there is
no (7, e)-attacker in Gy.

3.3 Security Notions

The proposed signature scheme consists of four algo-
rithms, i.e. Setup, KeyExtract, Sign, and Verifica-
tion. The description of each algorithm is as follows.

Setup. It is a probabilistic algorithm. On input the se-
curity parameter, outputs system parameters.

KeyExtract. It is a deterministic algorithm that accepts
as input a user identity and system parameters to
produce the user’s public and private keys.

Sign. It is a probabilistic algorithm. On input a message
m, the user’s private key and the system parameters,
outputs a signature o.

Verification. It is a deterministic algorithm that accepts
a message m, a signature o, the system parameters,
the public key and the user’s identity ID to output
TRUE if the signature is valid, otherwise output L.

The accepted definition of security for signature
schemes is existential unforgeability under adaptive cho-
sen message attack, which is described in [4, 19]. We say
that a signature scheme is secure against an existential
forgery under adaptive chosen messages attack if no poly-
nomial bounded adversary has a non-negligible advantage
in the following game:

Setup. The Challenger runs the Setup algorithm and
gives the system parameters to the Attacker.

Attack phase. The Attacker performs a polynomial
bounded number of requests as follows.

1) H queries. Attacker is allowed to request at
most go hash queries in form (m; || r;). Chal-
lenger responds with matching answer V;.

2) Sign queries. When Attacker requests a sig-
nature of a designated member in the specified
group on a message m;, the Challenger responds
a valid signature o; = (m;, V;,U;) by running
Sign algorithm. The Attacker is allowed to
query at most ¢4, sign queries.

Forge phase. The Attacker gives a new signature
(m,U,V) of the designated member, where the mes-
sage m was never been asked to sign oracle in the
Attack phase, and wins the game if the algorithm
Verification doesn’t output_L.

We define the advantage of the Attacker to be
Adv(Attack) = Pr[AttackWIN]. We say that the sig-
nature is secure if no polynomial bounded Attacker has
non-negligible advantage in the game described above.

4 Our Scheme

In this section, we will describe our certificateless group
oriented signature in detail. Without loss of generality, we
assume that Alice € GROU P be the signer who wants to
sign a message and sends it to each other member in the
GROUP by broadcast over the internet.Let G, and Gs
be two groups that support a bilinear map as defined in
Section 3.1. Our signature scheme is consisted of four
algorithms, i.e. Setup, KeyExtract, Sign, and Veri-
fication.

Setup. We assume that there exists a Key Generating
Center (KGC), who performs Setup algorithm to
initialize the system. KGC chooses a random num-
ber k € Zj, and computes < Ppup_1, Ppupa >=<
gkz7 g’“3 > as a system parameter. There exists one
cryptographic one-way function Hy : {0,1}* — Z7.

KeyExtract. The KeyExtract can be described as fol-
lows.

Step 1. KGC produces a partial
SKpartml,A = g(k+H1(IDA))—1K_1

Alice in a secure way.

private key
and sends to

Step 2. After receiving the message, Alice chooses
a random number x4 € Zjand extracts her pri-
vate key SK, = SKA

partial A"
Step 3. Alice produces and publishes her public
-1

-1
T x
key< Xa,Ya >=< P 5 1, P05 5 >.

Sign. Subsequently, we will give the Sign algorithm. To
sign a message m, Alice performs the following steps.

Step 1. Choose a random number a € Zj,compute

r=e(SKa, (XA)HI(IDA) : YA)a, and then com-
pute V.= Hy(m || r), where “ || ” denotes con-
catenation.

Step 2. Compute U = SKEL;HV), and the signature
iso=(m,V,U).
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The signature o will be send to each other member
in the GROUP by broadcast over the Internet.

Verification. Finally, we describe the Verification al-
gorithm. Without loss of generality, we assume that
the recipient Bob who is in the GROUP performs the
following steps to verify the validity of the signature.

Setp 1. Compute r = e(U, Xfl(IDA) -Ya) e(SKpg,
Xgl(IDB) . YB)*V.

Step 2. Check the equality V = Hy(m || 7). If it
is true, the signature is valid. Otherwise, reject
the signature.

5 Security of the Proposed Signa-
ture Scheme

In this section, we will prove that the above signature

scheme is unforgeable. The completeness is guaranteed

by the correctness of the verification process. At first we
should revisit the signature scheme, and we have

e(SK 4, (X4)UIP2) y "
e(g(k+H1(1DA))*1k*1zA7gk%;lHl(IDA)ngle)a
= e(gvg)ka'

We say the verification is correct, since

—v

/

T =
_ e(g(k+H1(IDA))’l(a+V)7 gchl(IDA)

e(U, XYM PY Y e(SKp, X5 PP - v)

2
J)

_ -V
Xe(g(kJrHl(IDB)) 1jng1(IDB)gk2)
k(a —k
= elg,9)"“Ve(g, 9
= e(g.9)"
= 7

Obviously, Bob has the ability to produce a correct r
such that " = r. That means he can verify the signature
by checking the equality V = Hy(m || ).

Assume that Alice, Bob and Carol belong to the
GROUP. To further discuss the security of the scheme,
let’s consider such a scenario: Alice wants to show Bob a
signature that Carol once sent her and convince Bob that
it is Alice’s signature. Since Alice sends the signature to
Bob, Bob must know Alice’s identity. If the signature is
not produced by Alice but Carol, and Bob can’t detect
Alice’s fraud, it means

’

r = T’H
— (U, XSV Y )e(SKp, X P - v)
= e(U, XZ P yo)e(SKp, X PP vp)

-V

Then we have g%a k¥ (k+Hi(IDa)) = gog'k*(k+Hi(IDc)),

Since z4,xc € Zy are two random numbers, and H is a

-V

cryptographic one-way function, then the probability of
equality hold is negligible.

The following theorem claims the security of the
scheme in the random oracle model under the Y-DH as-
sumption, which we have described in Section 3.2.

Theorem 1. If there exists an attacker Alice, who is
allowed to request at most qo Hash queries and qq, sig-
nature queries, can break the proposed signature scheme
with probability € and within a time bound, assume that
e > 10(qa, + 1)(qa, + qo0)/2", then there exists another
attacker Bob, who can solve Y-DH problem by recalling
Alice as a subroutine in expected time t < 120686¢ot /<.

Proof. Assume that if the attacker Alice has ability to
break the proposed signature scheme with non-negligible
probability €, then we will show how Bob can solve Y-
DH problem. In other words, given g¢*, gkz, ng e Gy
and x. € Z;, Bob can compute g(kQJrk'“’“":)_1 with non-
negligible probability by running Alice as a subroutine.

We assume that Alice wants to forge Carol’s signature,
where Carol belongs to the specified GROUP. The chal-
lenger Bob will simulate Carol and interacts with Alice by
Hjy and Sign oracles. Since H; is only used to transform
user’s identity information, we don’t take it into consid-
eration.

Setup Phase. .
Bob publishes ¢g*, g*" € G, as the system parame-
ter and < X¢o, Yo >=< P’

1
.
vib1s Ppupo > as Carol’s
public key.

Queries Phase. H Hash Queries. In this phase, at-
tacker Alice is allowed to request at most gg hash
queries. Bob maintains an empty A — list. For
each query (m; || r;), Bob first checks the list:

1) If there is an item (m; || r; || Vi) in Alist
then Bob return V; to Alice.

2) If there is no such record in Alist Bob
chooses a random V; € Z; and returns it
to Alice. And then preserves (m; || ; || Vi)
in Alist.

Signature Queries. In this phase, Alice is allowed
to query at most gq, signature queries. For each
query on m;, Bob performs following step to
return an answer.

1) Choose random numbers «;, V; € Ly, and

a;k*z N (k+H(ID.))-V; and

then sets g% =g
ri = e(g®, g").

2) if m; never been asked before, then Bob pre-
serves (m; || r; || Vi) in A — list.

3) if m; has been asked before, it means that
there is an item (m; || r; || Vi) in A — list.
Bob performs above step 1), makes sure
that r; and V; are fresh, and then preserves
(mi || 5 || V;) in A — list.

4) Compute U; = ¢g“*, and then Bob returns
(my,U;, V;) to Alice as the answer.
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Actually, we have

U, = g(ai+Vi)zc(k‘+H1(IDA))_lkz_l

g(a,;k2m;1(k+H1(IDC))fViJrVi)zc(quHl(IDC))’lk’l

The simulation is perfect in the random oracle. Af-
ter all the queries, Alice outputs a fresh signature oy =
(m*,U;,V;), where warrant m* has never been queried
to the Sign oracle. According to the forking lemma
[27, 28], if € > 10(qa, + 1)(qa. + q0)/2*, then Bob has
ability to produce two valid signatures o = (m*,U;, V)
and oy = (m*, U],-, VJ/) on the same warrant m* such that
H(m* || ;) # H (m* || r;). Thus means, Bob can com-
pute g(kg*‘k'Hl(IDC)Y1 as follows

r =1
2.4 k. -1 WVi=Vy) et
g(k +k-Hi(IDc))” " _ (U;/U,) i

Since we have

U (Vi=V))ae(k?+k-Hi(IDe)) ™"
(U;/U;)

g
g(B* kL (TDe) ™!

According to the forking lemma, Bob can solve the Y-
DH problem in expected time ¢ < 120686¢t/z. O

6 Conclusions

Since Riyami and Paterson presented their Certificate-
less cryptography, many certificateless signature schemes
have been proposed. However, most of these schemes are
vulnerable to replace public key attack. Then, how to
overcome this defect becomes an interesting issue. We de-
sign a certificateless group oriented signature scheme in
this paper, and prove its existential unforgeability under
adaptive chosen message attack in random oracle model.
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