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Abstract

Data privacy and integrity will be the crucial and sig-
nificant factors in recent times for trade which will be
transacted over the Internet through e-commerce and m-
commerce channels. To deal with these anxieties, various
security etiquette related to symmetric and asymmetric
key types have been framed. Digital Envelope is one of
the practices to attain Privacy, Authentication, Integrity
maintenance, and Non-Repudiation in e-commerce chan-
nels. In this paper, we suggest a software implementation
of a digital envelope for a secure e-commerce channel that
combines the hashing algorithm of MD5, the symmetric
key algorithm of AES and the asymmetric key algorithm
of Hyper Elliptic Curve Cryptography (HECC). The re-
sult illustrates that HECC is the best alternative asym-
metric key technique rather than ECC and RSA in the
digital envelope hybrid cryptosystem.
Keywords: Advanced encryption standard (AES), authen-
ticity, hyper-elliptic curve cryptosystems (HECC), mes-
sage digest version 5 (MD5), non-reputability

1 Introduction

The e-commerce market has grown exponentially over the
last decade and has really helped merchants to sell their
products and services to a much larger and broader base
of customers. On account of the success of e-commerce,
overseas and international markets are now a much more
a plausible opportunity. The prime requirements for any
e-commerce transactions are Privacy, Authentication, In-
tegrity maintenance and Non-Repudiation. All these are
achieved through cryptographic techniques [8]. Digital
envelope is one such mechanism to achieve the same.
Most of the digital envelope employs RSA algorithm to
encrypt and decrypt the secret key. However, the RSA
itself is vulnerable [10]. Therefore, in this research work
we emphasize HECC asymmetric key technique as an al-

ternative for ECC and RSA in the digital envelope.
Cryptographic techniques are broadly classified into

symmetric key cryptographic techniques (DES, TDES,
AES) and asymmetric key cryptographic techniques
(RSA, ECC, HECC). In this paper, the implementation
details of a digital envelope for a secure e-commerce chan-
nel using the AES and HEC Cryptosystem is presented.
The reason behind for the adoption of HECC in this ap-
proach is that, for the minimal key length, HECC provides
more security than ECC and RSA. HECC requires 80 bit
key length compared to 1024 bit key length of RSA and
160 bit key length of ECC to provide the same level of
security.

In Section 2, the basic of a digital envelope and AES
algorithm are highlighted. Hyper-Elliptic Curve Cryp-
tosystem is explicated in Section 3. Details on hashing
and message digest are presented in Section 4. Design
details of the digital envelope using AES and HECC and
its implementation details are demonstrated in Section 5.
Results are analyzed in Sections 6 & 7. Finally, Section 8
is a conclusion.

2 Digital Envelope and AES

According to RSA Labs, “The digital envelope con-
sists of a message encrypted using secret-key cryptog-
raphy and an encrypted secret key. Digital envelopes
usually use public-key cryptography to encrypt the se-
cret key.” Details of digital envelope can be had from
http://www.rsa.com/. An additional enhancement to the
digital envelope is integrity maintenance using hash func-
tions. Figure 1 shows how a digital envelope is created.

Advanced Encryption Standard (AES) is an approved
symmetric key cryptographic algorithm that is a block
cipher. The AES algorithm is capable of using crypto-
graphic keys of 128, 192, and 256 bits.

The algorithm consists of four stages that make up a
round which is iterated 10 times for a 128-bit length key,



International Journal of Network Security, Vol.11, No.3, PP.121–127, Nov. 2010 122

12 times for a 192-bit key, and 14 times for a 256-bit
key. The first stage “Sub Bytes” transformation is a non-
linear byte substitution for each byte of the block. The
second stage “Shift Rows” transformation cyclically shifts
(permutes) the bytes within the block. The third stage
“Mix Columns” transformation groups 4-bytes together
forming 4-term polynomials and multiplies the polynomi-
als with a fixed polynomial mod (x4 + 1). The fourth
stage “Add Round Key” transformation adds the round
key with the block of data.

Details on AES can be had from [7] and [18].
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Figure 1: Digital envelope

3 Hyper-Elliptic Curve Cryp-
tosystems

3.1 Overview of Hyper-elliptic Curve

The equation for a hyper-elliptic curve (C) is given as [13]:

C : y2 + h(x)y = f(x), h, f ∈ K[x],
deg(f) = 2g + 1, deg(h) ≤ g,

where, f is monic and genus (g) = (deg(f)− 1)/2.
Unlike elliptic curves, points on hyper-elliptic curves

do not form a group. Hence, a group law is defined via
the Jacobian variety of C over a field K, which is a finite
abelian group.

Thus, a Hyper-Elliptic Curve (HEC) over Finite Field
Fp is defined as:

C : y2 + h(x)y = f(x)(modp), h, f ∈ K[x],
deg(f) = 2g + 1, deg(h) ≤ g.

3.2 Jacobian of Hyper Elliptic Curve

The Jacobian of the curve C is the quotient group J =
Do/P , where D is the set of divisors of degree zero, and
P is the set of divisors of rational functions. The equiva-
lence classes of the Jacobian are represented by a unique
reduced divisor (which is represented using Mumford rep-
resentation) upon which we perform the group law.

3.3 Mumford Representation

Let g be the genus of a hyper elliptic curve C : y2 +
h(x)y = f(x). Each nontrivial divisor class over the
field K can be represented via Mumford representation
(u(x), v(x)), where u(x) and v(x), u, v ∈ K[x], are unique
pair of polynomials satisfying the constraints of

• u is monic;

• deg v < deg u ≤ g;

• u | v2 + vh - f .

Various mathematical operations can be carried out on
these hyper-elliptic curves. Details can be had from [4, 5,
12, 13, 14, 19].

3.4 Algorithm for a Hyper-elliptic Curve
Cryptosystem

The basis for the Hyper-elliptic curve cryptosystem
(HECC) is the Discrete Logarithm Problem which is de-
scribed as follows:

“Let Fq be a finite field with q elements. Given
2 divisors, D1 and D2 in the Jacobian, determine
m ∈ Z, such that D2 = mD1.”

The following section describes the proposed HECC
algorithm which exploits ElGamal technique for key gen-
eration process, encryption and decryption process which
is named as HEC-ElG Algorithm (HEC-ElGA).
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3.5 Algorithm for Public Key & Private
Key Generation

Input: The public parameters are hyper-elliptic curve C,
prime p and divisor D.

Output: The Public key PA and Private key aA.

Process:

1) aA ∈ R N [choose a prime (aA) at random in N ];

2) PA ← [aA] D;

[The PA is represented using Mumford representation
which is of the form (u(x), v(x))];

3) return PA and aA.

For the random prime number generation in Step 1,
one can apply the probabilistic test of Rabin-Miller [15]
or the deterministic test of AKS [11]. However, various
researches have proved that it takes exponential time to
determine the given large number is prime or not using
AKS algorithm.

3.6 Encryption/Decryption Algorithm

In this section, we present the methodology for encryption
and decryption. The message ‘m’ that is to be sent will be
encoded as a series of points represented as (u(x), v(x)).
The encoded message is referred as Em. For the encryp-
tion and decryption process using HECC, we have used
ElGamal method to design HEC-ElG Algorithm (HEC-
ElGA). Details on ElGamal method can be had from [2].
The algorithm works as follows: To encrypt and send a
message to B, A performs the following steps.

• k ∈ R N (choose k as a random positive prime num-
ber in N);

• Q ← [k]D (D is the Divisor of the HEC & The form
of Q is (u(x), v(x)));

• Pk ← [k]PB (PB : (u(x), v(x)) is receiver’s(B′s) pub-
lic key);

• Cm ← {Q, Em + Pk } (Cm: (u(x), v(x)) is the Cipher
Text to be sent).

To decrypt the Cipher Text Cm, B extracts the first co-
ordinate ’Q’ from the cipher text then multiply with its
Private Key (aB) and subtract the result from the second
coordinate. This can be written as follows:

Em + kPB − aB(Q) = E

= Em + kPB − k(aBD)
= m + kPB − aB(kD)
= Em + kPB − kPB

= Em.

In the above process, ‘A’ has masked the message Em
by adding kPB to it. Nobody but ‘A’ know the value of

k, so even though PB is a public key, nobody can remove
the mask kPB. For an attacker to remove message, the
attacker would have to compute k from the given D and
[k]D, i.e. Q, which is assumed very hard.

Avanzi M [1] has proved that HECC over prime field
is satisfactory enough to be considered as a valid alterna-
tive to elliptic curves, especially when large point groups
are desired. Fan and Gong [6] also proved that HECC
provides greater efficiency than either integer factoriza-
tion systems or discrete logarithm systems, in terms of
computational overheads, key sizes, and bandwidth. In
this work, we have adopted hyper-elliptic curve for genus
2 over GF (p) and have implemented the system.

4 Hashing and Message Digest

A hash function takes a message of any length as input
and produces a fixed length string as output, sometimes
termed a message digest [9].

The characteristics of a good hash function are:

• Should avoid collisions.

• Should try to spread keys evenly in the array.

• Should be easy to compute.

The two most-commonly used hash functions are MD5
and SHA-1.

MD5 (Message-Digest algorithm 5), is an Internet
standard [17] and is one of the widely used cryptographic
hash function with a 128-bit message digest. This has
been employed in a wide variety of security applications.

The main MD5 algorithm operates on a 128-bit, di-
vided into four 32-bit words. These are initialized to cer-
tain fixed constants. The main algorithm then operates
on each 512-bit message block in turn, each block modi-
fying the state. The processing of a message block con-
sists of four similar stages, termed rounds; each round is
composed of 16 similar operations based on a non-linear
function, modular addition, and left rotation.

5 Digital Envelope Combining
AES & HECC

The algorithm we present here combines the best features
of both symmetric and asymmetric encryption techniques.
The data (plain text) that is to be transmitted is en-
crypted using the AES algorithm. The AES key which is
used to encrypt the data is encrypted using HECC.

To ensure integrity of the data that is transmitted, the
data is subjected to MD5 hash algorithm. The message
digest obtained by this process is also encrypted using
HECC technique. Thus the sender sends:

1) Cipher text of the message;

2) Ciphertext of the AES key, and
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3) Ciphertext of the message digest.

The receiver upon receiving:

1) Cipher text of the message;

2) Ciphertext of the AES key, and

3) Ciphertext of the message digest, first decrypts the
Ciphertext of the AES key to obtain the AES key.

This is then used to decrypt the cipher text of the
message to obtain the plain text. The plaintext is again
subjected to MD5 hash algorithm. This process yields a
message digest. The ciphertext of the message digest is
decrypted using HECC technique to obtain the message
digest sent by the sender. This value is compared with
the computed message digest. If both of them are equal,
the message is accepted else rejected. Figure 2 shows the
sequence of operation of the digital envelope using AES
and HECC.

The entire implementation was carried out in Java 2,
Standard Edition (J2SE) v 1.4.0. J2SE has the built-in
classes for AES, and MD5. generatekey(·) is the method
of KeyGenerator class which is used to generate secret key
for the AES. Cipher is the class which is initialized either
as encrypt mode or decrypt mode to perform relevant
operation. doF inal(·) method of Cipher class performs
the actual encryption or decryption process based on the
mode initialized. The same method is used to generate
the message digest. To use these classes, one has to im-
port java.security, javax.crypto, javax.crypto.spec pack-
ages. Details on java security architecture can be had
from [16].

We developed methods in Java for hyper-elliptic curve
generation, base point generation, eys (both public and
private) generation and encryption and decryption using
HEC-ElG Algorithm (HEC-ElGA). HyperellipticCurve is
the class which is used to generate hyper-elliptic curve.
The divisor is generated by the Div class. The Cantor’s
algorithm [3] is implemented in this class to perform the
group addition.

The key generation, encryption and decryption algo-
rithm which are stated in the Section 4.5 is also imple-
mented. We used the Java class of BigInteger to handle
large integers and the method of IsProbablePrime to de-
termine whether the large integer is prime or not. The
software was run on Celeron machine @ 1.0 GHz and 256
MB RAM.

6 Results

This hybrid algorithm is tested with file data of sizes 50kb,
100kb and 150kb respectively. The key sizes considered
here are recommended by the NIST and is shown in Ta-
ble 3. Table 1 provides details on the time taken for en-
cryption, decryption for AES and Triple-DES (T-DES)
and also computes message digest using MD5. Table 2
provides information on Encryption & Decryption of 128
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bit AES key and MD5 message digest using HECC of
genus 2 over prime field (80 bits) and RSA (1024 bits).
Figures 3 & 4 gives the graphical output of the results.

 


Figure 3: Runtime analysis of AES, T-DES, and MD5
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Figure 4: Runtime analysis of HECC, ECC, and RSA

7 Analysis

With any cryptographic system dealing with 128 bit key,
the total number of combination is 2128. The time re-
quired to check all possible combinations at the rate of
rate 50 billion keys / second is approximately 5 x 1021

years. Moreover, the NIST recommended key sizes for
various encryption techniques are given in Table 3.

From Table 3 it is clear that HECC fairs better than
ECC and RSA in terms of security level. The Table 1
shows that the performance of AES is better than T-DES.
Also, from Table 2, it is clear that HECC is superior to
ECC and RSA. So, the digital envelope combining AES
and HECC is the better alternative security mechanism
for the secure e-commerce channel to achieve privacy, au-
thentication, integrity and non-repudiation.

Table 3: NIST recommended key sizes

Symmetric RSA Elliptic Hyper-elliptic
Key Size Key Size Curve Key Curve (g=2)

(bits) (bits) Size (bits) Key Size (bits)
80 1024 160 80
112 2048 224 ***
128 3072 256 ***
192 7680 384 ***
256 15360 521 ***

8 Conclusion

In this paper, we have designed and implemented a digital
envelope in Java combining the best of both symmetric
(AES) and asymmetric (HECC over GF(p) of Genus 2)
methodologies. We have tested the algorithm for various
sizes of files. To ensure integrity of the data, we have
adopted the MD5 hash algorithm.

In this work, we have designed and implemented HEC-
ElG Algorithm (HEC-ElGA) for the key generation, en-
cryption and decryption processes and also, adopted a
probabilistic primality checking (isProbablePrime(·) in
Java) to determine whether the given number is prime or
not. To determine whether the given number is prime or
not, one has to use AKS algorithm which is deterministic
in nature. The main limiting factor in AKS algorithm is
the overhead it puts on computation in terms of time and
processor speed. To illustrate, for a 7 digit number, re-
searches have indicated that AKS algorithm takes about
20 hours whereas Rabin-Miller gives its verdict in less
than a second. Finally, NIST recommended 80-bits key
size for hyper-elliptic curve whereas 1024-bits and 160-
bits for RSA and ECC respectively.

Therefore, one can use HECC asymmetric key tech-
nique as an alternative to ECC and RSA in the digital
envelope.
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