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Abstract

In this paper, we propose the notion of Verifiable
Attribute-Based Encryption (VABE) and give two con-
structs of key-policy VABE. One is with a single author-
ity, and the other is with multi authorities. Not only our
schemes are proved secure as the previous ABE schemes,
they also provide a verification property. This could not
be trivially solved, such as trying random decryption.
Adding the verification property has a few advantages:
first, it allows the user to immediately check the cor-
rectness of the keys, if not, he only needs the authority
to resend the corresponding shares, especially, in multi-
authority case, if the key does not pass the check, the
user only needs to ask the particular authority to resend
its own part, without need to go to all the authorities; sec-
ond, if the keys pass the verification but the user still does
not rightly decrypt out the message, something might be
wrong with the attributes or ciphertexts, then, the user
has to contact with the encryptor; third, the trick used
in this paper could also be used in the ciphertext-policy
scenario. We formalize the notion of VABE and prove our
schemes in our model.

Keywords: Attribute-based encryption, verifiable, provable
security, multi-authority

1 Introduction

Identity Based Encryption (IBE), introduced by Shamir
[14], is a novel encryption which allows users to use any
string as their public key (for example, an ID card number
or an email address). Encrypting messages without access
to a public key certificate reduces the load of creating and
storing certificates.

The first provably secure and elegantly designed IBE
scheme was given by Boneh and Franklin [1], after that,
IBE has received a lot of attention [4, 6, 8, 15].

To better express identity and allow for a certain
amount of error-tolerance, Sahai and Waters proposed
fuzzy IBE [12], in their scheme, identity is viewed as a
set of descriptive attributes, and a user with the secret
key for the identity is able to decrypt a ciphertext en-
crypted with the public key if and only if and are with a

certain distance of each other as judged by some metric.

In the paper [7], Goyal et al. developed a much richer
type of ABE cryptosystem and demonstrated its appli-
cations. In their system each ciphertext is labeled by
the encryptor with a set of descriptive attributes. Each
private key is associated with an access structure that
specifies which type of ciphertexts the key can decrypt.
The access policy in their work is described by an access
tree, which is more general than simple t-out-of-n thresh-
old, and thus well suits for fine-grained access control of
encrypted data and some other kind of applications.

In the paper [2, 5], Cheung et al. and Bethencourt et al.
respectively constructed a ciphertext policy ABE scheme,
in which attributes are used to describe a user’s creden-
tials, and a party encrypting data determines a policy for
who can decrypt. This conception is closer to traditional
access control methods.

All ABE schemes mentioned are with single author-
ity, so Chase presented multi-authority ABE in [3] to an-
swer an open question in [12], in multi-authority scenario,
more than one authority are responsible for maintaining
one kind of attributes, they operate simultaneously, and
handle out secret keys for different set of attributes. The
load of the single authority is enormously reduced.

In ABE [2, 3, 5, 7, 9], user goes to the central authority
for the key according to his access structure, and stores
it for future use. So, the correctness of the key should be
verified the first time the user gets the key.

The trivial way of randomly choosing a message then
encrypting it, and try decrypting, could not solve the
problem in the multi-authority case. As the key of each
authority is only known to the central authority, using
the trivial method, the user could not know which au-
thority is responsible for the mistake or cheating even if
he finds that there is a flaw in the key. Further, in the
future development of ABE schemes, when the attributes
or access structure is hidden, then, the trivial way of de-
crypting randomly chosen encrypted message even could
not be implemented, because only encrypting the random
message with the corresponding attributes or policy would
make sense.
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1.1 Owur Contribution

We add a verifiable property to the single authority key-
policy ABE schemes, the core idea of the method is us-
ing some trick to change secret sharing [13] in the ABE
schemes with verifiable secret sharing [10]. This trick can
also be used in constructing ciphertext-policy VABE. Not
only as a building block for multi-authority VABE, but
also the single authority VABE has its own merits:

1) If the key does not pass the verification, there must
be something wrong with the process of generating
the key, and we can just ask the authority to resend
the corresponding shares, without need to repeat the
whole process of generating the key.

2) If the keys pass the verification but the user still
does not rightly decrypt out the message, there is a
explicit notification that something might be wrong
with the attributes or ciphertexts, in this situation,
the user goes to the creator of the ciphertext.

3) In the case of multi-authority, each authority uses
the VABE scheme, if the check does not passes in
some single authorities, the user does not need to ask
all authorities to resend the shares, but only needs
to ask for the particular authorities to resend the
corresponding shares computed by those authorities.

4) Tt would be useful in the scenario when the attributes
set, or policy is hidden.

We give a formalized definition of VABE, and its secu-
rity model, and prove the security under the new model.

1.2 Structure of This Paper

The paper is organized as follows: we give out the pre-
liminaries in Section 2, and definitions of VABE and its
security in Section 3, then we give a concrete construc-
tion with single authority and we prove its security in
Sections 4 and 5, we also give out a construction with
multi-authorities in Section 6, and at last, we draw a con-
clusion in Section 7.

2 Preliminaries

2.1 Bilinear maps

Let G; and G3 be two multiplicative cyclic groups of
prime order p. Let g be a generator of G; and let e be a
bilinear map, e : G; X G; — G2. The bilinear map e has
the following properties:

1) Bilinearity:for all u,v € G; and a,b € Z,, we have
ab.

e(u®,v’) = e(u’,v") = e(u,v)*";
2) Non-degeneracy: e(g,g) # 1;

3) Efficiently computable.
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2.2 The Decisional Bilinear
Hellman (BDH) Assumption

Let a,b,c,z € Z, be chosen at random and g be a gen-
erator of G;. The decisional BDH assumption is that
no probabilistic polynomial-time algorithm A can dis-
tinguish the tuple (A = g%, B = ¢°,C = g¢° e(g, 9)*)
from the tuple (A = g%, B = ¢°,C = g% e(g,9)?) with
more than a negligible advantage. The advantage of A is
|Pr[A(A, B, C,e(g,9)** = 0] — Pr[A(A, B,C,e(g,9)%) =
0]| where the probability is taken over the random choice
of the generator g, the random choice of a,b,c,z in Zp,
and the random bits consumed by A.

Diffie-

3 VABE and Its Security Model

3.1 Definitions

Definition 1. A VABE scheme is a special kind of key
policy ABE scheme in which the correctness of key could
be verified when the user gets the key from the key gener-
ation center, it includes following basic algorithms:

SETUP. This is a randomized algorithm that takes mo
input other than the implicit security parameter. It
outputs the public parameters PK and a master key
MK.

ENCRYPTION. This is a randomized algorithm that
takes as input a message m, the public parameters
PK, and attributes set y. It outputs the ciphertext E.

KEY GENERATION. This is a randomized algo-
rithm that takes as input the master key MK, the
public parameter PK and policy (or access structure)
. It outputs a decryption key D, and verification
information V. It is executed by the authority.

VERIFICATION. This is a deterministic algorithm
that takes V and all public information as input, out-
puts 1 when V passes the check, else outputs 0.

DECRYPTION. If VERIFICATION outputs 1, then
this algorithm is executed. It takes as input- the ci-
phertext E that was encrypted under the descriptive
information, the decryption key D for I and the pub-
lic parameter PK. It outputs the message M if v € T

(orT(y)=1).

Definition 2. If both of the conditions below are satisfied,
then we say the ABE scheme is a VABE scheme.

o Assume that K is a PPT algorithm to generate two
independent random numbers, K outputs different re-
sults even with the same input at different times. A is
a PPT algorithm taking a node r, a parameter k, and
attributes set v as input, to create an authorized sub
access structure I' rooted at node r, and I' satisfies
that T'(y) = 1, B is the PPT algorithm to reconstruct
the secret message from a given access structure, we
define the games as follows.
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Setup. The challenger runs the setup algorithm of
VABE, gives the adversary all public informa-
tion and parameter ko;

Challenge. The adversary computes ki, ko from
K(ko), and Ty «—gr A(ky,r,y), T
A(ka,r,7), gives T'1,Ta to the challenger, the
challenger flips a coin 3, then runs the recon-
struct algorithm B, gives the adversary B(T'g);

R

Guess. The adversary returns a guess 3 to the chal-
lenger.

For any ko, the quantity Adv = |Pr(3 = 08) —1/2|
s a negligible function of kq.

e If all the shares are right, the user could reconstruct
the secret with probability 1, which means the user
could decrypt out the right message. (We assume
there is mothing wrong with the ciphertext and at-
tributes).

3.2 Security Model for VABE

Our security model adds a verification query to the
selective-set model in [7].

Initial. The adversary declare the set of attributes, =,
that he wishes to be challenged upon.

Setup. The challenger runs the SETUP algorithm of
GPSW ABE in [7] and gives the public parameters
to the adversary.

Phase 1. The adversary is allowed to issue queries for
verification information and private keys for many
access structure I';, where I';(y) # 1 for all j, and
the adversary checks the correctness of the keys.

Challenge. The adversary submits two equal length
messages My and M;. The challenger flips a ran-
dom coin b, and encrypts M with +. The ciphertext
is passed to the adversary.

Phase 2. Phase 1 is repeated.
Guess. The adversary outputs a guess b’ of b.

The advantage of an adversary in this game is defined
as |Pr[t/ = b] — 1/2|. This model can be easily extended
to handle chosen-ciphertext attacks by allowing for de-
cryption queries in Phase 1 and Phase 2, and a scheme
secure in this model is also easily be extended to be se-
cure in chosen-ciphertext model using simulation sound
NIZK proofs which presented in [11]. A VABE scheme is
secure in the selective-set model of security if all polyno-
mial time adversaries have at most a negligible advantage
in the selective-set game.
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4 A Concrete Construction of
VABE with Single Authority

The ABE scheme, we use as a building block, is con-
structed by Goyal et al. [7]. We first describe the tree
structure used in this scheme, the access tree I', each
non-leaf node represents a threshold gate, described by
its children and a threshold value. A node z, has num,
children and a threshold value k,. We also define the
function parent(z) to return the parent node of z, and
index(z) to return the index of x as a child of its parent.
a leaf node z is defined by an attribute att(z).

Let I'; be the sub tree rooted at the node x, we com-
pute I'(y) in a recursive manner:

If = is a leaf node, T';(y) returns 1 if and only if att(x) €
e

If « is a non-leaf node, evaluate I",(~y) for all children z’
of node z, T';(y) returns 1 if and only if at least &,
children returns 1.

Now we demonstrate the construction as follows. Let
G1 be a bilinear group of prime order p, and let g be
a generator of G7. In addition, let e : G; X G; — Ga
denotes the bilinear map. A security parameter, k, will
determine the size of the groups. We also define the La-
garange coefficient A; ¢ for ¢ € Z, and a set .S, of elements
in Z, : Ajs(z) = [ljes j2i(z — 5)/(i — 7). We will asso-
ciate each attribute with a unique element in Z,".

Setup. Define the universe of attributes U = 1,2,--- | n.
Randomly choose ¢, ,t,, y from Z,. The pub-
lished public keys PK are Ty = g™, --- , Ty = g"'vl,
Y =e(g,9)?. The master key MK is: t1, -+, tn, ¥;

Encryption(M,~, PK). To encrypt a message M € Gy
under a set of attributes 7y , choose a random number
s € Z, and publish the ciphertext as: E = (v, E' =
MY* {E; = T }icy)-

Key Generation(T', M K). This process shares the se-
cret y in a top-down manner with Shamir’s thresh-
old secret sharing scheme, for each non leaf node
x, we choose a polynomial ¢,(-) with degree d, =
k. — 1, make the polynomial satisfy ¢,(0) =
Qparent(z)(index(r)), and randomly fix other d,
points to completely define ¢,(+), then compute h, =
e(9,9)%® and C, : {e(g,9)% }iz1,... k,—1, {ai} are
the non constant coefficients of the polynomial g¢,(+)
used to share the secret of the node z. After all the
polynomials are decided, for each leaf node z, we
give the following set of secret values D to the user:
Iy, D, = g%/t <where i = att(x) and the addi-
tional values h, = e(g,9)%(®), and for every other
node x, we give h, and C,. This process enables the
user to decrypt a message encrypted under a set of
attributes v if and only if I'(y) = 1.
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Verification(T', PK, {h;},{C,}, D). For leaf node z, af-
ter getting {D,}, the user firstly checks whether
e(D,,T;) = hy, and then, verifies:

h;z; = e(g’ g)lea'r'ent(g;)(inde.’])(,’]‘,‘))
= ey,
k—1 . v
= hparent(a:) X H(e(g’g)ai)zndex(gg)
=1

Where, £ is the degree of the polynomial gpqrent(z) (),
if all the leaf nodes pass the verification, using h, and
Equation (1) to verify the correctness of all other
nodes level by level, until to the root node and at
last checks whether h, = Y. Assume the check fails
at nodes x1, - -, x;, if any node x;’s ancestor node is
in this nodes set, we remove x; from this set, at last,
we get z1,- -, z¢, we ask the authority to resend the
shares of the subtree I -, T,

219"

Decryption (E, D). We specify the decryption proce-
dure in a bottom-up manner: Let i = att(z). If z is
a leaf node, then DecryptNode(E, D, x) returns:

e(DmEz) = e(g%(o)/ti’gsti)

= e(g,9)* O, ifieny;

Otherwise, returns L.

If x is a non-leaf node, we recursively compute the
DecryptNode(E, D, x), the output of it is denoted as
F,, for all nodes z that are children of z, let S, be
an arbitrary k,-sized set of child nodes z such that
F, #.1, if no such set exists, the function returns 1,
otherwise, we compute:

A, g
F, = H F, 5 where i = index(2),
z€S,
S = {index(z): z})

= e(g,9)*=O,

using Lagrange polynomial interpolation.

We can know that, at last when reaching the root
node r, we get DecryptNode(E, D,r) = e(g,9)%¥ =
Y#, so if the condition I'(v) = 1 is satisfied, the user
can decrypt.

5 Security Proof for the VABE
Scheme

Theorem 1. The concrete construction of verifiable ABE
scheme is verified, which means it satisfies the two con-
ditions in Definition 2 of Section 3.1, and the scheme is
also secure in the selective-set model defined in Section 3.2
under the decisional BDH assumption.

(1)
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Proof. First, we observe the Conditions 1 and 2 in Defini-
tion 1 of Section 3.1. The additional information for ver-
ification of each leaf are commitments for the coefficients
of the polynomials used in key generation phase. The real
secret is y, but the user can not directly get the shares of

g)qp(”em(o)+a1(indez(m))Jr..Jrai,l(indea:(w)i_l) y, so in the first step of check whether e(D,., T;) equals h,

to ensure that the very ¢,(0) in D, is the same as that
in h,;. The sharing process is to share y, so the polyno-
mial in each step to finally get D, and h, is the same,
if hy = hpa'rent(w) X Hfz—ll(e(gyg)aﬂndez(r)‘) passes, we
can be sure that h, is rightly computed from the polyno-
mial of parent(x), namely, ¢.(0) = Gparent(x) (index(z)) is
rightly computed from that polynomial, thus gpqrent(x)(0)
is shared without mistakes, while for degree d polynomial
Qparent(z) (+), every qualified structure in this level at least
contains kpqrent () values, while kqrent () = d+1, so any
qualified set of values uniquely decide the polynomial.
Now, let’s check the Adv in Condition 1 in Defini-
tion 1, if any of this quantity generated is non-negligible,
it means that from two qualified sub structure with the
same root node, we get different secrets with a non-
negligible quantity, and the difference must be from some
level of sharing, then, in this level of sharing, at least two
qualified sets of values reconstruct different secrets, which
means at least one of them passes the test in (x) but is
wrong, assume the node is z, that is, the key generation
center intentionally or not computes a value a, and satis-

fying

Q = elg,9"°
= e(g,9)=®
k—1 |
= hpamnt(x) X H(e(g’g)aundew(z) 7
=1

then we will get loge(g,g) I'=a-—qz0) <4¢ (all the com-
putation is under the modular arithmetics)with a non-
negligible quantity, however, e(g, ¢) is in a prime order q
group,its order can only be q, that is a contradiction, so
conditionl is satisfied.

And at last, we check h, = Y to ensure the initial
secret is the same as the one in the public key. If all these
checks are valid, the initial secret y is rightly shared in
each step to the final pieces of sharing, the user could
decrypt, then Condition 2 is satisfied.

Next, we show the security of our scheme. As in [5], we
use A the adversary of attacking the ABE scheme with
advantage € to build a simulator B for solving the DBDH
problem with advantage €/2. The main difference between
our proof and the one in [5] is the check query.

The challenger flips a fair binary coin, if it equals to
0, sets the tuple (A, B,C, Z) = (g% ¢°, g% e(g, 9)**¢), else
sets the tuple (A, B,C, Z) = (9%, 4%, g%, e(g, 9)?), for ran-
dom a,b, ¢, z. The simulation proceeds as follows:

Initial. B runs A, A chooses the attributes set v he
wishes to attack.

Setup. B sets the parameter Y = e(A, B) = e(g,9),
for all ¢ in the universe, if ¢ € ~, set T; = g, r; is
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randomly chosen from Z,, otherwise set T; = Bk |,
is randomly chosen from Z,,, then B gives the public
parameters to A.

Phase 1. A makes requests for keys corresponding to ac-
cess structure I'V that I () # 1. We define two func-
tions Satpoly and Unsatpoly.

e Satpoly(T';,v,A;) constructs the polynomials
for the sub tree I'y and T'y(y) = 1. It first
sets up a polynomial g, of degree d, for the
root node z and satisfying ¢, (0) = .. For each
child node x’ of x, we defines its polynomial by
calling Satpoly(I,, v, g (index(x"))).

e Unsatpoly(T'y, 7y, g*+) sets up polynomials for
the sub tree T’ and T'y(y) = 0. For h, satis-
fied children nodes, B randomly choose A, and
ensures ¢, (0) = g, (index(y)) = =y, for another
dg — h; child nodes, B randomly chooses a value
)\, for each, which satisfying g9=(indez(2)) = gA=,
then the polynomial ¢,(-) is decided in this way:

q(0) atarz+..+arz®
’

9= =g
B knows k = d, different value g%, so
could compute all g*,i = 1,--- ,d,. For the
rest unsatisfied child nodes, B fixes the value
using ¢*: = g¢9=(indez(2)) or direct interpola-
tion. Next, defines the polynomials for the child
nodes recursively as follows, if child node x’ is
satisfied, B calls Satpoly(T'. v, g.(index(x'))),
If child node x’ is wunsatisfied, B calls
Unsatpoly(T, 7, gi=index (@),

The final polynomial Q. (-) = bg,(+), the simulator
B then computes all the values needed to send to A:
for leaf node x,i = att(x).

If i € v, B computes: D, = B0/ = gba=(0)/ri —
ng(O)/ti;

Ifi ¢ v, B computes: D, = g 0)/ki = gba=(0)/bk:i —
@0/t

Therefore, the simulator is able to construct the pri-
vate key for IV, and the distribution is identical to
that in the original scheme. Further, for all every
node x, B can compute:

h=e(B,g= ) = e(g,9)%
and

Co : {e(B, g% ) it pyy = {€(9,9)"" }iz1, k0

Therefore, all values for verification are ready. A then
checks the correctness.

Challenge. A sends B two messages My, M;. The
simulator B flips a coin v, returns the encryp-
tion of M, the ciphertext is as: E = (v,FE =
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Mz, {E; = C"}icy), Z is from the DBDH chal-
lenger, if e(g,9)%¢ = 0,7 = e(g,9)?*°. Then, here,
Y =e(9,9)%,5s = ¢, E; = C"" = g"i° = T?, there-
fore, E is a valid encryption. If p =1, Z = e(g, g)7,
E’ will be a random number.

Phase 2. The simulator repeats Phase 1.

Guess. A submits his guess v'for v, if v/ = v, the simu-
lator B outputs ' = 0, otherwise, it outputs p’ = 1.

The overall advantage of the simulator in the DBDH
game is:

|Priy = p] —1/2|
= |Prlu’ = plp = 0].Pr[p=0]
+Prip = plp=1Pr{p=1]—1/2|
= [1/2(Prlp’ = plp = 0]+ Prip’ = plp =1]) - 1/2
= [1/2(1/2+€¢) +1/21/2—1/2]
= €/2.

6 VABE with Multi-Authorities

VABE is much more useful in multi-authority environ-
ment, if any mistake is detected; user only needs to com-
municate with the particular authority, if there is no ver-
ification algorithm, he has to contact with all authorities.
We give a concrete construction, taking the trick in [3].

6.1 The Algorithms of Multi-Authority
VABE and Its Security Model

A Multi Authority ABE scheme is composed of K at-
tribute authorities and one central authority, the scheme
uses the following algorithms:

SETUP. A randomized algorithm which must be run by
some trusted part (e.g CA). Takes as input the secu-
rity parameter. Outputs a public key, secret key pair
for each of the attribute authorities, and also outputs
a system public key and master secret key which will
be used by the central authority.

ATTRIBUTE KEY GENERATION. A random-
ized algorithm run by an attribute authority. Takes
as input the authority secret key, the authority’s
value di, a user’s ID, and an access structure I'*.
Output secret key for the user.

CENTRAL KEY GENERATION. A randomized
algorithm run by the central authority. Take as
input the master secret key and a user’s ID and
outputs secret for the user.

ENCRYPTION. A randomized algorithm run by a
sender. Takes as input a set of attributes for each au-
thority, a message, and the system public key. Out-
puts the ciphertext.
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VERIFICATION. A deterministic algorithm run by a
user. Takes all public information and verification
information as input. Outputs 1 if all checks pass, or
else outputs 0.

DECRYPTION. If verification outputs 1, this deter-
ministic algorithm is run by a user. Takes as input
a ciphertext, which was encrypted under attribute
set A.. Output a message M if T'*(A.) = 1 for all
authorities k.

The security model only adds a verification query in
each single authority and the central authority to the
model in [3].

6.2 Concrete Construction

Setup. Fix prime order group G, (G;, bilinear map e :
G x G — G7 and generator g € G. Choose seeds
$1,-+ , 8k for all authorities, also randomly choose
Yo, {tkyith=1, Ki=1,.n € Zg. System public key
Yo =e(g,9)".

Attribute Authority k. Authority Secret Key
ti1, s tkon, si; Authority Public Key Ty 1, -+, Tin
where Ty; = g'i; Secret Key for User u: Let
Yk = Fs,(u). To use a single authority verifiable
ABE scheme as sub function with y; ., as its secret
input to provide user with {D,}.

Central Authority. Central Authority Secret Key s
for all authorities k, yo.
Secret Key for User u: Let yx ., = Fg, (u) for all k.
Secret Key: Dgy = g¥o—2 k=0 Yku - at the same time,
CA constructs a table, storing information related to
the secret of each authority, and publish the table,
the table has K + 1 columns and the row is labeled
by user identification u, in each row, the CA put
Yiuw = e(g,9)%, k is from 1 to K, the last one in
arow is Yoa = e(g,g)yo—Zi{:o Yk once a new user
makes a query for decryption key, the CA adds a new
row to the table.

Encryption for Attribute set A.. Choose random s
from Z,. E = Y§ym,Eca = g¢°, and {Ey; =
Tlf,i}ieA’g,Vk-

Verification. After getting the {D,} from each author-
ity, the user verifies as in Section 3.1, if any mis-
take is detected within a authority’s shares, the user
asks the authority to resend the corresponding shares
without need to contact with other authorities, and
in the last step of verification, take the value in the
table to compare, if passes for all authorities, check
an equation in the row labeled by his user identifica-
tion Yoy = Yoa X Hiil Y}, if this also passes, then the
key the user got is a right one which could be used
to decrypt.
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Decryption. For each authority k, the authorized user
could interpolate to reconstruct Yy, = e(g,g)¥*",
compute Y&, = e(Eca,Dca). Combine all these
values to obtain Yy = Y5 4 x HkK_1 Y)?. Then decrypt
to get m.

6.3 The Security Proof for VABE with
Multi-Authority

Theorem 2. If all the checks pass, the Multi Authority
Verifiable ABE scheme satisfies the two conditions in Sec-
tion 3.1, and based on the DBDH assumption, the scheme
1s secure in the selective-set model defined in Section 4.1.

Proof. The proof of this theorem is very similar to the
proof of Theorem 1, First, checks the two conditions in
Section 2.3, at each authority, the verification makes sure
that the sharing process is correct, this part is the same
as in the proof in Theorem1, and then, checks in the table
ensures all the shares of the authorities are rightly shared
by the CA from the top secret yq.

Next, the security proof only needs a few modifications
of the original proof in [3], and the modification method
is like that in the proof in theoreml, computing the veri-
fication information when emulating the oracle, to answer
the new queries. O

7 Conclusions

We introduce the definition of VABE, which allows the
user checks the correctness of the key, using to decrypt
all qualified ciphertext. Doing this kind of verification re-
duces the trust of the authority, it is helpful when some
error happens in creating or sending the secret, especially
in multi-authority scenario, and it may potentially be use-
ful as a building block to construct other kinds of crypto-
graphic application. We make a proper security model for
it, and give two concrete constructions of VABE schemes
with a single authority and multi authorities respectively,
and prove their security under the model.
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