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Abstract

We study the following problem: party A’s secret input
is a, party B’s secret input is b, and party C’s input is
empty; they want to know if @ = b with restriction that A
and B should not learn anything more than what is im-
plied by their secret inputs and the comparison result, and
C should not learn anything about a or b except if a = b.
This problem can be seen as a variant of the socialist
millionaires’ problem. We propose a simple and efficient
protocol for this problem from a semantically homomor-
phic encryption scheme. The protocol is fair if party C' is
semi-honest.

Keywords: Homomorphic encryption, secure multi-party
computation

1 Introduction

Suppose there are three parties A, B, and C. Party A’s
secret input is a, party B’s secret input is b, and party C’s
input is empty; they want to know if ¢ = b with restriction
that A and B should not learn anything more than what is
implied by the comparison result, and C' should not learn
anything about a or b except the equality of a and b.
This can be seen as a variant of the socialist millionaires’
problem [4] (also known as the private equality test (PET)
problem [2]) where two parties each with a secret input
want to know if they happen to possess the same secret
without disclosing their inputs in case they do not. We
call the problem studied in this paper the co-operative
private equality test (CPET).

We propose a simple and efficient protocol for the
CPET. The protocol makes use of a semantically secure
homomorphic encryption scheme (i.e. Paillier’s cryptosys-
tem). The protocol requires 3 rounds of communications
and calls the encryption primitive constant times. The
message complexity is about 3¢ bits, where c is the cipher-
text length of the encryption scheme used in the protocol.
If the party C is semi-honest, then the protocol is fair for
party A and party B.

Although previous protocols [1,7] with a third party

for comparison problem can be modified to compute the
CPET problem, they cannot achieve the efficiency of the
protocol proposed in this paper. The protocols from
[1,7] require essentially O(l) encryptions, and the mes-
sage complexity is mathcall bits, where [ is the length of
the inputs.

Protocols for comparison problem are used in on-line
private bidding and auctions, database query, privacy pre-
serving data mining etc. Our protocol for CPET can be
applied to such computations where a third party is used,
and the comparison result is accessible to the third party.

2 Preliminaries

For an integer n, Z,, denotes the set of all integers modulo
n. Z is a subset of Z, such that elements in Z are
relatively prime to n. An element a € Z, is called a n-th
residue modulo n? if 2™ = a (mod n?) for some x € Z..

Computational Indistinguishability

A function ¢(n) is called negligible if for every positive
polynomial p, and all sufficiently large n, e(n) < 1/p(n).

We use the notation of computational indistinguisha-
bility from [5]. An ensemble X = {X, },cn is a sequence
of random variables each ranging over binary strings. Two
ensembles X = {X,,} and Y = {Y,,} are said to be com-
putationally indistinguishable if for every PPT algorithm
D and every ¢ > 0 there exists an integer N such that for
alln > N

|Prob(D(X,,) =1) — Prob(D(Y,) =1)| < 1/n°.

Let X =¢ Y denote that X and Y are computationally
indistinguishable.

Homomorphic Encryption

We use the public-key probabilistic encryption scheme
from [6]. Here we just give a brief description of the
scheme.

Let p and ¢ be large primes, n = pq. Let g be a ran-
dom element in Z;, whose order is a non-zero multiple
of n. Consider (n,g) as public parameters and (p,q) as
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private parameters. Let A(n) = lem(p—1,¢—1). For any
w € Za, L(w* (mod n?)) = Aw],_,, (mod n), where [w]
denote the class of w. For w € 7}, n—th residuosity class
of w with respect to g is the unique integer x € Z,, for
which there exists y € Z; such that ¢g*y™ = w (mod n?).
The cryptosystem is described as below.

Encryption E:

plaintext m < n
a random integer r < n
ciphertext ¢ = g"™r" (modn?)

Decryption D:

ciphertext ¢ < n?
L(c* (mod n?))

plaintext m = (g™ (mod n?))

(mod n)

The encryption scheme is semantically secure (see The-
orem 5 in [6]). For two known messages mq, m1, ¢ is the
ciphertext of either mg or m;. Without the private keys,
it is computationally intractable to decide whether c is
the ciphertext of mg or ¢ is the ciphertext of m;.

The scheme has an additive homomorphic property, i.e.
VYmi,me € Zy and k € N,

D(E(my)E(mg) mod n?) = my + my mod n,

D(E(m)* mod n?) = km mod n.

3 Model of Secure Multi-party
Computation

3.1 Multi-party Computation

In the setting of secure multi-party computation, n par-
ties Py, Py, .., P, each with a secret input z;(i =
1,...,n) want to evaluate some function f(z1,z2,...,z,) =
(y1,Y25 .-y Yn). The i-th party P; gets the i-th output y;.
The function should be computed in a way protecting pri-
vacy of their inputs and correctness of the result.

We represent the function computed by the three par-
ties in the multiparty computation model. The goal of the
protocol is that at the end of the protocol A and B and C'
know the same result — if a = b. Thus we simply define
the function as a single-output one. When the protocol
ends, all parties know the value of f(a,b, ). The function
is described as below.

f:AxBxC—{0,1}
where
A=B=10,2" —1],C = {¢},

and . )
o= {3 4 02!

We aim at designing a protocol for the CPET problem
which preserves the following properties.

1) Correctness: all the three parties will be convinced
of the correctness of the result;

2) Privacy: neither A or B learns more information
about the other party’s secret inputs than what is
implied by the output of f(a,b,e), and C learns the
output of f(a,b,e) and nothing else;

3) Fairness: if A gets the value of f(a,b,e), then the
protocol guarantees that B gets it, too.

3.2 Model of Adversary and Communica-
tion

Cheating party in protocols is modelled as an adversary
running in probabilistic polynomial time (PPT). An ad-
versary may corrupt some party and get all the informa-
tion held by this party, including all information about
all actions and messages the party has received.

An adversary can be either passive or active. A passive
adversary obtains the complete information held by the
corrupted parties, but the parties still act correctly. An
active adversary takes full control of the corrupted parties,
the adversary can determine the messages sent out and
the outputs produced by the corrupted parties.

An adversary can also be either static or dynamic. A
static adversary decides which parties to corrupt before
the execution of the protocol. While a dynamic adver-
sary can corrupt parties at any time when the protocol is
running.

There are two basic models of communication.
the cryptographic model, the adversary is assumed to
have access to all messages sent, however he cannot mod-
ify messages exchanged between honest parties. In the
information-theoretic model, the parties can communi-
cate via secure channels, and the adversary gets no infor-
mation about messages exchanged between honest par-
ties. This model is also known as secure channels or pri-
vate channels model.

In this paper, we assume that parties communicate
with one another via secure channels, and the adversary
is passive. We assume that party C cannot collude with
A or B, so the adversary is static since he can corrupt
only one party. That is, either A, or B, or C is cheating
passively in the protocol.

In

3.3 Security Definition

We will consider the security with respect to correctness,
privacy, and fairness in the ideal vs. real world paradigm
[3]. In the real world the parties run a real protocol and
the adversary attacks it. A passive adversary V has access
to the internal view of A, or B, or C. At the end of the
protocol, the adversary outputs an arbitrary function of
its view.

In the ideal world there is a trusted party U, all parties
A, B, and C send their inputs to U. U computes f(a, b, ¢)
and sends the result to each party. A passive adversary V
has access to the view of A, or B, or C. All parties output
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the value received from U and the adversary outputs an
arbitrary function of its view.

Definition 3.1. A protocol for the CPET problem is se-
cure if for every passive real adversary V there is a pas-
sive ideal adversary V. whose running time is bounded by
a polynomial in the running time of V' such that for all
a € A, b e B, the outputs of A, B, C, V in the real
model and those of A, B, C, V in the ideal process are
computationally mdzstmguzshable.

In particular, A should not gain more information
about b than what follows from a and f(a, b, €); likewise,
B should not gain more information about a than what
follows from b and f(a,b,€). C learns f(a,b,€).

4 Protocol Development

Setup:

Let S be a homomorphic public-key cryptosystem as de-
scribed above. Let k be a security parameter (normally,
k > 80), and |p| = |¢| = k. If the bit-length [ is larger
than k, then we just set k = [.

Before the execution of the protocol, party C' gener-
ates a public key / secret key pair (pk, sk) and sends E,
to party A and party B. Party A and party B jointly
generate a random number 7, € [0, 2% — 1].

Step 1. A encrypts his secret input a as © = Epi(rapa),
and sends x to B.

Step 2. B encrypts his secret input b as y = Epi(—rapb),
and computes ¢y = Epp(rapa)Eps(— ’I“abb) then B
sends y’ to C.

Step 3. C decrypts y": z = Dgi(y'). If z =0, then C
sends 2z’ = 0 to A and B. Otherwise C sends 2/ =1
to A and B.

Result extraction:
C tests if z = 0. If it holds, then C outputs 0 (C' concludes
a = b), otherwise C outputs 1 (C concludes a # b).

A tests if 2/ = 0. If it holds, then A outputs 0 (A
concludes a = b), otherwise A outputs 1 (A concludes
a #b). B tests if 2/ = 0. If it holds, then B outputs 0
(B concludes a = b), otherwise B outputs 1 (B concludes

a #b).

5 Security Analysis

Theorem 5.1. Under the security assumption for the
public-key cryptosystem S, the protocol above is a secure
tri-party protocol for the CPET problem.

Proof. (Sketch)
Correctness:
Firstly we prove that the protocol is correct.

Party C:
Suppose a = b, then C' gets
z = Dsk y/)
= Dsk Epk(raba)Epk( Tabb))

So C' knows a = b.
Suppose a # b, then C' gets

)
pk (rapa)E pk (—=rapb))

pk (’raba ’rabb))
Dsk(Epk(Tab(a —b))).

z

= Duly
= Du(E
D.ulE

For rq, is a random element, Dgi(Epk(rap(a — b)) is a
non-zero random element in Z, too. So C knows a # b.

Party A or B:
In case a = b, A ( B ) gets 2/ = 0, and A ( B )knows
a="5b Incase a #b, A ( B ) gets 2/ #0, and A ( B
Yknows a # b.

Thus, in both cases, the three parties A, B, and C will
get the same correct result. This completes the proof of
correctness of the protocol.

Privacy:
Suppose the protocol is not secure. Then there
is a PPT real adversary V such that no corre-
sponding PPT ideal adversary V exists that achieves
(a,b, A(a), B(b),C(€),V) = (a,b, A(a), B(b),C(e€), V) for
all @ and b.

We say that A cannot cheat in the protocol. The in-
formation held by party A consists of

A, Tab, T = Epk (raba)v f(av b7 6)7

from which A can learn if a = b and nothing else.

Party C' cannot cheat in the protocol, either. The only
information about the secrets a and b held by party C
is an encryption of the bit 0 or a random element in Z,.
Thus C only knows the comparison result and nothing
else.

In the following, we only analysis the cheating activity
of party B.

We model party B as an adversary V' who has access
to the view of party B. What V' knows includes

b7 Tab, T Epk (raba);
Yy = Epk(_rabb)»
y/ = Epk (raba)Epk(_Tabb)a fla,b,e).

If V can do what an ideal adversary V cannot do, that is
V' can get more information about a than what is implied
by the comparison result, then with out lose of generality,
V' can distinguish the following two cases by observing
the view of B. In one case, A’s input is @’ and B’s input
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is b, where a/,b € [0,2' — 1] and @’ # b. In the other
case, B’s input is also b, however A’s input is a”, where
a" €10,2! — 1], and a” # a’,a" #b.

In both cases, B’s input and the random number r,;
are identical, and f(a’,b,€) = f(a”,b,€). So V cannot
distinguish the two cases from

by Tab, Y = Epk(irabb)a f(aa b7 6)'
This means V' distinguishes the cases only from
= Epp(rapa), ¥ = Epk(rapa) Epk(—7apb).

More precisely, V' distinguishes the cases only from the
encryption of A’s input a

x = Epi(rapa).

We can construct an adversary D who can break the
semantic security of the encryption scheme, using the ad-
versary V. The adversary D runs the protocol, and con-
trols the party A.

The adversary D chooses randomly two messages
a';a” € {0,1}', and takes rqpa’,rqpa” as the two mes-
sages in the attack (see the proof of Theorem 5 in [6])
and sends them to the encryption oracle. The encryption
oracle answers D with a ciphertext x which is either an
encryption of r.,a’ or an encryption of rya’”’. Then D
makes the party A send z to party B, and the parties A,
B, and C continue the protocol. The adversary D outputs
what the adversary V outputs.

This means, if the adversary V' can distinguish whether
he is in the protocol with a’,b, € as the parties’ inputs or
the protocol with a”, b, € as the parties’ inputs, then the
adversary D can distinguish whether the ciphertext x is
the encryption of rypa’ or the encryption of r.,a”. So we
construct an adversary which breaks the semantic security
of the encryption scheme, which implies a contradiction
to the security assumption of the encryption scheme.

This completes the proof of the Theorem 5.1. g

6 Conclusion

We considered a variant of the private equality test prob-
lem. The problem involves three parties A, B, and C.
A has a secret a, B has a secret b, and C has an empty
input. The three parties want to compare if a = b with-
out leaking anything about a and b more than what is
implied by each party’s input and the comparison result.
We proposed an efficient protocol for this problem based
on Paillier’s cryptosystem. The protocol requires 3 rounds
of communication and calls the encryption primitive con-
stant times. The protocol is fair if the special party C is
semi-honest.
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