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Abstract
In 2003, Novikov and Kiselev proposed an authentication
of the user from the remote autonomous object. In this
article, we shall show that the Novikov-Kiselev scheme
cannot against a man-in-the-middle attack.
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The first stage:
The user negotiates the identity ID and the time
parameter T0 with the remote object beforehand. And
this step is executed just one time. The ID and T0 are
stored in the operative memory of the object by the user.
The second stage:

1

Introduction

Step 1: The user sends start communication request S to
the object through the public communication channel.
The authentication scheme is commonly used for verifying
a user’s identity. Remote access is one of the applications
which ascertain whether the user is legal and whether it Step 2: The object generates a pair of keys P KO and
SKO by the RSA algorithm [7] and sends the public
can access [1, 2, 3, 4, 5, 8]. In Novikov-Kiselev scheme
key P KO to the user. Note that SKO is kept securely
[6], they proposed the authentication of the user from the
by the object. Simultaneously, the object turns on
remote autonomous object with public key cryptosystem
the timer and records the start transmission time T1 .
which is applicable in the telecommunications system.
In this article, we shall point out that the NovikovStep 3: The user sends the encrypted message
Kiselev scheme cannot resist the man-in-the-middle atEP KO (ID, P KU ) to the object, where EA (M )
tack; that is, the displacement of a user’s identity by ceris that message M is encrypted by the public key
tain attacker.
A using the encryption function E(·) of the RSA
algorithm. The identity ID and public key P KU are
encrypted with P KO using the encryption function
2 Review of the Novikov and
of the RSA algorithm. Note that the user also has
Kiselev Scheme
a pair of keys P KU and SKU are generated by the
RSA algorithm and SKU is kept securely by the
In this section, we will briefly review Novikov-Kiselev
user.
Scheme [6]. The scheme consists of two stages. The first
stage is the one in which a user negotiates the identity Step 4: The
object
decrypts
the
message
with remote autonomous object before functioning as an
DSKO (EP KO (ID, P KU )) = (ID, P KU ) with
object. When the user communicates with the object,
secure key SKO using the decryption function of
the user’s identify must be verified in the second stage.
the RSA algorithm, where DB (M ) is that message
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M is decrypted by the secret key B using the Step 1: The user sends a start communication request
decryption function D(·) of the RSA algorithm. T2
S to the object through the public communication
channel. The attacker intercepts the message.
is recorded simultaneously. If the difference in time
∆T between T1 and T2 is smaller than T0 compared
with the user’s ID. Supposing ID discord with Step 2: When the object sends the public key P KO
to the user, the attacker also intercepts the public
user’s ID saved in memory of the object, then the
key P KO from the public communication channel.
object terminate the session. Otherwise, the object
Simultaneously, the object turns on the timer and
encrypts the message X with the user’s public key
records the start transmission time T1 .
P KU using the RSA algorithm, and then sends it to
the user.
Step 3: The user sends the encrypted message
EP KO (ID, P KU ) to the object.
Step 5: When the user receive the message from the object, the user decrypts X with secure key SKU using Step 4: The object decrypts the message (ID, P KU )
the RSA algorithm. The user can derive the comwith the secure key SKO . T2 is recorded simultamand K from the message X and encrypt the comneously. If the difference in time ∆T between T1 and
mand K and new identity ID0 with pubic key P KO
T2 is smaller than T0 compared with the user’s ID.
of object using the RSA algorithm. And then, the
Supposing the ID discords with user’s ID saved in
encrypted message is sent to the object.
memory of the object, then the object terminates the
session. Otherwise, the object encrypt the message
The object decrypts the message with the secure key
X with the user’s public key P KU , and then sends
SKO after receiving the message from the user. The obit to the user.
ject executes the command K, if the difference in time ∆T
between T1 and T2 is smaller than T0 . The object termi- Step 5: The
attacker
intercepts
the
message
nate the session, or else. The procedures of this stage are
EP KO (ID0 , K) from the user and then replaces
shown in Figure 1.
it with EP KO (ID”, K 0 ) and sends it to the object.
In general, command is formalize and the object is
not a recheck command K 0 , which cause the attacker
easily supersede the original user.
User

Autonomous Object
S
P KO


The object decrypt the message with the secure key
SKO while receiving the message from the attacker. The
identity ID” is set in memory of the object which is not
selected by the original user but by the adversary.

EP KO (ID, P KU )
-

4

EP KU (X)

Conclusions


In this article, we have showed the weakness of
Novikov-Kiselev scheme; that is, they cannot resist the
man-in-the-middle attack.

EP KO (ID0 , K)
Figure 1: The procedures of the second stage
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Figure 2: Man-in-the-middle attack on Novikov-Kiselev scheme
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