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Abstract

User authentication is a most important protocol in a
distribution network. Those authentication schemes have
been proposed for many years, and a one-time password
authentication scheme is one of them. In 2004, Lin
and Chang proposed a one-time password authentication
scheme which is free from replay attacks, server spoofing
attacks, off-line dictionary attacks, active attacks, and
revelation of message contents. However, their scheme
will suffer from guessing attacks which is proposed by us
in this paper.
Keywords: Authentication, guessing attacks, one-time
password, replay attacks, security

1 Introduction

The network service brings a great modern convenience.
Users are able to request various services through the net-
work, or obtain the most information about existence, etc.
It is avoidable that people abuse those services, and the
providers will establish some rules of the requirements
such as authenticating the identity of a user who requests
services. Those protocols can ensure that users are not
deliberately using the services. There were many user
identity authentication protocols proposed in the past.
The user authentication scheme using passwords is one
of the best-known protocols that could be easily imple-
mented, and there are many books about that have been
proposed such as [2, 4, 5, 6, 7, 8, 10, 12, 13, 14, 15, 16].

In 1981, Lamport [3] proposed a one-time password
which could avoid replay attack conception in each com-

munication. Afterward The Internet Engineering Task
Force (IETF) proposed Haller’s scheme [1] as S/Key one-
time password system, which could ensure that it is not
vulnerable to eavesdropping/replay attacks. However,
Yeh et al. [17] demonstrated out that his scheme did not
resist the server spoofing attacks. In addition, [11] also
pointed out that Haller’s scheme will suffer from off-line
dictionary attacks, pre-play attacks, and a special form of
replay attacks. In 2002, Yeh et al. [17] proposed an im-
provement scheme and claimed their scheme was suitable
in a sensitive environment. But Lin and Chen [9] thought
their scheme was unsuitable for lighter devices in a mobile
environment. They designed a new algorithm to reduce
the computation of a lighter device. In this article, we
will show their scheme as having suffered from guessing
attacks.

In Section 2, we will review Lin and Chang’s scheme
including two phases. Next, we will propose an attack for
Lin and Chang’s scheme. A brief conclusion is presented
in Section 4.

2 Review of Lin-Chang Scheme

In this section, we review Lin and Chang’s scheme. There
are two phases in the scheme: registration, and login and
authentication phases. The following is a brief description
of each phase.

Initially, users will obtain a smart card containing a
unique secret SEED from the server. When the user first
wants to login the server, he/she should register at the
server. User sends a request to the server, the server will
replay SEED ⊕ SK, where SK is a session key, that is,
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SK = D‖T . And then, the user generates a secret key K,
and computes IK = K ⊕ SEED. Next, the user sends
IK ⊕ SK, and N ⊕ SK to the server, where N is that
user decides the number of login. As the server obtains
the information, it will compute p0 = HN (IK), p1 =
HN−1(IK), and p2 = HN−2(IK), and then it transmits
p0 ⊕SK, p1 ⊕SK, p2 ⊕ SK to the user. The user obtains
p0, p1, p2, and he/she stores three values in the smart card.

In login and authentication phase, the server receives
the user’s requirement of the tth time of login, it will
compute pt−1 = HN−t+1 and respond to pt−1 ⊕ SK,
SEED ⊕ SK. The user can check the validity of the
identity of the server according to the pre-shared value
SEED. If the equation is equal, the user sends pt ⊕ SK
where pt is original in the smart card. Next, the server
compares H(pt) with pt−1. If the two values are equal,
the server is able to ensure the user’s identity.

Above decryption is Lin and Cheng’s scheme. Al-
though they proposed an efficient algorithm for mobile
devices, theirs is not secure. In the next section, we will
reveal their scheme will force what the attack is.

3 Attack on Lin-Chang Scheme

In this section, we show that Lin and Chang’s scheme
cannot withstand a guessing attack. An attacker could
scratch all the information transmitted on Internet.
When he obtains a user communicating message in the
registration phase, he could save those messages and pro-
ceed off-line guessing attacks to obtain the secret value
SEED. The attack processes are described as follows.

1) When a valid user performs the registration to a
server, the attacker could obtain the information
SEED⊕SK, IK⊕SK, N⊕SK, p0⊕SK, p1⊕SK,
and p2 ⊕ SK though the public network.

2) The attacker could utilize the information to proceed
off-line guessing attacks. First, he assumes the num-
ber of decided logins by the user N ′, and performs
the following equations:

E1: SK ′ = N ′ ⊕ (N ⊕ SK)

E2: p′0 = SK ′ ⊕ (SK ⊕ p0)

E3: p′1 = SK ′ ⊕ (SK ⊕ p1)

E4: H(p′1)
?
= p′0

If the equation E4 is not equal, the attacker will se-
lect the other N ′ and computes above equations un-
til E4 is equal. If E4 is equal, that is denoted the
attacker guesses correctly N ′. And then, he could
obtain the correct section key SK, and compute
SK⊕(SEED⊕SK). Finally, he could get the user’s
pre-shared secret SEED with the server.

The conception of our attacking method is that the
scheme allows a user to choose the number of login N .
Generally, the login times N is not a big value, and it

is easily guessed. As the attacker gets the correct secret
SEED, he could forge the valid user to login the server,
and request any services which is provided by the server.

4 Conclusion

In 2004, Lin and Chang proposed an efficient one-time
password authentication scheme. Their scheme is more
suitable in mobile network than others, but the scheme is
insecure. In this article, we explain their scheme unable
to withstand guessing attacks. When an attacker utilizes
some messages sent by the user in registration phase, he
could easily guess right N which is selected by the user
himself. And then, he could obtain all secret values. Be-
cause the user decides on the number of logins N which
is easily guessed, and the scheme protects it with SK, the
attacker could easily guess correctly. There is one sugges-
tion that the security of login times N is not imperative,
and it could be sent with a plaintext. There will be no
affect from the attack.
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